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1 Context of the Internship

The internship will take place at Inria-Paris, at the COSMIQ team1 (Paris 12ème),
in the context of the ERC project QUASYModo2, that started in september 2017
and will end in september 2023. A PhD funding will be available for continuing
the internship if pertinent.

2 Introduction

Cryptanalysis is the foundation of the confidence we have in the cryptographic
primitives we use: trying to break them and determining their security margins
are fundamental tasks in order to understand the security they can offer.

Symmetric cryptanalysis is a very active and innovative field. There are
several families of attacks, the main ones being differential [4] and linear [8], but
many others exist and they have all profited from many evolutions through the
last years, like MITM (meet-in-the-middle) attacks and their variants (see [7]),
differential-linear attacks [2], impossible differential attacks [3,6] each providing
the best results on different constructions.

Though improvements and applications of these attacks are often published,
the appearance of new attacks is less common. This year, we discovered a new
type of attack, called the differential meet-in-the-middle attack, and using it, we
managed to provide the best known attack on the popular cipher SKINNY [1],
being the first one to reach 24 and 25 rounds. This work is currently under
submission.

3 Work Description

There are many improvements to propose on this new type of attack, and many
new applications to find. We plan to apply it on hash functions, to adapt it to
bicliques, and to find possible further optimizations.

1 https://www.rocq.inria.fr/secret/
2 https://www.inria.fr/en/centre/paris/news/erc-grant-for-maria-naya-plasencia
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During this stage, the intern will first study this new attack, and later we will
work on combining it with biclique techniques [5] and applying further possible
improvements.

Optionally, proposing a quantum version of the attack, optimizing it by
applying quantum tools, can also be considered.

Contact

If you might be interested, please contact me and I can explain the details while
having a coffee or tea:

maria.naya_plasencia@inria.fr

INRIA Paris
2 Rue Simone IFF
75012 Paris - France
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