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Abstract—We provide an extenfive study of the differential prop-
erties of the functions r — 2% ~! over Fon, for 1 < t < n.
We notably show that the differential spectra of these functions

are determined by the number of roots of the linear polynomials
2

22 4 b2 + (b 4+ 1)z where b varies in F2». We prove a strong
relationship between the differential spectra of » — 221 and
@ — x> ' fors = n —t+ 1. As a direct consequence, this
result enlightens a connection between the differential properties
of the cube function and of the inverse function. We also deter-
mine the complete differential spectra of = — 2 by means of

the value of some Kloosterman sums, and of x — 22 ~' for ¢ €

{ln/2],[n/2] + 1,n —2}.

Index Terms—APN function, block cipher, differential crypt-
analysis, differential uniformity, Kloosterman sum, linear polyno-
mial, monomial, permutation, power function, S-box.

1. INTRODUCTION

IFFERENTIAL cryptanalysis is the first statistical attack
D proposed for breaking iterated block ciphers. Its publica-
tion [4] then gave rise to numerous works which investigate the
security offered by different types of functions regarding differ-
ential attacks. This security is quantified by the so-called differ-
ential uniformity of the Substitution box used in the cipher [23].
Most notably, finding appropriate S-boxes which guarantee that
the cipher using them resist differential attacks is a major topic
for the last twenty years, see, e.g., [7], [9], [10], [12], [17].
Power functions, i.e., monomial functions, form a class of
suitable candidates since they usually have a lower implementa-
tion cost in hardware. Also, their particular algebraic structure
makes the determination of their differential properties easier.
However, there are only a few power functions for which we can
prove that they have a low differential uniformity. Up to equiva-
lence, there are two large families of such functions: a subclass
of the quadratic power functions (a.k.a. Gold functions) and a
subclass of the so-called Kasami functions. Both of these fam-
ilies contain some permutations which are APN over F» for
odd n and differentially 4-uniform for even n. The other known
power functions with a low differential uniformity correspond to
“sporadic” cases in the sense that the corresponding exponents
vary with n[18] and they do not belong to a large class: they cor-
respond to the exponents defined by Welch [11], [15], by Niho
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[14], [19], by Dobbertin [16], by Bracken and Leander [8], and
to the inverse function [22]. It is worth noticing that some of
these functions seem to have different structures because they
do not share the same differential spectrum. For instance, for a
quadratic power function or a Kasami function, the differential
spectrum has only two values, i.e., the number of occurrences
of each differential belongs to {0, 6} for some §[5]. The inverse
function has a very different behavior since its differential spec-
trum has three values, namely 0, 2 and 4 and, for each input dif-
ference, there is exactly one differential which is satisfied four
times.

However, when classifying all functions with a low differen-
tial uniformity, it can be noticed that the family of all power
functions = +— 22 ~1 over Fon, with 1 < ¢ < m, contains sev-
eral functions with a low differential uniformity. Most notably,
it includes the cube function and the inverse function, and also
2 22721 for n odd, which is the inverse of a quadratic
function. At a first glance, this family of exponents may be of
very small relevance because the involved functions have dis-
tinct differential spectra. Then, they are expected to have distinct
structures. For this reason, one of the motivations of our study
was to determine whether some link could be established be-
tween the differential properties of the cube function and of the
inverse function. Our work then answers positively to this ques-
tion since it exhibits a general relationship between the differ-
ential spectra of = +— 221 271 Gver For. We
also determine the complete differential spectra of some other
exponents in this family.

The rest of the paper is organized as follows. Section I recalls
some definitions and some general properties of the differential
spectrum of monomial functions. Section III then focuses on
the differential spectra of the monomials z — 221 First, the
differential spectrum of any such function is shown to be deter-
mined by the number of roots of a family of linear polynomials.
Then, we exhibit a symmetry property for the exponents in this
family: it is proved that the differential spectra of z — 221

gn—t+1_q .

over [Fo» are closely related. In Section V,
we determine the whole differential spectrum of z — 7 over
Fon. It is expressed by means of some Kloosterman sums, and
explicitly computed using the work of Carlitz [13]. We then de-
rive the differential spectra of z — 22" ~1. Further, we study
the functions z — 22"/~ and z — 2271 We fi-
nally end up with some conclusions. An extended version of
this paper can be found in [6].

II. PRELIMINARIES

A. Functions Over Fo» and Their Derivatives

Any function F' from Fs- into F2» can be expressed uniquely
as a univariate polynomial in Fon[X] of univariate degree at
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most 2" — 1. The algebraic degree of F' is the maximal Ham-
ming weight of the 2-ary expansions of its exponents

2" —1
deg <Z /\,L-XZ) = max {wt(i) | A; # 0}
1=0

where \; € Fa» and wt denotes the Hamming weight. In this
paper, we will identify a polynomial of Fo» [X] with the corre-
sponding function over Fon.

Boolean functions are also involved in this paper and are gen-
erally of the form

x € Fon = Tr(P(z)) € Fy

where P is any function from Fs. into Fo» and where T'r de-
notes the absolute trace on Fo», i.e.,

Tr(B) =B+ 2+ -+, BEFan.

In the whole paper, # F is the cardinality of any set E.

The resistance of a cipher to differential attacks and to its
variants is quantified by some properties of the derivatives of
its S(ubstitution)-box, in the sense of the following definition.

Definition 1: Let F be a function from F 3~ into F o . For any
a € [Fon, the derivative of I’ with respect to a is the function
D, F from Fy» into Fom defined by
D,F(z) = F(x +a)+ F(z), Yz € Fan .
The resistance to differential cryptanalysis is related to the

following quantities, introduced by Nyberg and Knudsen [22],
[23].

Definition 2: Let F' be a function from Fo» into Fon. For any
a and b in Fo~, we denote
6(a,b) = #{x € Fan, D, F(x) = b}.
Then, the differential uniformity of F'is

5(F) = 5(a,b).

max
a#0, beFn

Those functions for which §(F') = 2 are said to be almost per-
fect nonlinear (APN).

B. Differential Spectrum of Power Functions

In this paper, we focus on the case where the S-box is a power
function, i.e., a monomial function on Fs~». In other words,
F(x) = % over Fon, which will be denoted by F; when
necessary. In the case of such a power function, the differential
properties can be analyzed more easily since, for any nonzero
a € Fan, the equation (z + a)? + 2% = b can be written

G ) -

implying that

8(a,b) = 6(1,b/a) for all a # 0.
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Then, when F : z — z¢ is a monomial function, the differential

characteristics of F' are determined by the values §(1,b), b €
F 2~ . From now on, this quantity 6(1, b) is denoted by §(b). Since

#{b € Fyn|6(a,b) =i} = #{b € F2u[6(b) =1} Va #0

the differential spectrum of F' can be defined as follows.

Definition 3: Let F(z) = x¢ be a power function on Fox.
We denote by w; the number of output differences b that occur
1 times

Ww; = #{b € ":211

§(b) = i}. )
The differential spectrum of Fy is the set of w;

S = {w07w27 N 7w5(F)}.

Obviously, the differential spectrum satisfies

on on

Zwk =2" and Z(k X wg) = 2" 2)
k=0 k=2

where w; = 0 for 7 odd.

It is well-known that some basic transformations preserve S.
In particular, if F' is a permutation, its inverse has the same dif-
ferential spectrum as F'.

C. General Properties on the Differential Spectrum

Studying 6(b) for special values of b may give us at least a
lower bound on §(F;). So we first focus on §(0).

Lemma 1: Let d be such that ged(d, 2™ — 1) = s. Then
Fy : o — z? satisfies §(0) = s — 1. In particular s = 1 if
and only if §(0) = 0.

Proof: Note that s = 1 if and only if F}; is a permutation.
Obviously, = is a solution of z¢ + (z + 1)? = 0 if and only if

d
1
<$+ ) =1thatisz +1 =2z with z¢ =1
T

since z — (z + 1)/x is a permutation over Fan \ {0,1}. As
there are exactly s — 1 such z # 0, the proof is completed. H

There is an immediate consequence of Lemma 1 for specific
values of d.

Proposition 1: Let d > 3 such that d divides 2" — 1. Then
§(Fy) = 6(0) = d — 1. In particular, if d = 2" — 1 with
ged(t,n) = t then §(Fy) = §(0) = 2* — 2.

Proof: Since ged(d, 2" — 1) = d, §(0) = d — 1 from
Lemma 1. But the polynomial x4+ (x4 1)? +b has degree d — 1
for any b, so that §(b) < d— 1. We conclude that §(Fy) = d—1.
Now, let d = 2! — 1 with ged(t,n) = t. Then ged(d, 2" — 1) =
2! — 1 so that §(0) = 2 — 2. As previously we conclude that
5(Fd) =2t _2. ]

The previous remarks combined with our simulation results
point out that §(0) and 6(1) play a very particular role in the
differential spectra of power functions. This leads us to investi-
gate the properties of the differential spectrum restricted to the
values 6(b) with b & F.



BLONDEAU et al.: DIFFERENTIAL PROPERTIES OF z +— th -

Definition 4: Let F' be a power function on Fo-. We say that
F has the same restricted differential spectrum as an APN func-
tion when

6(b) <2forallbeFan \Fy.

For the sake of simplicity, we will say that F' is locally-APN.

This definition obviously generalizes the APN property. For
instance, the inverse function over Fon is locally-APN for any
n, while it is APN for odd n only. Another infinite class of
locally-APN functions is exhibited in Section V-B.

II. THE DIFFERENTIAL SPECTRUM OF z — z2 1

From now on, we investigate the differential spectra of the

following specific monomial functions
G’t:a:r—ux?t_l7 2<t<n-—1, overFan. 3)

Note that such a function has algebraic degree .

A. Link With Linear Polynomials
Theorem 1: Let Gy(z) = 2 ! defined by (3). Then

(xZ**‘ +$)2
24+x

Consequently, forany b € Fon \ {1}, 6(b) is the number of roots
in Fon \ Fy of the linear polynomial

Py(z) =% +ba* + (b+ D
and we have
§(0) =28°d(tm) _ 9 5(1) = geed(t—1m)
§(b) =2" —2, for any b € Fan \ Fa

for some 7 with 1 < 7 < min(¢,n — ¢t + 1).
Proof: To prove (4) we simply check

(z +2%)(1 + 22+ 1+ a:)zt_l) =27 +2%.

Thus, §(1) is directly deduced and it corresponds to the number
of roots of Py(z) = (22~ + 2)2. Letb € Fau \ {1}. Then
x € Fan \ Fo is a solution of D1(G¢(x)) = b if and only if it is
a solution of

(227 +2)2 = (b+ Da(z + 1)
or equivalently if it is a root of the linear polynomial
Py(z) = 22 4 ba? + (b+ 1)x.

The values = 0 and = 1 are counted in 6(1) (as solutions
of D1(G¢(x)) = 1), while P,(0) = P,(1) = 0 for any b. So,
we get that, if b # 1, the number of roots of P in Fon» is equal
to (6(b) + 2). Because the set of all roots of a linear polynomial
is a linear space, we deduce that

Vb € Fyn \ {1}, 8(b) =2" — 2 with r < .

Moreover, by raising P, to the 2"~ 'th power, we get that any
root of P, is also a root of

b,$2717t+1 n (b/ n 1)372”71 g
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with &' = b2" . This then implies that §(b) = 2" — 2 with
r < n—t+1.Finally, forb = 0, Py(x) = 22 +x, implying that
6(0) = 28°d(t:1) _ 2 which naturally corresponds to Lemma 1.

|

Remark 1: As a first easy corollary, we recover the following
well-known form of the differential spectrum of the inverse
function, G,,_1 : 2" =1 Gver Fon. Actually, the pre-
vious theorem applied to ¢ = n — 1 leads to §(0) = 0 and
8(1) = 2 when n is odd and §(1) = 4 when n is even. For all
b & Fo, 6(b) € {0,2}. Therefore, we have:

o ifnisodd, §(G,_1) = 2and wy = 2" 1, wy = 277 1;

o ifniseven, §(Gp_1) = 4andwy = 2" 1 + 1, wy =

n=l 92w, = 1.

The following corollary is a direct consequence of Theorem

1.

Corollary 1: Let Gy(z) = 22 =1 over Fyr with2 < t <
n — 1. Then, its differential uniformity is of the form either
2" — 2 or 2" for some 2 < r < n. Moreover, if §(G;) = 2" for
some 7 > 1, then this value appears only once in the differential
spectrum, i.e., wor = 1, and it corresponds to the value of §(1),
implying 6(G,) = 28¢d(t—1n),

B. Equivalent Formulations

In Theorem 1, we exhibited some tools for the computation
of the differential spectra of functions x — 22 =1, The problem
boils down to the determination of the roots of a linear polyno-
mial whose coefficients depend on b € Fa». There are equiv-
alent formulations that we are going to develop now. The first
one is obtained by introducing another class of linear polyno-
mials over Fon». For any subspace F of Fa», we define its dual
as follows:

El:{m|TT(my):0,‘v’y€E}.

Also, we denote by Zm(F') the image set of any function F'.

Lemma 2: Lett,s > 2 and s = n — t 4+ 1. Let us consider
the linear applications

Poy(z) =2 +b2®+ (b+ )z, be Fon.

Then the dual of Zm(P;;) is the set of all a satisfying
Pry(a) = 0, where

Pry(z) =2 + (b+1)%® + ba.

Note that Py, is called the adjoint application of Py .
Proof: By definition, Zm(P; ;) consists of all o such that
Tr(aP;p(x)) = 0forall z € Fon. We have

Tr(aPp(x)) = Tr(oza:zt) + Tr(baz?) + Tr(a(b + 1))
= Tr(a2774+1x2 + bax?® 4+ (b + 1)%2?)
=Tr(z%(a® + a2(b+1)% + ab)).

Hence, a belongs to the dual of the image of P 5, if and only

if 02" +a?(b+1)>4ab = 0, i.e., a is aroot of P}, completing
the proof. ]
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The following theorem gives an equivalent formulation of the
quantity  which is presented in Theorem 1.

Theorem 2: Notation is as in Lemma 2. Then
dim Ker(P;p) = dim Ker(FP;,).

Consequently, this dimension can be determined by solving
P, ;(xz) = 0 or equivalently by solving

¥ + (b+1)%2% +br =0, where s=n—t+ 1.

Proof: Let k be the dimension of the image set of P, ;. It
is well-known that n = x + dim Ker(P; ;). On the other hand,
Lemma 2 shows that « is in the dual of the image of I, if and
only if P/, (a) = 0. We deduce that

n—r=dim Ker(P},) = dim Ker(P.)

completing the proof. [ |

Now, we discuss a different point of view, using an equivalent
linear system.

Theorem 3: For any 2 < t < n, we define the following
equation:

Eb:x2t+b$2+(b+1)$:0, bengn.

Let N, be the number of solutions of Fj, in Fa» \ Fo. Let M,
be the number of solutions in F3.. of the system

v P yb 1) = 0
Tr(y) = 0)°

Then N}, =2X Mb.
Proof: We simply write

22 +bw2+(b+1)x:x2t + x4+ b(2® + x)
which is equal to

:(;1:2—1—:1:)2171 + 4 (22 2) + b(2® 4 x)

y2f—1 + sz—z +-y2+ y(b+1), withy = 22+ .

We are looking at the number of solutions of E; which are not
in F2. So, it is equivalent to compute the number of nonzero
solutions y of

Uy T b+ 1) =0

such that the equation 22 + = + y = 0 has solutions. This last
condition holds if and only if T'r(y) = 0, providing two distinct
solutions 1,2 = 1 + 1 such that a:Lz + x; = y, completing
the proof. ]

Remark 2: In Theorem 3, b takes any value while P is de-
fined for b # 1 in Theorem 1. For all b # 1, we have clearly
Ny = 6(b). Ifb = 1, Py(z) = 2 + x2 and the number of roots
of Py in Fyn is equal to

Ny + 2 = 28edtt-1n) = 5(1),

Therefore, we have M; = @ - 1.
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IV. PROPERTY OF SYMMETRY

Recall that Gy(z) = x2 L. Now, we are going to examine
some symmetries between the differential spectra of G; and G
where t,s > 2 and s = n — ¢+ 1. In the list of properties below,
notation is conserved as soon it is defined. Recall that

Pry(z) = 2% +2%(b+1)% + b

is the adjoint polynomial of Py 4(z) = z2 4 bz + (b + 1).
Thus, both polynomials have a kernel with the same dimension
(see Lemma 2 and Theorem 2). It is worth noticing that this
dimension is at least 1 since P;(0) = P;;(1) = 0. In this
section we want to prove the following theorem.

Theorem 4: For any v with 2 < v < n — 1, we define
S ={b|dimKer(P,,) =i} with1 <i<uv.

Thep, for any s, t > 2witht = n— s+ 1 and for any 7, we have
#5, = #5;.
We begin by proving two lemmas.

Lemma 3: Let s,t > 2 witht = n — s + 1. Let m be the
permutation of F5. X Fan defined by

- 93 ab
’/T((l,b)— <a a?—i—l) .
Then, for any (a,b) in F3. X Fan, (o, 8) = w(a, b) satisfies

Plgla) = Piy(a) .

Proof: First, we clearly have that 7 is a permutation of
F%. x Fan. Indeed, w (F5. X Fan) C F3. x Fon and one can
define the inverse of 7 as follows:

) (a a(B+ 1))) |

a2n—s

Actually, (o®" ")?" = « and it can be checked that

o2 Ta(B+1)

aa2n —s

(™ a, B) = <a, + 1) = (o, 0).

Then, by using that (3 + 1)% = a“f—lj:] ands+t=n+1,we
deduce that

" a(@) = (a®)? + (a®)2(B+1)2 + (a*)B
=a? 4+ a?b® +ab+ a?
:Pt*:b(a) .
| ]

Lemma 4: Let s,t > 2witht = n—s+ 1. Letb € Fan
and let a € F3. such that P/, (a) = 0. Then dim Ker(F;,) =
dim Ker(P; ;), where 3 = 1+ ab/a?". ’

Proof: Recall that Py (z) = 22" + 22(b+ 1)% + xb. We
know that for any b ¢ F there is a € Fyn \ {0,1} such that
Pry(a) = 0. This is because dim Ker(P; ;) = dim Ker(P/;)
(see Theorem 2) and {0,1} is included in the kernel of P; .
Moreover, P, (1) = b2 + b= 0if and only if b € F».
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We treat the case a = 1 separately, a case where P} (a) = 0
for b € F2 only. In this case, Lemma 3 leads to P} 5(1) = 0 too
where § = b+ 1, since w(1,b) = (1,b + 1). And we have for
b=0

Plo(w) = 2% + 0% = Py (x)
and for b = 1

Ply(x) = 2% + 2 = P, o(2).
Thus, we conclude: for @ = 1, if b is such that P/, (1) = 0
then 8 = b + 1 and dimKer(Pv ) = dlmKer(P 3) =
dim Ker (P} ;) where the last equality comes from Theorem 2.

Now, we suppose that a & F. With z = ay, the equation
Pry(x) = 0 is equivalent to

a®y? +a%Pb+1) +ayb=0

which is
a25<2s+ (b;tl) 2, %ﬁ)zo
a a
We can set
2(b+1)2 b
/3:0(;) dB+1=
a
since
(b+1) ab
oz I=—

is equivalent to
a® +a’(b+1)>+ab=0, i.e., Pj(a) =0.

We have proved that P, (z) = 0 is equivalent to

Pos(y) =y> +By* + (B+ 1y =0.

Therefore, dim Ker(Ps ) = dim Ker(Pt’fb). But
dim Ker(P; g) = dim Ker(P; 3), by Theorem 2, completing
the proof. [ |

Proof of Theorem 4: Recall that
St ={b€Fqg | dimKer(P,p) =1} .

Then, we want to show that, for any i, #S! = #S’. For any
2<v<n-—1landforanyl <14 < v, we define
£ ={(a,b) € F3. x Fon|Pyy(a) =0, dim Ker(P, ) = i}.

From Theorem 2, we know that dim Ker(P,;) =
dim Ker(P},). Then

& ={(a,b) € F5. x Fan

P:,z,(a) =0, dimKer(P:,b) =i}
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For any b € S! there are 2 — 1 nonzero a in Ker(Py,) and
then 2¢ — 1 pairs (a, b), for a fixed b, in £! so that
#E, = (21— 1)#S, . ®)

We use Lemma 3. Recall that 7 is the permutation of 5, x Fa»
defined by

Then, we have

& ={(a,b) € F3u x Fyu|Pfy(a) = 0,dim Ker(P;) = i}
E ={(a,B) € |F2n X Fan P s(a) = 0,dim Ker(P? 3) = i}
{(a,8) = 7(a,b),(a,b) € &} .

Indeed, any (a, ) is as follows specified from (a,b). We
have P ;(a) = P;y(a) from Lemma 3. Moreover, according
to Lemma 4, dim Ker(Pt":b) = dim Ker(P} ), where /3 is cal-
culated from a and b, for any a such that P/ (a) = 0.

In other terms, to any pair (a,b) € &; corresponds a unique
pair (a, 3) € E!. We finally get that #&¢ = #&; and it directly
follows from (5) that #S5¢ = #S¢, completing the proof. [ |

Now we are going to explain Theorem 4, in terms of the dif-
ferential spectra of G and G, s,t > 2 witht = n — s + 1.
Actually, we can deduce from the previous theorem that both
functions Gy and G4 have the same restricted differential spec-

trum, i.e., the multisets {6(b),b € Fan \ F2} are the same for
both functions.

Corollary 2: We denote by 6, (b) b € Fa», the quantities
§(b) corresponding to G, : & +— 22 ~1. Then, for any s, > 2
witht = n — s+ 1, we have

— 2gcd(t—1,n) -9

— 2gcd(t,n)

and we have equality between both following multisets:

{65(b),b € Fon \ Fo} = {6:(b),b € Fan \ F2} (6)
implying that G, is locally-APN if and only if Gy is lo-

cally-APN (in the sense of Definition 4). Moreover, G; and G
have the same differential spectrum if and only if

ged(s,n) = ged(t,n) =1

which can hold for odd n only.
Proof: Since s = n —t + 1, we clearly have

ged(s,n) = ged(t — 1,n) and ged(s — 1,n) = ged(t,n).

Thus, applying Theorem 1, we get

— 2gcd(s,n) —9— 2gcd(t—1,n) _

6,(0) 2= 6,(1) -
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and

5Q(1) _ 2gcd(s—1,n) _ chd(t,n) _ (51(0) + 2.

Moreover, we have

s—1

s—1 4 .
(Pa(2)® = (a:2 + :172) =z+2¥ = P.o(z)
s . 2¢ .
(Pt70<$))2 = (:1:2 + x) =22 +2%= P, 1(x)

implying that {dim Ker(P;),dim Ker(P;1)} is equal to
{dim Ker(Ps,),dim Ker(Ps)}. We deduce from Theorem 4
that

#{beFo \Fy| dimKer(P) =1}
=#{beFo \Fo| dimKer(Psy) =1 }.

Equality (6) is then a direct consequence of Theorem 1, since
{6,(b),b € Fan \ Fo} = {2°® — 2 k(b) = dim Ker(P,;)}.

Now, we note that 65(0) = 8;(0) if and only if 65(1) = 6;(1).
Thus, G, and G have the same differential spectrum if and only
if 65(0) = 6:(0). Since

65(0) = gged(s,m) _ 9 and 5:(0) = gged(tn) _ o

this holds if and only if ged(¢,n) = ged(s,n) = 1. It cannot
hold when n is even, because in this case either s or ¢ is even
t0o.

Using Definition 4, the last statement is obviously derived. B

The previous result implies that, if G; is APN over F~, then
G is locally-APN. Moreover, the differential spectrum of G,
can be completely determined as shown by the following corol-
lary.

Corollary 3: Let n and t < n be two integers such that G :
z— 22~ 1is APN over Fon. Let s = n — t + 1. Then:

¢ if nis odd, both G; and G5 are APN permutations;

e if n is even, G is not a permutation and G is a differen-
tially 4-uniform permutation (locally-APN) with the fol-
lowing differential spectrum: wy = 1, wp = 2"~ 1 — 2 and
wo = gn—1 + 1.

Proof: From Theorem 1, we deduce that, if F'is APN, then
8:(b) € {0,2} forallb € Fan \ Fa; moreover, ged(n,t—1) =1
and ged(n, t) € {1,2} since 6;:(1) = 2 and 6:(0) € {0,2}.

If n is odd, ged(n,t) = 1 is then the only possible value,
implying that 6,(0) = 0. It follows that §5(0) = 0, §5(1) = 2
and 65(b) € {0,2} for all b € Fa» \ F2. In other words, both
G} and G are APN permutations.

If n is even, it is well-known that GG; is not a permutation (see,
e.g., [2]). More precisely, we have here ged(n,t) = 2 since
t and ¢t — 1 cannot be both coprime with n. Then, we deduce
that §5(0) = 0 and 65(1) = 4. The differential spectrum of G
directly follows from Corollary 2. ]
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Example 1: Notation is as in Corollary 3. For ¢ = 2, we
have G(x) = x3. It is well-known that G is an APN function
over Fon for any n. Since s = n — 1, G4(«) is equivalent to
the inverse function and it is also well-known that the inverse
function is APN for odd n. For even n, §(G,,_1) = 4 and the
differential spectrum is computed in Remark 1.

Corollary 4: Letn and t < n be two integers such that G; :
z— 2 Lis differentially 4-uniform. Then, » is even and G, is
a permutation with the following differential spectrum: wy = 1,
wy = 2" —2and wg = 2"~ ' +1. Moreover, for s = n—t+1,
G, is APN.

Proof: From Corollary 1, we deduce that 6(G;) = 4 im-
plies ged(n,t — 1) = 2 and wy = 1. In particular, n is even.
Since ged(n, t — 1) and ged(n, t) cannot be both equal to 2, we
also deduce that that GG, is a permutation. Its differential spec-
trum is then derived from (2). Moreover, we have §;(0) = 2 and
8s(1) = 2, implying that G is APN. [ |

V. SPECIFIC CLASSES

In this section, we apply the results of Section III to the study

of the differential spectrum of G; : x — 22 =1 for special
values of ¢.

A. Function x — =7

We first focus on G5 : © +— 27 over Fon, ie., t = 3. In
this case, we determine the complete differential spectrum of
the function. Actually, we show that this differential spectrum
is related to some Kloosterman sum, which has an explicit ex-
pression found by Carlitz [13].

Definition 5: Let K (1) be the Kloosterman sum

> (e

z€Fn

K(1) =

extended to 0 assuming that (—1)77("") =1 for z = 0.

Theorem 5: Let G5 : © — 7 over Fon with n > 2. Then, its

differential spectrum is given by:
e Ifnisodd

S22 241 K(1)
6 8

we
Wy =0
Wy = 2”71 - 3w6

wo = 2n—1 + 2w6.

e Ifniseven

wo =2""1 4+ 2wg + 1.

where K (1) is the Kloosterman sum defined as in Definition 5.
In particular, G5 is differentially 6-uniform for all n > 6.
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Remark 3: An explicit formula for K (1) is due to Carlitz [13,
Formula (6.8)] forn > 3

e

To prove this theorem, we need some preliminary results. We
first recall some basic results on cubic equations.

N

K(1) =1+

Lemma 5: [3] The cubic equation = + az + b = 0, where
a € Fon and b € F3,. has a unique solution in F 2~ if and only if
Tr(a®/b%) # Tr(1). In particular, if it has three distinct roots
in Fa., then Tr(a®/b%) = Tr(1).

Proposition 2: [20, Appendix] Let f,(z) = 2% + 2 + a and

M; :#{(IE F3.

fa(x) = 0 has i solutions in Fan }.

Then, we have foroddn > 1

2" +1 n-1l 1
M0:—+,M1:2”_1—17 Mg,:T
and for even n
2" —1 on—1_9
My=—, M, = 2"’1, M; = —3

Now we are going to solve the equations P;(z) = 0 (see The-
orem 1) by solving a system of equations, including a cubic
equation, thanks to the equivalence presented in Theorem 3.

Theorem 6: Letn > 2 and
Py(z) = 2® + ba? + (b+ 1)z, b € Fan \ {1}.

The number vy of b € Fa» \ {1} such that P, has no roots in
Fo- \ {0,1} is given by

_ on + (_1)n+1

K(1)
vy = 3

n—2 n
+2"7 4 (1) 1
where K (1) is the Kloosterman sum defined as in Definition 5.
Proof: Letb € Fan \ {1} with n > 4. According to The-
orem 3 we know that the number (denoted by V) of roots in
Fon \ Fy of Py is twice the number of roots in F3,. of the fol-
lowing system where 3 = b+ 1

{Q,@(y) = y¥*4+y+p=0 o
Tr(y) = 0.
Since B # 0, Qa(y) # 0 for y € F». Then, for any 3 # 0, the
following situations may occur:

* g hasno root in Fy». In this case, Ny = 0.

* (g hasaunique rooty € F». From Lemma 5, this occurs
if and only if Tr(8~1) # Tr(1). In this case, N, = 0 if
Tr(y) =1land N, = 2if Tr(y) = 0.

* (g has three roots y1,y2,y3 € Fan. Since these roots are
roots of a linear polynomial of degree 4 then y3 = y1 + ¥o,
implying Tr(y3) = Tr(y1) + Tr(y2). Then, at least one
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y; is such that T'r(y;) = 0. It follows that, in this case, Ny
is either 6 or 2.
Let us define B as the cardinality of

{6 € F3., Q3 has a unique root y € Fa» and Tr(y) = 1}.

From the previous discussion, we have

vo =#{8 € F5., Qs hasnorootin Fon} + B
_ on + (_1)n+1

B
3 +

where the last equality comes from Proposition 2. Let us now
compute the value of B.

1
B = S4y)eFs., Tr (—) Tr(1
#{(y° +y) € F3n, y3+y¢ (1)
and Tr(y) = 1}
by using that 8 = y* + y. But, we have
1 14y v +y y 1 1 1

= :—+— -
v+y P4y y+y vty oy oy+1 o Y241

implying that

Therefore
B=#{(y*+y) € F5., Tr <%> # Tr(1) and Tr(y) = 1}.

Now, we clearly have that (y® + y) = 0 if and only if y € F.
Moreover, two distinct elements y; and y»2 in Fan \ Fo with

Tr(y; ') # Tr(1) and Tr(y, ') # Tr(1) satisfy (4} + y1) #
(y3 + y2) (otherwise, Qs with 3 = y? + y; has at least 2 roots
in Fon). Therefore, we deduce that

B=#{yeFs \Fy Tr (%) £ Tr(1) and Tr(y) = 1}
If n is odd, we deduce that
B=#{yeFa \Fy, Tr <§> =0 and Tr(y) = 1}.
If n is even, we deduce that

B=#{y €Faon \Fa, Tr (%) =1and Tr(y) =1}
=#{y €Fon \F2,Tr(y) = 1} —#{y € F2n \ F2

Tr G) =0 and Tr(y) = 1}

:21’1,—1 - #{y S [an \":2, Tr <$) =0
and Tr(y) =1} .
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On the other hand, by definition of the Kloosterman sum K (1),
we have

K)-2= Y (-7
z€Fyn \F2
= —2#{rx €Fou \Fo,Tr(z ' +2) =1} +2" -2
= —4#{r € Fou \Fo, Tr(z7") =0
and Tr(z) =1} +2" — 2.
Thus
K(1

#{.TG[FQn \[FQ,TT(x_l):O and Tr(x):l}:2n_2_%.

We then deduce that, for any n

K(1
4
It follows that
2" 4+ (=1)ntt _ 2 K(1
vy = (3 ) +2n 2+(_1) Z(l)

It can be checked that this formula also holds for n = 2 (resp.
n = 3) since K (1) = 4 (resp. K(1) = —4). ]

Proof of Theorem 5: In accordance with (2), we obtain the
differential spectrum of G3 as soon as we are able to solve the
following system:

wo + wa + wy + wg = 2"
2(4)2 + 4(4)4 + 6w6 = 2", (8)

Now, we apply Theorem 1 and we recall first that 6(b) €
{0,2,6} for any b € Fan \ {1}. Moreover, we know that
wp = v as defined in Theorem 6.

Since t = 3, ged(t—1,n) equals 1 for odd n and 2 otherwise.
Then, if n is even then (1) = 4 else §(1) = 2. Thus, wy = 1
for even n and w4 = 0 otherwise. From the second equation of
(8), we get

Wy = 2n_1 — 3(4)6 — 2(4)4
and using the first equation of (8)
we :2n—w0—wz—w4:2n_1 — wo + wq + 3wg

leading to

weg = —2n_2 + 7(*}0 —
2
Finally, we deduce from Theorem 6 that, for odd n

K(1)

2" +1
w6:_2n—2+ﬂ:_2n—3+—+

2 6 8
2?41 K(1)
6 8
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and for even n

_o, wo—1 3 2"—-1 (1) 1
— _9n 2 — _9n _ =
we + 5 + 5 + R 2
22 4 K(1)
= + .
6 8

Finally, it can be proved that wg > 1 for any n > 6, implying
that G5 is differentially 6-uniform. Actually, it has been proved
in [21, Th. 3.4] that

28l 1< K(1) <28t 41

implying that wg > 0 when n > 5. It is worth noticing that
G3 is APN when n = 5 since its inverse is the quadratic APN
permutation = — z°. When n = 4, G5 is locally-APN, and not
APN, since it corresponds to the inverse function over F:. B

By combining the previous theorem and Corollary 2, we de-
. . n—2
duce the differential spectrum of G,,_o : © — 22 ! over
Fon.

on—2_1

Corollary 5: LetGp,_o : x — x over Fa» withn > 6.

Then, we have:
o Ifged(n,3) =1, Gp—» is differentially 6-uniform and for
any b € Fan, 6(b) € {0,2,6}. Moreover, its differential
spectrum is given by:

n—2 K(1
=t %7 for odd n

we = n—2__ K(1
% + % for even n

Wo = 2n_1 — 3w6
wo = 2”71 + 2w6.

e If 3 divides n, G,,_» is differentially 8-uniform and for
any b € Fan, 6(b) € {0,2,6,8}. Moreover, its differential
spectrum is given by

ws =1
on—2_5
_J) T~
we = 9m—2_10 n
6
wy =21 —3wg—4

wo =2""1 4 2wg + 3.

K1)
3
K1)
g

for odd n

for even n

Proof: Let (w,wh,w},ws) denote the differential spec-
trum of G5 over F4». We apply Corollary 2 (with s = 3). Then,
if ged(3,n) = 1, 63(0) = 0 and 6,—2(1) = 2. Otherwise,
85(0) = 6 and 6,,_2(1) = 8. Moreover, in both cases, 63(1) = 4
for n even and d3(1) = 2 for n odd. It follows that:

* Forged(3,n) = 1, n odd, we have (63(0), 85(1)) = (0,2)

and (6,,—2(0), 6,—2(1)) = (0,2). Then, w; = w] for all i.

. Forgcd(3 n) = 1,n even, we have (§5(0), 63(1)) = (0,4)

and (6, 2(0),6,-2(1)) = (2,2). Then, wy = w{ — 1,

wy = wy — 1and wy = wh + 2.

» Forged(3,n) = 3, n odd, we have (65(0), 65(1)) = (6, 2)
and (5n—2(0)75n—2(1)) = ( ) Then wg = 1, weg =

wig— 1, ws = wh — 1 and wy = w() + 1.
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» Forged(3,n) = 3,neven, we have (65(0), 65(1)) = (6,4)
and (6n—2(0)76n—2(1)) = (278) Then, wg = 1, we =
wg—1Lwy =w) — 1, we =wh + 1 and wy = wy.

The result finally follows from Theorem 5. [ |

B. Exponents oln/2l _q

We are going to determine the differential uniformity of G,
for ¢t = |n/2|. We first consider the case where 7 is even. Note
that in this case, G is not a permutation since 2" — 1 = (Zt —
1)(2' +1).

Theorem 7: Let n be an even integer, n > 4 and G¢(z) =
2* ~! fort = %. Then G, is locally-APN. More precisely

6(G¢) =2"—2 and 6(b) <2, Vb € Fan \ Fa.

Moreover, the differential spectrum of G is:
e If n = 0 mod 4, then

wot_o =1
w;=0,Vi,2<i<2"—2
wy =27t _2t=l 4]
wo =2""1t 4 2t=1 2

e Ifn =2mod4

w2172:1
w;=0,Vi, 4<i<2 -2
(U4:1

we =2""1 9271

wo :277,71 + 2t71 —1.

Proof: From Theorem 1, we obtain directly §(0) = 2 — 2.
Also, §(1) = 2if t is even and §(1) = 4 otherwise.
Now, forall b ¢ F2, we have to determine the number of roots
in Fyn of Py(z) = 22" + bz + (b + 1)z or, equivalently, the
number of roots of

(Pb(a:))zt —z+02 22" 4 (b+ 1)2111:?.

If 2 is a root of P, then #2° = bz 4 (b + 1)z. So, Py(x) = 0
implies

(Py(z))? =2+ b (22)2 + (¥ + 1)z*
=z 4+ b2 (ba? + (b+ 1)z)?
+ (0% + 1) (b + (b+ 1))
:b21+2x4 + (b2f+2 + b2f+1 + th + b)xz
+ (2 402 4 b)a

Thus, we get a linear polynomial of degree 4 which has at least
the roots 0 and 1. Hence, this polynomial has 7 roots where 7
is either 4 or 2, including z = 0 and & = 1. Therefore, for any
b & Fso, 6(b) < 2since §(b) < 7 — 2. We deduce that G, is
locally-APN.
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We also proved that w; = 0 unless ¢ € {0,2,2" — 2} when ¢
is even and i € {0,2,4,2% — 2} otherwise. Moreover wy: 5 =
wy = 1. According to (2), we have for ¢ even

2" = wo +wo + wWoi_p = wy +we + 1
and
2" = 2wq + (2t — 2)w2t_2 = 2wy + (2t — 2).

So, we get wy = 2"t — 2!~ 4 1 and conclude with wy =
2™ — w9 — 1. We proceed similarly for odd ¢, with the following
equalities derived from (2)

2" = wo+ws +2 and 2" = 2wy + 2" +2

and we directly deduce a property on the corresponding class of
linear polynomials.

Corollary 6: Let n = 2t and consider the polynomials over
Fon

22 4+ ba? + (b4 1)z and 22 4 ba? 4 (b+1)z.

Then, for any b € Fa» \ F3, these polynomials have either 2 or
4 roots in Fon.

According to Corollary 2, the differential spectrum of z —
227 ~1 determines the differential spectrum of z — 22> —1

Theorem 8: Let n be an even integer n > 4 and G441 (z) =
221 fort = 2. Then, G441 is locally-APN. It is differen-
tially 2¢-uniform and its differential spectrum is

Wot =1
w; =0,Vi,2<i<?2
W :2?171 _2t71

wop=2""t42t" 1.

Moreover, G¢41 is a permutation if and only if n = 0 mod 4.

Proof: First, since n = 2t, we have ged(t + 1,n) = 1 if
tiseven (i.e., n = 0 mod 4) and ged(t 4+ 1,n) = 2 if ¢t is odd
(i.e.,n = 2mod 4). Here s = ¢t + 1.

Let (w})o<i<an (resp. (wi)o<i<2n) denote the differential

spectrum of G (resp. G41) over Fan.

¢ Forn = 0 mod 4, we have (6;(0), 6;(1)) = (2¢—2,2) and
(65(0),65(1)) = (0,2"). Thus, wg = wy+ 1, we = wh — 1,
Wot_9 = u)/2t_2 — 1and Wot = 1.

« Forn = 2 mod 4, we have (6;(0), 6;(1)) = (2" —2,4) and
(65(0),84(1)) = (2,2"). Thus, ws = wh+ 1, wy = W) —1,
Wot_9 = wét_2 — 1 and Wot = 1.

The differential spectrum of G4 is then directly deduced by
combining the previous formulas with the values of w] com-
puted in Theorem 7. ]

In the case where n is odd, the differential uniformity of G,

with ¢t = ";1 , can also be determined.
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Theorem 9: Let n be an odd integer, n > 3. Let Gi(x) =
2% =1 with t = (n — 1)/2. Then, G, is a permutation and for
all b € Fan \ F2 we have 6(b) € {0,2,6}. Moreover:

e If n = 0mod 3, then 6§(G;) = 8, and the differential

spectrum satisfies w; = 0 for all ¢ ¢ {0,2,6,8} and wg =
1.
e If n # 0mod 3, then §(G;) < 6 and the differential
spectrum satisfies w; = 0 for all ¢ ¢ {0,2,6}.
Proof: From Theorem 1, we have §(0) = 0; moreover, if
3 divides n then §(1) = 8 else 6(1) = 2. Now, for all b & Fo,
we have to determine the number of roots in Fo» of

Py(z) = 22 4+ ba? 4 b+ 1z

or, equivalently, the number of roots of

2i+1

(Py(x)” =a+0* 22T+ b+ 1) 2

Set ¢ = b2 and Qy(z) = (Pb(a:))QtH. If « is a root of P,
then 22" = bz2 + (b+ 1)z. So, Py(x) = 0 implies

Qu(@) = + ea® ) + (c+ 1))
=z +c(bz® + (b+ 1)z)?
+ (c+ 1)(b2? + (b + 1)z)?
=cb*2® + (c(b+ 1)* + (c + 1)b?)z?
+ e+ D>+ 1)z + .

Since @y has degree 8, it has either 8 or 4 or 2 solutions. In other
terms, 6(b) € {0,2,6}. [ ]

VI. CONCLUSION

In this work, we point out that the family of all power
functions

t
=1 over Fon,

{Gi:iz—=x 1<t<n} )
has interesting differential properties. In particular, we give sev-
eral results about the functions with a low differential uniformity
within family (9). We exhibit some infinite classes of functions
G such that 6(G;) = 6, including the functions G'3 over Fan
(see Theorem 5). Moreover, our simulations show that, from
n > 16, all power functions F' with 4 < §(F) < 6, which
are not quadratic, Kasami or Bracken-Leander exponents (and
their inverses), belong to family (9).

The functions such that §(G:) < 4 can be differentially 4-uni-
form for even n only (see Corollary 4). We have shown that, for
exponents of the form 2* — 1, the APN property imposes many
conditions of the value of ¢. In particular, it is easy to prove,
using Theorem 1 that such exponent must satisfy ged(¢,n) = 2
for even n and ged(¢,n) = ged(t — 1,n) = 1 for odd n. An-
other condition can be derived from the recent result by Aubry
and Rodier [1] who proved the following theorem.

Theorem 10: [1, Theorem 9] Let Gy : = — 2 ~1 over Fan
witht > 3. If 7 < 28 — 1 < 2*/% 4 4.6 then 6(G}) > 4.
Thanks to Corollary 2, we can extend this result as follows.
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Corollary 7: Let Gy : z +— 2% =1 over Fon with 3 < ¢ <
n — 2. If §(G;) < 4, then

log,(2% +5.6) <t <n+1—logy(2% +5.6) .

Proof: Lets = n—t+1sothat3 < s < n—2.In
this proof, we denote by 6,(b) (resp. 65(b)) the quantities 6(b)
corresponding to G, (resp. G).

From Theorem 10, we know that §(G}) < 4 implies

IV 446 <28 —1, de, t > logy(2% 4 5.6).

We consider now the function GG ,. Note that, from Theorem 1,
6(Gt) < 4 implies 6;(0) € {0,2} and 6:(1) € {2,4}. More-
over, we obtain directly from Corollary 2 :

o 65(b) < 4,forany b & Fs.

* 65(0) € {0,2} and 6,5(1) € {2,4}.
Thus, 6(Gs) < 4 and, applying Theorem 10 again, we get

5 > log, (27 4 5.6), i.e., n4+ 1 —log,(27 4 5.6) > .
|

We now concentrate on APN functions belonging to the
family (9). Some are well-known as the inverse permutation for
n odd (t = n — 1) and the quadratic function z — 23 (t = 2).
There is also the function G; for t = (n + 1)/2 with n odd,
because this function is the inverse of the quadratic function

20" D241 Recall that 2 ! is an APN function over

T
Fo» if and only if ged(n,i) = 1 and we have obviously

ged(n, (n + 1)/2) = 1 (for odd n). We conjecture that these
three functions are the only APN functions within family (9).

Conjecture 1: Let Gy(z) = 2212 <t<n-11IfG;is
APN then either ¢t = 2 or n is odd and ¢ € {241, n — 1}.

If the previous conjecture holds then there are some conse-
quences for the functions of (9) which are differentially 4-uni-
form. From Corollary 4, we can say that such a function G; is a
function over F3» with n even. Moreover G5, s =n —t+ 1, 1is
APN. If the conjecture holds then s = 2 (¢ = n — 1) is the only
one possibility. So, in this case we could conclude that the in-
verse function is the only one differentially 4-uniform function
of family (9).
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