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Abstract

We study the Boolean functions f; :Fon — Fy, n = 6r, of the form f(x) = Tr(Ax?) with d = 2% +
2" 4+ 1 and A € Fon. Our main result is the characterization of those A for which f are bent. We show also
that the set of these cubic bent functions contains a subset, which with the constantly zero function forms
a vector space of dimension 2r over F;. Further we determine the Walsh spectra of some related quadratic
functions, the derivatives of the functions f.
© 2007 Elsevier Inc. All rights reserved.
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1. Introduction

A number of recent papers are devoted to the description of new classes of bent functions. One
of the main purpose is to determine bent functions which do not belong to a previously known
class. For instance, in [4] are constructed non-normal bent functions and in [8] bent functions are
obtained by concatenating quadratic functions. Another goal is to find new expressions of bent
functions over finite fields. It is essentially the expressions by means of trace-functions which
are considered in [13,17,18]. More generally, any polynomial P(x) in Fa:[x] can be viewed
as a function with n inputs and n outputs. The properties of P are then studied by means of
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their 2" component functions, the Boolean functions x — Tr(A P (x)) where Tr is the trace func-
tion from Fy» to F». Determining the weights of these functions is of great interest in coding
theory and cryptography (see [1,13] and [7], for instance).

Our paper is a contribution to the study of the so-called monomial bent functions. The mono-
mial Boolean functions F,» are those that can be expressed as x — Tr(Ax?) for some A € Fa
and an integer d. The characterization of the exponents d and the corresponding A defining a
bent monomial function on F» is a difficult open problem. In this paper we study the monomial
Boolean functions on fields Fy» with n = 6r (r > 1) given by

fi) =Tr(ax?), d=2"4+2"+1, LeF5. 1)

We first prove that the weight of f; takes only three values when A runs through F7,, one of them
corresponding to the bent case (Theorem 1). We later describe the set of those A such that f; is
bent and we prove that these functions are Maiorana—McFarland bent functions. Moreover, we
show that a part of these functions form a subspace of dimension 2r of Boolean bent functions
on Fan. All these 22" — 1 bent functions are cubic (Theorem 3).

The functions fj which are not bent appear as a concatenation of quadratic functions on F53,
(Theorem 2). We derive a divisibility property of their Walsh spectra (Corollary 1). In Section 3.4
we state some open problems on the Walsh spectra of these functions.

Many properties of a Boolean function are connected with the properties of its derivatives.
For example, the derivatives of a Boolean function are used to obtain lower bounds on the non-
linearity profile [5]. The derivatives are also involved in the computations of several criteria
about the optimality of a Boolean function for the cryptographic applications (see [6] and, for in-
stance, [3]). In Section 4, we study the derivatives of a bent and non-bent function f;. We show
that the Walsh transform of such a derivative takes either the values {0, 27"} or the values
{0, £2%"} (Theorem 4).

2. Preliminaries
In the whole paper, « is a primitive element of F2». A Boolean function on Fy» is a function of
the form x — Tr(P(x)), where P is any polynomial in F2»[x] and Tr is the trace function from

Fy» to F3. Such a function is said to be monomial when P has only one term.
For any k dividing n and n = uk, we denote the trace function from F» onto Fy« as follows:

by =b+b> +---+6""", beFu.
Notation Tr is used for k = 1.
2.1. Boolean functions
Let f be any Boolean function on Fy». The Hamming weight of f, denoted by wt(f), is the

number of x € Fo» such that f(x) = 1. We denote by F(f) the following value related to the
Walsh transform of f:

F(Hry= Y (/O =2"—2uwi(f). (2)

xEan
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The function f is said to be balanced if and only if F(f) = 0 or, equivalently, wt(f) =2""1.
The linear Boolean functions on Fy» are the functions

@q:x > Tr(ax), a€Fon.

The affine Boolean functions on Fo» are ¢, + ¢ where ¢ € F». The Walsh transform of f is the
mapping

ueFom—=F(f+ o).
The Walsh spectrum of f is the multiset
{f(f+‘/)tt) | u €F2”}-

Definition 1. For even n, a Boolean function f on Fo» is bent if and only if its Walsh transform
takes the values 4-2"/2 only.

More precisely, the Walsh spectrum of a bent function f is:

F(f + ou) Number of u € Fon
on/2 on—1 + (_1)f(0)2n/2—1
—2n/2 o=l (—1)fOn/2-1

The derivative of f with respect to b € Fa», denoted by Dy, f, is the Boolean function
Dpf: x> f(x)+ f(x +b).
The bent functions are exactly the ones which have all their derivatives Dy, f, b # 0, balanced.
Observe that if f is a bent function and L : Fo» — Fo» is a affine permutation then f o L is also

bent. Also f + [ is bent for any affine function / : Fo» — F5,. The bent functions, which can be
obtained from f with such transformations, are called affinely equivalent to f.

2.2. Quadratic Boolean functions

Let g be a power of 2 and V be an n-dimensional vector space over F;. Amap Q:V — F,
is called a quadratic form on V if

(a) Q(ex) = czQ(x) forany c€ F, andx eV,
(b) B(x,y):=0x+Yy)+ Q)+ Q(y) is bilinear on V.

The kernel K of a quadratic form Q is the subspace of V defined by

K={xeV: B(x,y)=0foranyye V}.
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Given abasis {y1,..., yntof V, letx = Z:’l:l xXiyi == (x1,...,x,), where x; € F,;. Then using
(a) and (b) we get

n n
0(x) = Q( me) =Y 0Gx + Y B, vj)xix).
i=1 i=1 i<j
Hence, the quadratic form Q can be expressed in the following form:
oK)= Zcijxixj =xCx/, (3)
i<j
where C is the upper triangular matrix with

o _lewy ifi=j.
YT By, yy) ifi <

Furthermore, (b) and (3) imply that B(x,y) = xBy’, where B is the symmetric matrix C + C'.
The matrix B is alternating as well, i.e., xBx’ = 0. Indeed, xBx’ = B(x, x) = 0. Note that the
dimension k of the kernel K is equal to the corank of the matrix B

k = n — rank(B).

It is well known that the rank of an alternating matrix over any field is even [11, pp. 241, 242].
We collect the above information in the following proposition.

Proposition 1. Let V be a vector space over a field ¥, of characteristic 2 and Q:V — ¥, be
a quadratic form. Then the dimension of V and the dimension of the kernel of Q have the same

parity.

In this paper we are interested in the case where V is an extension field Fy» of F,. By counting
it is easy to show that for any quadratic form Q :F;» — F, there are unique §; € Fyn, 0 <i <
n/2], such that

(2] ,
Qx)=T] ( > sixd “),
i=0

except when n is even, in which case §|,,/2) is only unique modulo Fq tnj2) [14]. If f:Fopn — Fp
is a Boolean quadratic form, then its Walsh spectrum depends only on the dimension k of the
kernel of f. More precisely, the Walsh spectrum of f is:

F(f +ou) Number of u
0 on _ 2n—k
2(n+k)/2 k=1 4 (_1)f O (n—k-2)2 4

_2(n+k)/2 2n—k—1 _ (_1)f(0)2(n—k—2)/2
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Note that f is bent if and only if k = 0. Assume that f is a monomial function of the form
x > Tr(ax? 1), for some i, 1 <i < |n/2]. Set S; = {y* ! | y € F%,}. Then the dimension of
the kernel of f is known to be

ged(n,i)  if ged(n, i) = ged(n, 2i),
k=1 gcd(n, 2i) if 2ged(n,i) =ged(n,2i) anda € S;, (@)
0 if 2ged(n, i) = ged(n,2i) and a ¢ S;.

These last properties are explained in [20, Chapter 15] (see Figs. 15.2 and 15.5) and [21]; see
also [2, Proposition 4]. For more information on the Walsh transform of the monomial quadratic
forms see [13, Appendix]. The next lemma can be directly obtained from the definitions.

Lemma 1. Let f be any quadratic Boolean function. The kernel K of f is the subspace of those b
such that the derivative Dy, f is constant.

2.3. The Maiorana—McFarland bent functions

The Maiorana—McFarland class of bent functions was introduced in [22] and extensively stud-
ied by Dillon [12, pp. 90-95]. It is usually called the class M of bent functions. A bent function
from M can be viewed as a concatenation of certain affine Boolean functions.

In the next lemma we define the subclass of M that we will consider later. The concatenation
is made relatively to the cosets of Fy, a structure which is particularly adapted to the monomial
bent functions. The proof of this lemma is in fact a general proof for the class M. We give a
sketch of proof to define this subclass clearly.

Lemma 2. Let n =2t and V = Fy. Denote by W a subspace of the representatives of the cosets
of V, that is Fon =, ey (a + V). Let us consider a function f on ¥y defined by

fi(y.a) €V x Wi T{(ym(a) + h(a)), (6)

where 1 is a bijection from W to V and h is any function from W to V. Then, f is a bent function
which belongs to the class M.

Sketch of proof. Fixing a in (6), we get a function on Fy, say f,, which is affine relatively to y.
Since m is a permutation, only one f, is constant and all the others are balanced. Thus

F(H=Y (D00 =2 (=T,

aeW yeV

where 7 (ap) = 0. Note that the functions y Tlt (ym(a)) form the set of all linear functions
on Fy:. Consider any linear function £ on Fy» and its restrictions £, on the cosets of V. If the
kernel of ¢ contains V, then each ¢, is constant. Otherwise the £, are affine and there is one
and only one a such that f, + ¢, is constant. Thus, 7 (f + £) and F(f) have the same absolute
value. O

Remark 1. Let f be a bent function given by (6) and g an affinely equivalent function given by

g(x)=folL(x),
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where L is an affine permutation. Then g is also in class M. More precisely, it is a concatenation
of affine functions on the subspace L~! (V). In particular, the composition f o sy of the linear
function

Sy X > YX
and f is a concatenation of affine functions on y ~!V.

To introduce our method we consider in the next example the functions studied by Leander
in [17]. We express such a function in a form close to form (6), which implies that a large part of
these functions can be viewed as a concatenation of (not necessarily different) affine functions
on the subfield.

Example 1. Let n = 4r, r > 1. We consider the functions on F»» defined by

gox e Tr(x?), d= (2" +1)%, e F,. @)

In [17] it is proved that these functions are bent if A € F4 \ {0, 1} and r is odd. We will show
that g, for any r and for any A € F;b , has a similar form to (6). The notation is the same as in
the statement of Lemma 2: V = F5- and W is a subspace of the representatives of the cosets
of V in Fpu. Then, for any y € V and a € W, we compute:

2r r+l1
g.(y.a) =Tr(h(y +a)* 27 1)
_ Tr()\,yd) + Tr()\‘(y1+2r+1 a + y2r+1+1a22r + y2a2r+l ))
+ T[‘(y ()\’(a22r+2r+1 + a2r+1+1) + )\'Zr—l azr—l (22r+1)))
+Tr(2a® " ) = A+ B+ C + D.
We have A =0 since A and y are in F,2-. Moreover,
B=Tr(hy*" 1 (a® +a) + 1% ) = Tr(y%a? ),
since )Lyzm"rl (azzr + a) € Fy2-. Thus we have that any function g,, defined by (7), is a concate-
nation of 2% affine functions on F,2. In order to specify the form of these functions, we compute
the part which is linear relatively to y:
C _ Tr(y)\(a22r+2r+] + a2r+l+1))’
since A2 a2 "' @+ ¢ F,,, . Finally
81(y.a) = T¥' (ym (@) +AT5 (a”)),
where 7 is the mapping from W to V given by

w(a) = k(a + azzr)erH + kzy—] (a + azzr)zr.
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2.4. Definition of the functions f;,

Letn = 6r,r > 1 and « be a primitive element of F,. Further let the functions fj be defined
by (1). Recall that d = 2% + 2" + 1 and it holds

2 — 1= (27 —1)(2¥ +1) =d (2 - 1)(2¥ - 2" +1).
IfA= y@d for some y, 6 € Fan, then f; (x) = f), (6x), and we call f, ashift of f;. A shift of fj,
has the same Walsh spectrum as f; does. Next we want to show that to obtain an information
about Walsh spectrum of f; it is enough to consider A € F,3,. Indeed, take the partition of the
multiplicative group of F%, into the cosets of the subgroup (a?) generated with %, i.e.
d—1
F. = U a’(ad>,

i=0

where (¢?) = {a?f |0< ¢ < an—*l}. Note that if two elements A and y belong to the same coset
of (ad) , then the functions fj and f, are shifts of each other. Finally, we observe that every coset
of (otd) contains an element from the subfield F,3-. More precisely, for any j, 0 < j <d — 1,

@l @+D belongs to one and only one &' («?). Indeed, we have
2 +1=(2" —1)+2=d(2’ —1)+2=2 (modd).
Theni=2jif0<j<(d—1)/2andi =2j —d, otherwise.
Lemma 3. The subset of Fy3,
M“ﬂ“WO<j<d—H
is a set of the representatives of the cosets {a' (a?) |0 <i <d — 1} with

. |2 ifi is even,
Tl @d+10)/2 ifiisodd.

According to the previous lemma, to study the spectra of all the functions f; defined by (1),
it is sufficient to study the functions that we introduce below.

Definition 2. Let n = 6r with r > 1. Let us define the Boolean functions on Fou:

d=2%+2"+1,
filx) = Tr()»xd), where { A = aj(23’+1), (8)
0<j<d—-1

Remark 2. When r = 1, then n = 6 and d = 7. In this case, the bent functions f, belong to the
class of bent functions of the form: x Tr(vle’l) (functions on Fy» with n = 2¢). These were
studied by Dillon, as examples of the so-called PS bent functions [12]. When n = 6 we have
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fH.(x) = Tr(Ax7), with A € Fg and it is very easy to determine the bent functions. We know that
/. is bent if and only if the function on Fg

g x> T (67 + Ax)

is balanced (see [17, §11.B]). But it is well known that this cubic function is balanced if and only
if T13 (A) =0. We will see later that, in fact, this result holds when r > 1.

3. On the spectrum of f)

In this section f is defined by (8). We denote by G the subgroup of F}, of order 23 1.
Since ged(2¥ +1,2% — 1) = 1, any x € F%, has a unique representation:

*,andzeg. )

X =Yz, yEF23r

3.1. The weight of f,

Here we prove that wz( f;) takes only three values (Theorem 1). Recall that F(f;) =2" —
2w (f)-

Proposition 2. Let us define
L, ={zeG| T (rz") #0}.
Then the weight of f;_ is wt(f,) =2""1d#L,.

Proof. Using (9), we will express wr(f;) as an integer sum on the pairs (y, z). Note that yl e
For, for y € Fy3/, since 2% 1= (2" — 1)d. So, it is clear that the application y — yd is d-to-1

* %k
from FZ;, onto F3,.

Now, we have:

wr(f)= Y Tr(ax?) =" Tr(r(zy))
Z,y

)CEan

=D 2 T ()

zeG yEF23r

=>"d > T{(pT (r2"))

zeG  peFyr

=#L, xd x 27,
since p = T} (pA) is linear on Fyr, forany A #0. O

Our next goal is to compute the cardinality of L. Actually, we will compute the cardinality
of N, which is introduced in the next lemma. We denote by L, the set G\ Lj:

L= {Z eg | Trér()»zd) =0}.
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Lemma 4. Given a A € Fy3:, set

N, = {y GFZ&

T3 (Ay) =0 and Tf”(%) = 1}. (10)

Then #L) =2 - #N, + 1.

Proof. Note that 2" =771 for any z € G. We have 7 € L, if and only if Trﬁr (rz%) = 0. Since
L, is contained in G and gcd(d, 23r 4 1) = 1, the number of such z is also obtained by taking as
a condition Tr6’ (Az) = 0. Thus we want to compute the number of z satisfying

T (2 =T"(rMz+27")) =0,

—1

since A € Fy3,. It is clear that z satisfies the equality above if and only if z7 satisfies it too. On

the other hand, it is well known that
1
T (=) =1
()=}

(see [16] for instance). Thus, computing #L, is equivalent to computing the number of u € F

[z+27! |zeg\{l}}:{ueF;3,

*
23r

satisfying T13r (u " =1and Tr3’ (Au) = 0, which is the cardinality of N, . Moreover, each such u
corresponds to a unique pair (z, z~') and we add 1, for z = 1, to obtain the cardinality of L. O

Theorem 1. Let the functions f, (and X itself) be defined by (8). Let G4 denote the subgroup of

order d OfF;,. Consider the solutions v € G4 of the equation:

5,  T¥() 1

Then F(f)) =2" —2"d #L, where #L,_ is computed as follows.

(a) If Eq. (11) has one and only one solution in G4 then #L, = 227(2" — 1); this holds if and
only if T>" (») = 0.

(b) IfEq. (11) has no solution in G g4 then #L; =2" (2% —2" —1).

(c) Otherwise, Eq. (11) has two solutions in G4 and #L; =2" (2% — 2" + 1).

Consequently, we obtain:

Case F(fr)
(a) 23r
(b) 24r + 23r+l + 22r

() —(2% 4221
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Proof. Let 8 be a primitive element of the subfield Fy3-. According to Lemma 4, computing
#L; is equivalent to computing #N;.. Since 2% — 1 = (2" — 1)d we can express any y € F;r as
follows:

y=up', u=p 0<k<2 —2and0<i<d-1.

Note that u belongs to F3 while 8 for i # 0 does not. Thus T (Ay) = uT>" (A8"), which
implies that (10) can be rewritten

d—1

Ny = U{y ep'F

i=0

7" (A8') =0and T}" G) = 1}.

Let I={0<i<d—1] Tr3’ (AB") = 0}. The linear function g:y Tr3’ ) from Fysr to For
is surjective. So its kernel has dimension 2r. Moreover, g(y) =0 for y € 8'F;, as soon as
g(,Bi ) = 0, and therefore

22
T

#1 =2"+1.

Hence, with y = up’,

#N, = Z#{y €p'F

iel

:Z#{u eF},

iel

(1)1
T{(%Tf’(ﬂ")) = 1}

="' x #liel | T (7)) #0}
=22+ 1—#liel |7 (B7)=0}). (12)

Hence in order to find #N,, we have to compute the number of i such that i € I and
T,3’ (B7") =0. Setting w = B', 0 <i <d — 1, we have to solve the system:

w4+ w)? + )2 =0,
1 1 (13)

w

Note that w = 1 (i.e., i = 0) is not a solution of (13). So we have w? 1 # 1, which allows us to
express w?” from the second equation:

w' ==
w2141

that we substitute in the first equation. We can multiply this first equation by w? ~! 4 1 and we
get:

k(wzr + w) + )Lzr (w2r+171 + wzr) + )\22r wzr _ 0,
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which gives, with § = 7> (%),
sw? + Aw + )»er2,+l_1 =0.

Dividing the previous equation by 12w, we finally get:

sy 8 1

7 T =0

w2 @ =D 4y

- *

Setting v = w? ~!, we get Eq. (11). Note that, by definition, v describes the subgroup G4 of |
of order d. Also, observe that because of definition of w, the correspondence w +— v is a bijec-
tion.

Equation (11) is an equation of degree 2 which has either 0 or 1 or 2 solutions in F;r. Ifit
has 2 solutions, v; and vy, then v; € G4 implies v» € G4 since vivy = 1/)»2r_1. So (11) has one
and only one solution in Gy if and only if § = 0. Using (12) we get #N, = 2"~12"; moreover, by
Lemma 4, we have

#Ly =27 +1 2% — 1 =27 (2" —2").

In the same way, when (11) has no solution in G; we get #N, = 2" ~1(2" + 1) and then
#L, =2"(2% — 2" — 1). If (11) has 2 solutions in G4 then #N; =2"~1(2" — 1) and #L, =
MR —2 4 1), completing the proof of the cases (a)—(c). Then we are able to compute F( f3.),
using Proposition 2 and F(f3) =2" — 2wt (fy). O

Remark 3. We call the case (a) the bent case since f, could be bent in this case only. Clearly

there are A such that § = Tr3’ (A) = 0. Moreover, our numerical results show that there are A such
that case (b) (respectively case (c)) holds. Note that Eq. (11) has no solution in Fy3: if and only if

3 (2 Va2t
r r r
T; ( 52 ):T1 (S—ZT, (x )):1.

3.2. Another expression of f

In this subsection we want to express any function f;, by means of its restrictions on the
(additive) cosets of F,3,. We proceed as in Section 2.3. Set V =F,3 and let W be a subspace
of Fo» which is a set of the representatives of the cosets of V. Thus, for any x € Fy» there is a
unique pair (y,a) € V x W such that x = y + a. Then, we define

fi.a) = iy +a) =Tr(h(y +a)’). (14)
Theorem 2. Let § = Tr3’ (A). Define the function « from W to V:
r r\ 22" r r r
w(@)=2"" (a+a")" T 4618 (@) (15)

Then, for any (y,a) e V x W:

Fna) =T (32 H18(a+a ) + yr(a) + (0 +a2"?)). (16)
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Proof. We compute f; (y, a), which is defined by (14):
[, a) =Tr(M(y + @)?)
:Tr(kyd)+Tr( (a 2% YA L2 y22'+1 +ay2f(2'+1)))
+Tr()»(y22'.a2r+l + y a22r+] + ya 2r(2r+1) +a ))
=A+B+C.

First A = Tr(Ay?) = 0 since A and y are in F,3,. Now, using the properties of the trace function,
we have

B= Tr(yzr'H (Aazzr + 2 a2 + )Lzzrazzr))
=Tr(y? 1a® (b +22 +227))
=177 (" s(a+a®")),

22r

Finally the part which is affine relatively to y is:
C= Tr(y(kazr(zwl) 422 g2 @+ 4 A22r6122’(22f+1)) + )Lad)
=Ti" (yT5) (D) + 4T3, (a)).
where
6r 2% 6r (22 +2" 2% m6r (24 422"

Ty (D)= (A" +8)Ty (a™ *7 )+ 17 13 (a> )
=T (@ (a0 ) ) 4TS (@)
=32 (a+ a23r)22r+2r + 8T8 (a2

which is exactly m (a), completing the proof of (16). O
3.3. The bent functions

Now we use Lemma 2 to characterize those A such that fj is bent. A part of these bent
functions form a subspace of the Boolean functions of degree 3.

Theorem 3. The function f,, defined by (8), is bent if and only if Tr3’ (M) =0. There are 2" + 1
such bent functions. In general, if ) runs through ¥%,, then there are

¥ —1)(2 +1)

bent functions f,, defined in (1). All these bent functions belong to the class M. Moreover, the
set

={f|reFu, T"(0) =0},
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where fy is the null function, is a subspace of the vector space of Boolean functions on Fon
over ¥y. Its dimension is 2r and any function f, € B* is a cubic bent function.

Proof. First, if § # 0 then f; cannot be bent, since F(f3) ¢ {#2"}. This was proved by The-
orem 1. So, we consider the functions f; expressed by (16) with § = 0. Notation is as in
Theorem 2. Then we get:

£, a)=TY (yr(@) +r(a? +a>"?)) (17)

with 7 (a) = 22 (a + a23r)22r+2r. The linear function a +— a + a® isa bijection from W to V,
since its kernel is W NV = {0}. We conclude that 7 is a bijection from W to V because 2" 41 and
23" — 1 are coprime. According to Lemma 2, the functions expressed by (17) are bent functions
belonging to the class M. Now, set

S={r=a'@*V0<t<d—1, T (1) =0).

Note that S is the set of those A corresponding to bent functions defined by (8). The application
Yy Tr3r (y), from V to Fyr, has a kernel of dimension 2r. Moreover, for any A € S we have
T3 (Au) =0 for any u € F3,. Then #S = (2% — 1)/(2" — 1) = 2" + 1, implying that there are
2" 4+ 1 bent functions defined by (8), each of them having (2" — 1)/d shifts. Thus, we get

Q +1)7+1)(2 - 1) =" - 1)(2" +1)

bent functions fj, when A runs through F’Z‘,, (see Section 2.4). Moreover, as it was explained in
Remark 1 these shifts are also elements of the class M.

Let A € S. Consider the shifts f,; of fi such that ul € F,3,. This holds for u € F;, only, since
we must have u = v? for some v in F,3-. So we have 2" — 1 such shifts. Since Tr3’ (ur) =0, we
have proved that B contains 22" — 1 bent functions. B is a subspace because of the linearity of the
trace function: if fj and f), arein B then fy4, € B. All functions f; are of degree 3, completing
the proof. O

To illustrate the previous theorem, we compute the number of bent functions for r = 2.

Example 2. Let r =2; son =12 and d = 21. At first let us look more closely on the numerical
results given in Table 1. They show that f,: is bent for i € {7, 9}, where « is a primitive element
of F,12. Then we get five cosets ol (') whose elements define bent functions. Indeed i is a
representative of its 2-cyclotomic coset modulo 21: 7 is the representative of {7, 14} and 9 is the
representative of {9, 15, 18}. So, we get at all 975 =5 x 195 bent functions.

Now, using Lemma 3 and the previous calculation, we get five bent functions fj with A € Fye:

r=a%l, jeJ, J={7,14,9,15,18}.
And, using Theorem 3, there are 975 = 15 x 65 many bent f; if A € F,12. The subspace of bent
functions of dimension 4 is obtained by taking all elements A in &/ (?!), j € J, which belong

also to the subfield F,, that is

r=a%" f=j+4kd, jeJand0<k<2.
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Table 1

Walsh spectra of f; over F,12 where « is a root of the primitive polynomial A2t 1T corresponds to
the case r =2, n =12 and d = 21. The spectra of the functions x Tr(otix21), where i € I with I ={0,1,3,5,7,9},
are presented. The set I is a set of representatives of the 2-cyclotomic cosets modulo 21. In this table, a spectrum is
presented as a list: value [number] value [number] ... . The set of all bent functions is described in Example 2

i Weight of f Spectra

0 211 4 136 112 [546] 48 [1092] —16 [1365] —80 [1092] —272 [1]

1 211 4 136 112 [546] 48 [1092] —16 [1365] —80 [1092] —272 [1]

3 211 4 136 112 [546] 48 [1092] —16 [1365] —80 [1092] —272 [1]

5 211 _ 200 400 [1] 144 [441] 80 [84] 16 [1764] —48 [1764] —240 [42]
7 21l _32 64 [2080] —64 [2016]

9 211 _32 64 [2080] —64 [2016]

We get 15 such bent functions.
3.4. Functions which are not bent

In this section, we consider the functions f; which are not bent. We obtain the divisibility of
the Walsh transform of such f; from Theorems 1 and 2.

Corollary 1. Assume that Tr3’ (X)) #0, ie. f is not bent. Set s =2r. Then for all b € Fpn
F(fr+¢p)=0 (mod2*).

Moreover, this does not hold for s > 2r.

Proof. Notation is as in Theorem 2. When f; is not bent, we have seen that it can be expressed

as a concatenation of quadratic functions of the form T13r (vy2r+l + ¢y + ¢’). This property holds
for f) + ¢ for any b. Indeed

(fr +op)(y +a) = fr(y +a) + Tr(b(y + a))
=T (vy? T 4 y(c + T (1)) + ¢ + T (ba))

and we have

F(fr+op) = Z Z(_l)(ﬁ"“/’b)()’ﬂ)_

a y

Any quadratic function of the form y — Tl3r (vy?+1) on F,3/ is such that the values of its Walsh
transform are {0, £2%"} when v # 0. This is because the dimension k of its kernel equals r (see
Section 2.2). We can conclude that F( fj 4 ¢p) is divisible by 22r By Theorem 1, we know that
F(f») is divisible by 22" and not divisible by 22" !, completing the proof. O

Concerning the non-bent spectra, our numerical results lead to several conjectures that we list
below. To illustrate our purpose, we present the case r =2 in Table 1.
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Conjecture 1. There are three different spectra only, one “bent” and two “non-bent,” for the
functions f. These three spectra correspond to the three cases listed in Theorem 1.

For any non-bent function f,, the value F(f,) appears only once and the value O never
appears.

4. Some quadratic functions: the derivatives

The derivative of f; (A € F},) with respect to a € F3, is the function
D, fo.(x) = Tr(Ax?) + Tr(r(x +a)?).

Our purpose, in this section, is to study some properties of these specific quadratic functions.
Firstly, we are interested in the Walsh spectra of these functions. To obtain the Walsh spectra of
the functions Dy f;, it is enough to consider the spectra of the functions D f,, with u = ra.
Indeed,

D, fo.(x) = Tr(Ax?) + Tr(A(x +a)*)
= Tr()\ad (a_lx)d) + Tr(Aad (a_lx + l)d)
= D fia (ailx).
The following proposition gives more information about Dy, f;..

Proposition 3. Let a € F3, and = ra?. Then Dy Sfu is the function g, ;. given by
8as(x) = Tr(pL)czerrl +Ax T 4 Bx + ,u), (18)
with
A=,u—|—u25r, B=M+M24'.+M25r.
Consequently,
Dq f3(x) = gau(a”'x).

Proof. According to the previous remark, it is sufficient to compute D f; ,« (denoted by g,.»):

2r r 2r r 2r r
ga,;t(x)ler(u[x2 RN S NI +x+1])

_ Tr(Mx22r+1 + (M + M25r)x2r+l + (M + M24r + Mer)x + M) O
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4.1. The kernels of derivatives
The Walsh spectrum of the function g, , is equal to the one of the following functions:
Ry () = Tr(ua® o (w4 12 ), = ha?, (19)
for any a and any A in F},. Note that &, is a quadratic form from F»» into F5. Thus using the

results of Section 2.2, the Walsh spectrum of 4, is completely defined as soon as the dimension
of its kernel is known. Our next goal is to describe this kernel.

Lemma 5. Let K () be the kernel of the quadratic form hy, and A = u + /L25r. Then K (1) is
the subspace of the roots of P € Fan[x] given by

Px)= y,xzzr + Ax? + (,ux)24r + (Ax)zsr.
Proof. We compute the derivatives of 1, with respect to any b € F7,:
Dphyy(x) = Tr(u(x2 b+ b7 x) + A(x¥ b+ b x) + ub® +' + Ab? H)
=Tr(x(ub>" + AbY + (ub)*" + (AD)Y")) + hyu(b).
According to Lemma 1, we get for any u € F3,

K ={beFu | ub® +AbY +ub)® +(An> =0}. O

Recall that a polynomial of the form Z;":_Ol a;x9 with coefficients in an extension field Fym
of Fy is called a g-polynomial over Fym [19, p.107]. If Fym is considered as a vector space over
F,, then g-polynomials are the linear maps of this vector space. Hence we can speak from the
kernel of a g-polynomial. Clearly, the kernel and the image set of a ¢-polynomial are subspaces
of Fym over Fy. In particular, these sets have cardinality g¥ for some k. The polynomial P (x)
considered here is a 2" -polynomial. As a consequence, the dimension of the kernel of P(x) (i.e.,
the dimension of any K (u)) equals kr for some k. On the other hand, K () has at most 24
elements because P(x) can be written as (P’(x))? with deg P’ = 2*".

Consider now the quadratic form from F ¢ to ¥, (¢ =2"):

HH(X) — Tr6r(ux22r+l +Ax2r+1).

The set of roots of P(x) is also the kernel K of H,,. Indeed, K is the set of those b such that
B(x) =0 for all x with

B(x)=H,(x)+ H,(b) + H,(x + D)
(see Section 2.2). Since Dph, (x) = T (B(x)), we get

B(x) =T (P(b)x)
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(see the proof of Lemma 5). Thus, the kernel K of H,, is equal to K (). By Proposition 1, the
dimension of C over For must have the same parity as 6, so it is even. We conclude that the
dimension of /C over Fyr is either 2 or 4, implying that the one of K () over Fy is either 2r
or 4r.

Proposition 4. The kernel K (1) of the quadratic function hy, defined by (19), has dimension
either 2r or 4r.

4.2. The spectrum of hy

In this subsection we determine for which w the dimension of K (u) is 2r and for which it
is 4r, studying the kernel of P(x). First we prove two lemmas. The first lemma can be easily
generalized to any finite field.

Lemma 6. Let ¢ = 2", n =rm and U(x) be any q-polynomial over Fy. Set ImU =
{U(x) | x e Fan},

V={xeFu |Ux)+Ux)* =0} and W ={xeFn|Ux) =0}

Then, ImU N Fyr equals either ¥or or {0}. Furthermore, dim'V is equal to

dim W if ImnU NFy = {0},
dmW+r if ImUNFy =For.

Proof. Suppose that there exist £ € Fz*r and xo € Fo» such that U (xg) = &£. Then for any § € Fyr
it holds

U (88 x0) = 86U (x0) =36,

proving the first statement. Recall that U (x) + U (x)¥ =0ifand only if U (x) € Fyr. To complete
the proof note that every element in Im U has 2* many preimages, where u =dimW. O

We again consider K (i) and P(x), as defined by Lemma 5.
Lemma 7. For any 1, we have P(x) = L(xzr + x) with
L) = x4 o 42 (37 ). (20)

In particular, K (i) contains ¥or. Furthermore, denoting by 1 be the image set of the mapping
x>x¥ +x xe€ Fon, we have

dimK (1) =dim{x € I | L(x) =0} +r. (21)

Proof. We have:
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24r 24r

P =pux® + (1) 4 12 2 (1P )

2 2r

_ M(_x +x2r)2r + M24r (x +x2)) 4r + M25r (_x +x24r)

= L(x + xzr)
with

X +x24r _ (x +x2r)24r + (x +x2r)257'

Since K () is the kernel of P, equality (21) is directly obtained. We use that every element from
I has 2" preimages. O

Proposition 4 and Lemma 7 imply that P(x) has always some roots which do not belong
to Fyr. Actually, we have to find the nonzero X such that

LX)=0, X=x>+x, xecFu, (22)
where L is defined by (20). Note that X = x? +xifand only if Tr6r(X) =0.

Lemma 8. Let o = > 2" 4 12 +2 4 12742 The polynomial L is given by (20). Then we
have:

(a) Assume o # 0. If X is a solution of (22) then X = oy for some y € Fy.
() Ifoc =0, thenany y, y = L(x) + L(x)? for some x, satisfies

3r 4r 2r
1y +utyr =0

and wis a (2" + 1)th power.
Proof. We compute R(x) = L(x) + L(x)?:

25 or 22)‘

RO = px® 4+ () + 12 (7 +x) + 17 4 (w0 + p(x+x7)

r 22r

4r 4r
=Ax+u x X2

+u

’

with A = (u + uzsr). Now we compute

23r 24r 22r
M(x) =un" R(x)+pu" R(x)
3r 4r 3r r 2r 4r 2r

_ (M A+l H)x-i—(le +20 A2 2 )xz

_ 0_22rx + Gx22r ,
noticing that w2 A+ 22 — 5 We get M(c) =0.

If o # 0 then the kernel of M is exactly o F,>-. Hence the kernel of R is a subspace of o F,or.

But o is a root of R too:



A. Canteaut et al. / Finite Fields and Their Applications 14 (2008) 221-241 239

_ 1+2r+24r l+2r+23r 1+22r+24r
R(o)=n +u +u
or 24r 25}' or 23r 25)‘ 22r 24r 25r
T e I A I s

1427 23r or 23r 25)‘ 1427 24r
T I I

+ M22’+24’+25" + M2’+24’+25’ + M1+22’+24’
=0.

Consequently the kernel of R coincides with 0 F,. Since the kernel of L is a subspace of the
kernel of R, then any nonzero solution of (22) belongs to OFZZV, completing the proof of (a).
Now suppose that o = 0, so that M is the null polynomial. Hence any y = R(x) satisfies

/ﬂ}r v+ M24r yzzr = 0, that is, for any such nonzero y,

1 23r
221
<M2 “)

This is possible only if w is a (2" + 1)th power in Fy», completing the proof. O

Now, we are ready to find the Walsh spectrum of #,,, i.e. to determine the dimension of K (u)
(see Lemma 5).

Theorem 4. Let 0 = M2r+24r + ,u2r+23r + M22r+24r. Then

R

Consequently, the Walsh transform of h, takes the values {0, 42} if ¢ = 0 and {0, £2%},
otherwise.

Proof. Notation is as in Lemma 8 and in its proof. Consider again the polynomial R which has
degree 2%

When o # 0, we have shown in the proof of Lemma 8 that the kernel of R has dimension 2r.
Thus the dimension of the kernel of L is at most 2r. By Lemma 7 it holds dim K (1) < 3r, and
Proposition 4 implies dim K () = 2r.

Assume that o = 0. By Lemma 8, we know that the image of R is contained in the subspace

2r _ _A3ryr_
J:{O}U{yern’ y2 IZM 27 (2 l)}’

where = g2 +! for some B. Clearly, we have J = cFy- with c = 8 ~2¥ Thus the image set
of R has dimension at most 2r. Therefore, the dimension of the kernel of R is at least 4r. Since
R has degree 24r , this dimension is exactly 4r. Now, the kernel of L, say K, is a subspace of

the kernel of R. Since R(x) = L(x) + L(x)*" we get from Lemma 6
dim K € {3r, 4r}.

But dim K () = dim K| + r (see Lemma 7) which leads to dim K (u) = 4r, completing the
proof. O
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Table 2
The exponents d, defining bent Boolean functions on Fyn, n = 2¢, of the form x — Tr(Ax4) for some A € Fon. An
exhaustive search shows that there are no other d for n <20

Type Exponent Condition References
PSap a2’ —1) ged(a, 2! +1)=1 [12,16]
Kasami 22 _ ol 4 ged(i,n) =1 [13]
Maiorana—McFarland P | n=gecd(n,i)s, s even [15]

2" +1)2 n=4r [9,17]

22r 4o 41 n=6r This paper

5. Conclusions

The complete classification of monomial bent functions is not achieved. We give in Table 2
the list of known such functions. There are no other for n < 20. Actually, little is known about
this corpus, as recalled in [17]. They do not all lie in the known classes, especially in class M.
For instance, some bent functions characterized in [13], namely with Kasami exponents, are not
normal [4], implying that they do not belong to any previously known class. On the other hand,
the most recent results on monomial bent functions provide subclasses of M.

During our work, we investigated general tools for the study of monomial bent functions.
Although our proofs, in this paper, seem specific, we introduce several tools for the study of a
larger class of Boolean functions, expressed by trace functions, especially those which are of
degree 3. Notably, we showed by Example 1 that some functions studied in [17] can be viewed
as a concatenation of affine functions. This result will be completed in a forthcoming paper, in a
more general context (see [9,10]).

The study of functions f; which are not bent leads to several open problems (see Conjec-
ture 1). For this reason, we studied the properties of derivatives of all f;. Our study of the
functions g, can also be placed into the context of the general study of quadratic functions,
a topic which is currently discussed [8,23].
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