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Abstract. The class of public-key cryptosystems based on error-correc-
ting codes is one of the few alternatives to the common algorithms based
on number theory. We here present an attack against these systems which
actually consists of a new probabilistic algorithm for finding minimum-
weight words in any large linear code. This new attack notably points
out that McEliece cipher with its original parameters does not provide
a sufficient security level.

1 Introduction

Since the concept of public-key cryptography appeared in 1977, searching for
secure public-key cryptosystems and identification schemes has been one of the
most active areas in the field of cryptology. Many public-key ciphers emerged
just after the invention of RSA and their underlying problems were as varied
as computing a discrete logarithm, solving a knapsack problem, inverting some
polynomial equations over a finite field. ... But the development of some crypt-
analysis methods have finally made most of them insecure. Twenty years after
the fundamental paper of Diffie and Hellman, public-key cryptography has the-
refore become dangerously dependent on only two problems: integer factoring
and discrete logarithm. However the class of public-key ciphers and identifica-
tion schemes based on error-correcting codes still resists cryptanalysis. It relies
on the hardness of decoding or equivalently of finding a minimum-weight co-
deword in a large linear code with no visible structure. The most famous of
these systems are McEliece and Niederreiter ciphers [McE78Nie86| — which
are equivalent from the security point of view — and the identification sche-
mes proposed by Stern [Ste89] and Véron [Vér95]. They are at the moment one
of the few alternatives to the common public-key algorithms based on number
theory. Studying their security seems therefore essential in order to anticipate a
possible important progress in factoring methods for example. Moreover these
public-key ciphers are particularly interesting since they run much faster than
any algorithm relying on number theory.

In this paper we present an attack on these cryptosystems which consists of a
new probabilistic algorithm for finding minimum-weight codewords in any linear
code. We first briefly present in Section [2] some public-key cryptosystems based
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on error-correcting codes. Section [3 then describes a new algorithm for finding
minimum-weight words in any linear code. Using Markov chain theory we show
in Section [4 how to compute the number of elementary operations it requires.
In Section [Bl we finally use these results to evaluate the security of these public-
key cryptosystems. We notably prove that the parameters which were originally
proposed by McEliece for his cryptosystem make it insecure.

2 Some Cryptosystems Based on Error-Correcting Codes

The class of public-key cryptosystems based on the hardness of decoding or
of finding a minimum-weight word in a large code contains both McEliece and
Niederreiter ciphers and some zero-knowledge identification schemes like the one
proposed by Stern.

2.1 McEliece and Niederreiter Public-Key Ciphers

McEliece cryptosystem uses as a secret key a linear binary code chosen in a
family I' of [n, k]-linear codes with error-correcting capability ¢ for which an
efficient decoding algorithm is known. In his original paper [McET7§|, McEliece
proposed to choose this secret code amongst the irreducible binary Goppa codes
of length 1024, dimension 524 and minimum distance 101.

private key: it is composed of an [n, k]-linear binary code C chosen in the
family I', a random k X k binary invertible matrix S and a random n X n
permutation matrix P.

public key: it consists of the & x n matrix G’ defined by G’ = SGP where
G is a generator matrix of the secret code C.

— encryption: the ciphertext corresponding to the k-bit message m is z =
mG’ + e, where e is a random n-bit error-vector of weight t.

decryption: the decryption procedure consists in computing zP~! =mSG+
eP~! and using a fast decoding algorithm for C to recover mS. The message
is then given by m = (mS)S~1.

By definition the public key is therefore a generator matrix for an other linear
code C" which is equivalent to C. A ciphertext in McEliece cryptosystem then
corresponds to a word of the public code C’ with ¢ corrupted positions.

Niederreiter proposed a dual version of this system [Nie86] where the public-
key is a parity-check matrix H' of a code C’ equivalent to the secret code. A
plaintext m is here an n-bit vector of weight ¢ and the associated ciphertext x
corresponds to the syndrome of m relatively to the public code, x = mH'®.

McEliece and Niederreiter cryptosystems are actually equivalent from the se-
curity point of view when set up for corresponding choices of parameters [LDW94].
But for given parameters Niederreiter cipher presents many advantages. First of
all it allows a public key in systematic form at no cost for security whereas this
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would reveal a part of the plaintext in McEliece system. The public key in Nie-
derreiter system is then (n — k)/n times smaller than in McEliece version. The
systematic form of the public matrix H' and the low-weight of vector m signifi-
cantly reduce the computational cost involved in the encryption in Niederreiter
system. For [1024,524,101]-binary codes its transmission rate, i.e. the number of
information symbols divided by the number of transmitted symbols, is smaller
that in McEliece system. Another disadvantage of McEliece system is that it
is easy to recover the plaintext if it has been encrypted twice with the same
public-key. On the contrary Niederreiter cipher is deterministic since encrypting
a given plaintext always leads to the same ciphertext.

Table [M sums up the characteristics of these systems when they both use
[1024,524,101]-binary codes. It then shows that it is preferable to use the version
proposed by Niederreiter.

McEliece
[1024,524,101]
binary code

Niederreiter
[1024,524,101]
binary code

RSA
1024-bit modulus
public exponent = 17

public-key size 67,072 bytes | 32,750 bytes 256 bytes
number of information bits

transmitted per encryption 512 276 1024
transmission rate 51.17 % 56.81 % 100 %

number of binary operations
performed by the encryption 514 50 2,402
per information bit

number of binary operations
performed by the decryption 5,140 7,863
per information bit

738,112

Table 1. Performance of McEliece, Niederreiter and RSA public-key ciphers

We give for information the values corresponding to the RSA system with
a 1024-bit modulus n = pg when the public exponent is 17 — we here suppose
that RSA encryption and decryption uses Karatsuba’s method for large integer
multiplication. These results point out that these public-key systems run much
faster than RSA (about 50 times faster for encryption and 100 times faster for
decryption). Their main disadvantages are the size of the public key and the lack
of related signature scheme.

Cryptanalysis Methods There are mainly two guidelines to cryptanalyze
McEliece cryptosystem :

— recover the original structure of the secret code from a generator (or parity-
check) matrix of an equivalent code.
— decode the public code which has no visible structure.
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The first class of attacks imposes some conditions on the family of secret codes I.
For given length, dimension and minimal distance the family I" must be large
enough to avoid any enumeration. This aims at protecting the system from the
attack which consists in enumerating all the elements of I" until a code equivalent
to the public code is found. This can be performed with an algorithm due to
Sendrier [Sen96] which is able to determine from two generator matrices whether
they correspond to equivalent codes and then to recover the permutation. A
second condition is that a generator or parity-check matrix of a permutation
equivalent code gives no information about the structure of the secret code, that
means that the fast decoding algorithm requires some parameters of the secret
code besides a generator matrix G’. This dismisses many families of codes like
generalized Reed-Solomon codes [SS92] or concatenated codes [Sen94lSen95).
But the family of irreducible Goppa codes is well-suited to such systems
insofar as at present there exists no algorithm which is able to compute the
characteristic parameters of a Goppa code from one of its permuted generator
matrix. This class can even be extended to all [1024,524,101]-binary Goppa codes
defined by a monic square-free polynomial of degree 50 in GF(1024)[X] which
has no root in GF(1024). The cardinality of I" is then 24985 In the case where the
used family of codes satisfies the above properties, the equivalent code C’ defined
by the public key presents no visible structure; recovering a plaintext from the
corresponding ciphertext then comes down to decoding any linear code.

2.2 Stern’s Public-Key Identification Scheme

Stern presented at Crypto’93 [Ste93] a public-key identification scheme which
relies on the hardness of finding a low-weight codeword of given syndrome. This
scheme uses an [n, k]-random linear code over GF(2). All users share a fixed
parity-check matrix H for this code and an integer w slightly below the expected
value for the minimal distance of a random linear code. Each user receives a
secret key s which is an n-bit vector of weight w. His public key is then the
syndrome sH!. Any user can identify himself to another one by proving he
knows s without revealing it thanks to an interactive zero-knowledge protocol.
The minimal parameters proposed by Stern are n = 512, k = 256 and w = 56.
Véron [Vér95| also proposed a dual version of this scheme similar to McEliece’s
original approach: it uses a generator matrix of the code instead of a parity-check
matrix. He then suggested a new choice for the parameters in order to reduce
the number of transmitted bits: n = 512, k = 120 and w = 114.

3 A new Algorithm for Finding Low-weight Codewords

Let C be a linear binary code of length n, dimension k and minimum distance
d about which nothing is known but a generator matrix. We now develop an
algorithm for finding a word of weight w in C where w is closed to d. This
algorithm can also be used for decoding up to the correction capability t = L%j .
If a message x is composed of a codeword corrupted by an error-vector e of weight
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w < t, e can be recovered with this algorithm since it is the only minimum-weight
word in the linear code C @ x. Decoding an [n, k]-linear code then comes down
to finding the minimum-weight codeword in an [n, k& + 1]-code.

Let N ={1,---,n} be the set of all coordinates. For any subset I of N, G =
(V, W) denotes the decomposition of matrix G onto I, that means V' = (G;);er
and W = (Gj);jen\1, where G; is the ith column of matrix G. The restriction
of an n-bit vector = to the coordinate subset I is denoted by T = (zi)icr- As
usual wt(x) is the Hamming weight of the binary word z.

Definition 1. Let I be a k-element subset of N. I is an information set for the
code C if and only if G = (Idg, Z)1 is a systematic generator matriz for C.

Our algorithm uses a probabilistic heuristic proposed by Stern [Ste89] which
generalizes the well-known information set decoding method. But instead of ex-
ploring a set of randomly selected systematic generator matrices by performing
at each iteration a Gaussian elimination on an (n x k)-matrix as most algorithms
do [LB88Leo88], we choose at each step the new information set by modifying
only one element of the previous one. This procedure is similar to the one used
in the simplex method and it was first introduced in [Omu72]. If I is an infor-
mation set and G = (Idy, Z); the corresponding systematic generator matrix,
I' = (I\{\}) U {p} is still an information set for the code if and only if the
coefficient Z ,, equals 1. In this case, the systematic generator matrix associated
with I’ is obtained from the previous one by a simple pivoting procedure which
only requires k(n — k)/2 binary operations. Using this iterative method then
leads to the following algorithm:

Initialization:
Randomly choose an information set I and apply a Gaussian elimination in
order to obtain a systematic generator matrix (Idy, Z);.

Until a codeword of weight w will be found:

1. Randomly split I in two subsets I; and Iy where |I1| = |k/2] and |[2| =
[k/2]. The rows of Z are then split in two parts Z; and Z,. Randomly select
a o-element subset L of the redundant set J = N\ I.

2. For each linear combination A; (resp. As) of p rows of matrix Z; (resp. Zs),
compute Ay, (resp. Ag1) and store all these values in a hash table with
29 entries.

3. Using the hash table consider all pairs of linear combinations (A5, Az) such
that Ay, = Agz and check whether wt((A; + A2)j ) = w — 2p.

4. Randomly choose A € I and u € J such that Z,, = 1. Replace I with
(I'\ {\}) U{u} by updating matrix Z by a pivoting operation.
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A codeword c of weight w is then exhibited when the selections I, I; and L
satisfy
wt(cjr,) = wt(ejr,) = p and wt(c) =0 (1)

Parameters p and o have to be chosen in order to minimize the running-time of
the algorithm.

4 Theoretical Running-Time

We give here an explicit and computable expression for the work factor of this
algorithm, i.e. the average number of elementary operations it requires. This
analysis is essential in particular for finding the values of parameters p and o
which minimize the running-time of the algorithm.

4.1 Modelization of the Algorithm by a Markov Chain

The average number of iterations performed by the algorithm is not the same as
the one performed by the initial Stern’s algorithm since the successive informa-
tion sets are not independent anymore. Hence the algorithm must be modelized
by a discrete-time stochastic process.

Let ¢ be the codeword of weight w to recover and supp(c) its support. Let
I be the information set and Iy, I and L the other selections corresponding
to the i-th iteration. The ¢-th iteration can then be represented by a random
variable X; which corresponds to the number of non-zero bits of ¢ in I. This
random variable then takes its values in the set {1,...,w}. But if this number
equals 2p we have to distinguish two cases depending of whether condition ([
is satisfied or not. The state space of the stochastic process {X; };en is therefore
E=A{1,....2p -1} U{(2p)s, 2p)r} U{2p+ 1,...,w} where

Xi=u iff |[INsupp(c)|=u, Yue{l,....2p—-1}U{2p+1,...,w}
Xi = (2p)r iff |INsupp(c)| = 2p and (|1, Nsupp(c)| #p or [L N supp(c)|#0)
Xi = (2p)s iff |Iy Nsupp(c)| = [I2 Nsupp(c)| = p and |L Nsupp(c)| = 0

The success space is then S = {(2p)s} and the failure space is F = £\ {(2p)s}.

Definition 2. A stochastic process {X;}ien is a Markov chain if the probabi-
lity that it enters a certain state only depends on the last state it occupied. A
Markov chain {X;};en is homogeneous if for all states u and v, the conditional
probability Pr[X; = v/X;_1 = u] does not depend on i.

Proposition 1. The stochastic process {X;}ien associated with the algorithm
is an homogeneous Markov chain.

Proof. The selections I, I, I; and L corresponding to the i-th iteration only
depend on the previous information window since I, Is and L are randomly
chosen. We then have for all ¢ and for all (ug,u1,-,u;) € &,

PriX;=ui/Xi-1=u;—1, Xi—2=uij—2, - Xo=uo] = Pr(X;=u;/Xi—1=u;_1]
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Furthermore this probability does not depend on the iteration. Hence there exists
a matrix P such that :

Vi e N, Y(u,v) € E2, Pr(X; =v/X;_1 =u] = P,

The Markov chain {X;};en is therefore completely determined by its initial
probability vector mp = (Pr[Xo = u])uce and its transition matrix P. Both
of these quantities can be easily determined as two successive information sets
differ from only one element.

Proposition 2. The transition matriz P of the homogeneous Markov chain as-
sociated with the algorithm is given by:

k—u _n—k—(w-u) u_w-u
P, = X — —|—E><nikforalluﬁ{(2p)s,(2p)p}
Puu_lzgxwforallu#ﬁﬂ—l
’ k n—k

k—u

Pyut1 = x LY for allu # 2p — 1
k n—
P,, =0 forallvé¢ {u—1uu+1}

Plop)r.2p)r = (1= 0) k ;2” x 2= kni_(u/;i 2p) % y z:;_gkp]
Paperane = (1= ) [ 2L b e ot )]
%pump=u—m-h*?_nxﬂhg%;U]

Popi1,2p)s = B :2p2—_1 « M= k— (:’__k@p-ﬁ- 1))}

Puvesans =9 [P < 2B

Popys2pys =1 and Py =0 for all u # (2p)s
W) (=)

(i72) (")

where B = PriX; = (2p)s / |I N supp(e)| = 2p] =

The initial probability vector g is
WG g ()i s}
(&)
(1= 8)(5,) (i =3p)
(&)
m«%hﬁJ%%%dQ

k

mo(u) =

mo((2p)r) =
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The only persistent space of this Markov chain, i.e. a maximal state subset
which cannot be left once it is entered, exactly corresponds to the success space
S. Since this subset contains only one state which is an absorbing state, i.e. a
state which once entered is never left, this chain is by definition an absorbing
chain. A basic property of absorbing Markov chains with a finite state space is
that, no matter where the process starts, the probability that the process is in
an absorbing state after n steps tends to 1 as n tends to infinity. We then deduce
that our algorithm converges.

Expected Number of Iterations The absorbing chain property also enables
us to compute the average number of iterations performed by the algorithm.

Proposition 3. [KS60] If {X;}ien is a finite absorbing Markov chain with tran-
sition matriz P, and @Q is the sub-stochastic matriz corresponding to transitions
among the transient states — the non-persistent states —, i.e. Q = (Pyv)u,ver
then (Id — Q) has an inverse R called the fundamental matriz of the chain and

R=) Q"=(Id-Q"
m=0

The average number of iterations performed by the algorithm can then be
deduced from this fundamental matrix.

Theorem 1. The expectation of the number of iterations N required until
{X;}ien reaches the success state (2p)s is given by:

BOV) = 3 m0(w) 3 Ru

ueF veF

where R is the corresponding fundamental matriz.

Proof.

E(N) = ZnPr[Xn €S and X,,_; € F|

n=0

co n-—1

=Y > Pr[X,eSand X, € F|

n=0 m=0
Applying Fubini’s theorem, we get

E(N)=>_ Y PriX,cSand X, € F|

m=0 n=m+1

i PriX,, € F

m
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:Z Z ZPr[Xm:v/onu]

m=0 ueF veF

= > mw) Y D (QMuw= D m(u) Y Ruy
u€F =

veF m=0 ueF veF

Variance of the Number of Iterations The fundamental matrix also gives
the variance of the number of iterations, which estimates the deviation from
the average work factor of the effective computational time required by the
algorithm.

Theorem 2. The variance of the number of iterations N required until { X;};en
reaches the success state is given by:

V(N) = Z 770(“’) Z(QRu,v - 6u,v)Ev(N) - (Z 7"'O(U)E‘u(zv)>

ueF veF ueF

where 0; ; is the Kronecker symbol and E, (N) is the average number of iterations
performed by the process when it starts in state u, i.e.

Eu(N)=> Ry,

veF

Distribution of the Number of Iterations Besides the average number
of iterations we often want to estimate the probability that the algorithm will
succeed after a fixed number of iterations. But the approximation given by Tche-
bychev’s inequality is usually very rough. A much more precise evaluation is ob-
tained by raising the transition matrix of the Markov chain to the corresponding
power. We actually have:

Proposition 4. Let P be the transition matriz of the Markov chain associa-
ted with the algorithm. If P = L™'AL where A is a diagonal matriz, then the
probability that the algorithm will succeed after N iterations is given by

Z mo(u) (LilANL) 0 (2D)s

ueé

4.2 Average Number of Operations by Iteration

We now give an explicit expression of the average number of operations perfor-
med at each iteration.
k)2

P
Z5); computing each of them on a o-bit selection and putting it in the hash

table requires po binary additions.

1. There are exactly ( ) linear combinations of p rows of matrix Z; (resp.
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2. The average number of pairs (A;, A2) such that (A; + Az)|, = 0 is equal to

k/2\2

( 5(,) . For each of them we perform 2p — 1 additions of (n — k — o)-bit words
for computing (A; + A2)n 1 and a weight-checking.

3. We need K (p(kz/) 2) + 27) more operations to perform the dynamic memory

allocation where K is the size of a computer word (K=32 or 64).
4. The average work factor involved in the pivoting procedure for updating

matrix Z is 3k(n — k).

Hence the average number of elementary operations performed at each iteration
is:
(+/2)° k/2 k(n — k)
p K 90 M (9
5o~ TE (P » +27 )+ —— (2)

2
2.0 = 2po <kI/J ) +2p(n—k—o0)

Proposition 5. Suppose that the number of codewords of weight w is A,,. The
overall work factor required by the algorithm is:
2po E(N)

WI),U = T (3)

where E(N) is given by Theorem[d and §2,, , by Equation ().

Since each term in the previous expression can be explicitly computed, we
are now able to determine the parameters p and ¢ which minimize the work
factor required by the algorithm when the size of the code and the weight w
of the searched codeword are given. Such a theoretical expression of the work
factor is commonly used to assess the efficiency of an algorithm and to decide
whether a given problem is computationally feasible. It is also applied to the
automatic optimization of the parameters. But the sharpest optimization can
only be performed by replacing in Equation (3]) the theoretical value of (2, , by
the effective average CPU time of an iteration.

5 Cryptanalysis of McEliece Cryptosystem

5.1 Work Factor Versus Probability of Success

Table Pl gives the optimal parameters and the number of binary operations in-
volved in an attack of the previous cryptosystems.

Cryptanalyzing McEliece cipher with its original parameters then requires
2642 binary operations [CC98]. This new attack is certainly still infeasible but
it runs 128 times faster than Lee-Brickell’s attack [LB8S]. As a comparison
the cryptanalysis of Stern’s identification scheme using van Tilburg’s algorithm
has an average number of iterations of 2°70, and an estimated work factor of
2729 [yT94]. An obvious method for speeding up the cryptanalysis consists in
distributing the algorithm: using a network of 1000 computers we only need
2542 gperations for breaking McEliece cipher.
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cryptosystem McEliece Stern Véron
code [1024,524] [512,256] [512,120]
w 50 56 114

optimal parameters |[p=2,0 =18|p=2,0 =15|p=2,0 =13

average number

of iterations 9.85 10** 2.16 10 1.74 10*2
standard deviation of
the number of iterations|| 9.85 10! 2.16 10 1.74 10'?

work factor 964.2 969.9 961.2

Table 2. Work factor required for cryptanalyzing some public-key systems based on
error-correcting codes

But the standard deviation of the number of iterations involved in cryptana-
lyzing all these systems roughly equals its average. This spread implies that an
infeasible average work factor is not sufficient to guarantee that these cryptosy-
stems are secure: it is necessary to estimate the probability that our algorithm
will be successful after a feasible number of iterations. This can be done by raising
the transition matrix of the associated Markov chain to the corresponding power
as described in Proposition [l We then obtain that the work factor required for
decoding a [1024,524,101]-binary code up to its error-correcting capability with
probability 0.5 only represents 69 % of the average work factor. And if the work
factor is limited to 2°!, i.e. to 10® iterations, the probability that a message in
McEliece cipher will be decrypt is 10™%. Since 1000 iterations of the optimized
algorithm are performed in 10 minutes on a workstation DEC alpha at 433 MHz,
decrypting one message out of 10,000 requires 2 months and 14 days with 10 such
computers (see Figure[Dl). The relatively high proportion of decrypted messages
in a reasonable time implies that McEliece system with its original parameters
is not secure as long as the enemy has a few ten fast workstations. A similar
study shows that the parameters proposed in Stern’s identification scheme make
it much more secure. An eleven-month computation time on 10 DEC alpha en-
ables us to recover the secret key of a user in only one case out of 100,000. This
only implies that the lifetime of the keys must be less than one year. The para-
meters proposed by Véron significantly reduce the number of transmitted bits
in each identification procedure but they impose a much shorter lifetime of the
keys since 56 days on 10 of our workstations are sufficient to find the secret key
of a user with a probability greater than 1/3500.

5.2 Partial Attacks on McEliece and Niederreiter Cryptosystems

McEliece and Niederreiter cryptosystems otherwise present some weaknesses
since the knowledge of a small number of bits of the plaintext is sufficient to
recover it in its entirety. The knowledge of some plaintext bits in McEliece ci-
pher allows to accordingly reduce the dimension of the code we consider in the
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55 T T T T T 39.52

54 —19.76

53 - - 9.808PU
loga (Wopt) (months)

52 —14.94

51 —12.47

50 1 1 1 1 1

0.02 0.04 0.06 0.08 0.1 0.12

success rate (%)

Fig. 1. Computational effort required for cryptanalyzing McEliece cryptosystem as a
function of the proportion of messages successfully decrypted: the CPU time is given
for 10 workstations DEC alpha at 433 MHz in parallel.

attack. If we assume that 2°0 binary operations is a feasible work factor, it is
then possible to decode up to distance 50 a [1024,404]-binary code with our al-
gorithm. This means that the knowledge of 120 plaintext bits (i.e. 23 % of the
plaintext) is sufficient to recover the whole plaintext in a reasonable time.

A similar attack on Niederreiter cryptosystem consists in assuming that some
error positions are known by the enemy. The problem is then to determine the
distance up to which a [1024,524]-binary code can be decoded. If the work factor
is limited to 2°° binary operations, we obtain that the knowledge of 15 error
positions out of the 50 introduced in McEliece and Niederreiter systems enables
us to recover the plaintext. This small proportion notably implies that generating
the error-vector with a noisy channel is insecure if this provides some errors whose
weight is too small.

6 Conclusion

We have then proved that the security of McEliece cipher is insufficient when its
original parameters are used. But this public-key system is still a valid alterna-
tive to RSA once its parameters are modified. For example if the secret key is
chosen amongst the Goppa codes of length 2048, dimension 1608 and minimum
distance 81, the average work factor of our attack is roughly 2'°°. Even with
these parameters the performance of McEliece cipher remains much better than
the one of RSA: the costs of encryption and decryption per information bit with
Niederreiter’s version are respectively 45 times and 70 times lower than with
RSA-1024. But the huge size of the public-key (more than 88000 bytes in this
case) may often dissuade from using this cipher.
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