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Abstract

The question if there exist nonnormal bent functions was an open question for several years. A Boolean function in n variables
is called normal if there exists an affine subspace of dimension n/2 on which the function is constant. In this paper we give the
first nonnormal bent function and even an example for a nonweakly normal bent function. These examples belong to a class of bent
functions found in [J.F. Dillon, H. Dobbertin, New cyclic difference sets with Singer parameters, in: Finite Fields and Applications,
to appear], namely the Kasami functions. We furthermore give a construction which extends these examples to higher dimensions.
Additionally, we present a very efficient algorithm that was used to verify the nonnormality of these functions.
© 2005 Elsevier B.V. All rights reserved.
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1. Introduction

In cryptography, Boolean functions are used in many different areas, the probably most important being the design of
S-Boxes for symmetric encryption. The main complexity characteristics for Boolean functions on [; which are relevant
to cryptography are the algebraic degree and the nonlinearity. But other criteria have also been studied. One of them
is the question if there exists a space of dimension n/2 such that the restriction of a given function is constant (resp.
affine) on this space. We call the functions for which such a space exists normal (resp. weakly normal). The notion of
normality has been introduced for the first time in [7]. This notion was used to construct balanced functions with high
nonlinearities. This construction relies on the fact that if a bent function f is constant on an (n/2)-dimensional affine
subspace, then f is balanced on each of the other cosets of this affine subspace [2]. Since that time the question if
there exist nonnormal bent functions was open. For arbitrary Boolean functions, an easy counting argument shows that
there must exist nonnormal functions of n variables for n > 10. It was even shown in [7] that, for increasing dimension,
nearly all functions are nonnormal. Asymptotically, there exist Boolean functions of n variables which are not affine
on any o« log, (n)-dimensional affine subspace for every « > 1 (see [3]). But the question if there exist nonnormal bent
functions was an open problem. For a survey on normal Boolean functions see [4].

The question of normality can be generalized to the following combinatorial problem. Given a set of bent functions
2, determine the maximal dimension d () such that for all functions f € % there exists a affine subspace U of
dimension d (%) such that f is constant on U.
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Throughout the paper n = 2m be an even number. We recall some definitions:
Definition 1. A flar of dimension ¢ is a t-dimensional affine subspace.

Definition 2. Given a function f : [} — [, the function
aefy— fYa)= ) (-1
xely

is called the Walsh transform of f. Moreover, the f*(a), a € [} are called the Walsh coefficients of f.

Definition 3. A function f : [} — [ is called bent if for all a € [F; with a # 0 the following equation holds:

Z (_1)f(x)+f(x+a) —0.

xeF}
This property is equivalent to the fact that all the Walsh coefficients are equal to +2".
Definition 4. The dual function f of a bent function f of 2m variables is the Boolean function defined by
£ @) = (=1 @,
The dual of a bent function is also bent.

Definition 5. A function f : [} — [, is called normal if there exists a flat of dimension m such that f is constant on
this flat.

As bentness is invariant under addition of affine functions it is natural to consider a generalization of Definition 5.

Definition 6. A function f : F; — [ is called weakly normal if there exists a flat of dimension m such that the
restriction of f to this flat is affine.

A function f is weakly normal if and only if there exists an element @ € [} such that f(x) + (a, x) is normal.

The Hamming weight of a bent function fis )", cF fx)=2""1—(=1)/@2m=1 1tis known that if a bent function
is normal with respect to a flat U then it is balanced on all cosets of U. This implies that, if f is constant on a flat of
dimension m, the value of the corresponding constant is f(0).

The following section investigates all known families of bent functions and their normality. We prove that most
functions in the main classes of bent functions (the Maiorana—McFarland class, the partial spread class and the class
") are normal. We also prove the normality of some modified Maiorana—McFarland bent functions. In Section 3 we
present the first nonnormal bent function and even a nonweakly normal bent function. As normality is defined via the
existence of a flat fulfilling certain criteria, it is very hard to check this property, both in theory and with an algorithm.
In order to decide normality of Boolean functions, we present in Section 4 an algorithm which is much faster than a
naive approach would be. Finally, Section 5 contains some further applications for this algorithm.

2. Normality of the known families of bent functions
2.1. Direct constructions

Amongst all known constructions for bent functions, there exist three families which can be directly constructed
(i.e., which are not derived from other bent functions): the Maiorana—McFarland class, the partial spread class and the
class 4" which was introduced by Dobbertin [7].

Maiorana—McFarland functions
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Definition 7. Letn : ! — [} be apermutationand’ : ' — [, an arbitrary Boolean function. Then f : F}' xF}' —
F> with

fx,y)=(x,n(y)) + h(y)

is called a Maiorana—McFarland function. The set of all Maiorana—McFarland functions is denoted by ..

All Maiorana—McFarland functions are bent. Moreover, they are obviously normal, since they are constant on the
m-dimensional subspace [}’ x {(n~10)}.
Partial spreads. The partial spread family, denoted by 2.9, was introduced by Dillon [5]. It is defined as follows.

Definition 8. Let{E;, i=1,2,..., N},with N =2m=lor N=2""141 beasetof N subspaces of [F%’” of dimension
m such that E; N E; = {0} for all i # j. The Boolean function f of 2m variables defined by

N
keR" fo=1=JE

i=1

is called a partial spread. Moreover, f is said to be in the class 2.7 if N = 2"~! 4+ | and in the class 2.7~ if
N =2m"1

Dillon proved that all partial spreads are bent [5].

By definition, any function in the class 2. is normal since it takes the value 1 on all m-dimensional subspaces E;.
The situation is different for the functions in 2.9~ : they are not constant on any E; since they vanish at 0. Determining
whether there exist nonnormal and nonweakly normal functions in the class 2.9~ is still an open problem. However,
this problem can be solved for a subclass of 2.4, called 2%, defined by Dillon [5, p. 97]. This subclass consists
of all the functions of the form

f N [Fzrn X U:zm — [Fz,

(x, ) > gxy*" ™),

where g is any balanced function from [Fom into [ such that g(0) =0 . Itis clear that all functions in 2., are normal
since they vanish on the m-dimensional subspace {0} x [5'.
Class /. A third family, called class .4/, was exhibited by Dobbertin [7].

Definition 9. Let g be a balanced function from [F= into [, and let T, denote the affine subspace spanned by the
support of its Walsh transform. Let iy be a mapping from Fp= to itself and ¢ be a permutation of F» such that both ¢
and y are affine on all sets aT, a € F3..

The function f defined by

x+yO»mY .
V(x,y) € Fom x Fom,  f(x, P(y)) = {g (T) if y#0
0 if y=0

is said to be in class N".

It is shown in [7] that all functions in ./ are bent. Moreover, family ./ contains both the Maiorana—McFarland class
and the 2.9, class as extremal cases. It is obvious that any function in family .4" is normal because it vanishes on the
m-dimensional space [} x {¢(0)}.

Since bentness is invariant under addition of an affine function and under right composition by an affine permutation,
it is natural to consider the completions of the previous classes under these transformations. We denote by 4 the
completed version of any class 4.

Proposition 10. A/l functions in 2.9+ U A" and their duals are weakly normal.
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2.2. Modified Maiorana—McFarland bent functions

Now, we focus on some bent functions derived from the Maiorana—McFarland family by adding an indicator function
of a flat £ and we prove their normality. In particular we are interested in functions described in [2] and below. These
functions are all of the following form:

B x B} — [Fa,
F&x, ) =(x,n(y) + h(x) + Pe(x, y),
where 7 : [F’2" — [F’Z” is a permutation, A : [F’Z" — [ is an arbitrary function and @ is the characteristic function of E:
Pp(x,y): Fy x B — [y,
®Pp(x,y)=1 ifandonlyif (x,y) € E.

For some of these functions we shall show that they are normal, or at least weakly normal. 3

Carlet’s construction. In [2] Carlet considers only the special situation, where E is of the form E x [}! for a subspace
E of [5'. We denote the characteristic function @ Fy (x, y) just by ¢z (x) to simplify the notation.

The bent functions constructed in [2] are described in the following theorem.

Theorem 11 (Carlet [2]). Let E be any linear subspace of Fy', and m be a permutation on P’ such that for any element
J.of F2, the set n~ ' (A 4+ E*) is a flat. Then the function

f&,y) = (x, m(y) + dpx)

is bent.

It is obvious that these functions are normal, because f restricted to {0} x [’ equals 1. Therefore, in order to find
nonnormal bent one might consider a small appropriate generalization which also involves a function /4 as the general
form of the Maiorana—McFarland-construction requires. It can be proved that this construction leads to bent functions
in the same way as Carlet’s original result.

Lemma 12. Let E and 7 be as in Theorem 11, and h be a Boolean function on Fy', such that for any element . of Fy',
the function h is affine on 1= (A + EL). Then

fx,y)={x, n(y) +hQ)+ ¢p(x)
is bent.
The next lemma shows that all these functions are still normal bent functions.

Lemma 13. All bent functions f defined in Lemma 12 are normal.

Proof. We assume w.l.o.g that ©(0) = 0 and 2(0) = 0. We first consider the case that 4 is not constant on n YWED).
Then, we find an element yy € n1(EL), with h(yo) = 1. Define the hyperplane

S={x el : (x,n(y)) =1},
then it is clear that S N E = @ since n(yg) € E. Therefore, the restriction of f to the m-dimensional flat
(S x {0H U (S x {y})

is constant and equal to 0.
If 4 is constant on the flat 7~ (EL) then f(x,y) is constant and equal to 1 + A (y) on the n-dimensional flat
Exn YWEYH. O
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Note that the first part of the above proof shows that actually every function derived from the Maiorana—McFarland
family by adding an indicator function of the form @ 4 is weakly normal.

Canteaut’s construction. Another class of bent functions can be derived from the Maiorana—McFarland functions
by adding the indicator function of a linear subspace E of ;' x [}’ with codimension 2. This construction is based on
some properties of the derivatives of the dual function. Recall that the derivative of a Boolean function on F}, f, with
respect to any direction a € [} is the Boolean function D, f : x — f(x +a) + f(x).

Proposition 14 (Canteaut [ 1, Theorem 8]). Let f be a bent function of 2m variables, m >2. Let a and b be two distinct
nonzero elements of F%’" and E = (a, b)*. Then, the function f + ® is bent if and only if the dual function, f, satisfies
D,Dy f =0.

Note that this result can also be deduced from [2, p. 94]. The previous proposition enables us to derive some new
bent functions from the Maiorana—McFarland family. From now on, we use an explicit description of the scalar product
via the trace mapping: [}’ is identified with the finite field of order 2", [Fom, and the linear functions are the mappings
y +— Tr(by) on Fom, where b describes Fo» and Tr is the trace function from Fo» to F». The scalar product of two
elements x and y then corresponds to Tr(xy). As an example, the following corollary exhibits a bent function obtained
from the Maiorana—McFarland family by the construction described in Proposition 14.

Corollary 15. Let m = gk where g is odd and k > 1. Let

(g=1)/2)-1 .
s=1+ > @ — 1@tk
=0

Let o,  and J. be three nonzero elements in Fon such that o has order (2K — 1), Tlr([fz(ot2 +0)) =0 and Tr(A(o* + o)) =0.
Let x, y € [Fom, then the 2m-variable function

g(x.y) = Tr(xy®) + Tr(Ay*) + Tr(x + By) Tr(ox + o2 By)

is bent and does not belong to the completed version of the Maiorana—McFarland family.

Proof. Let f be the 2m-variable bent function in the Maiorana—McFarland family defined by
f@ ) =Try") + Te(y™).

Leta=(1, ), b=(a, 2 B) and V = (a, b)*. From Proposition 14, we deduce that g is bent if and only if D, Dbf=0.
Let x > x¢ be the inverse of x > x* over Fom, i.e. d =2"~! 4+ 2%=1 The dual f of f is given by [5, p. 91]:

Fx,y) =Tr(x%y) + Tr(a(xH)») = Tr(x%y) + Tr(ixd).
By hypothesis, we have
DDy Tr(Jx>) = D1 D, Tr(Jx>) = Tr(A(¢® + «)) = 0.
Hence, we obtain
DDy f(x,y) =Tr(y((x + o+ DT+ (x + 0 + (x + D7 + x%))
+ Tr(B((x + o+ DY + (x + D)
F T T B+ o+ DY+ (x4 D)),
The first term in the previous expression vanishes since

o+ + @+ + @+ D +x =@+ D7+ a4 +1
2m71 21(71
=0 —+ o

_ (o{ + (xzk)zm—l _ 0’
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because o has order (2F — 1). It follows that

Danf’?(x’ y) _ Tr(ﬁ(azkflxszl + 0(2’"71)(:21(71 + “2m71+2k71 + {szfl + {szfl))
+ Tr(azk—lﬁ(xzm—l +x2k—1 + azm—l + azk—l + 1))

1

=Tr(Be2" 2 + o2 =Tr (B + o2 ))
=Tr(f*(«® + o)) =0.

Therefore, D, Dy, f = 0, implying that g is bent.

Now, g belongs to .7 if and only if there exists an m-dimensional subspace U C [F%’” such that D,, D, g = 0 for any
u,v € U [5, p. 102]. We can prove that U = [Fg" x {0} does not satisfy this condition. Thus, if g belongs to M, there
exist two nonzero distinct elements u, v € [F%m with u ¢ F3' x {0} such that D, D,g = D, D, f + D, D, ®y = 0. This
implies that D, D, f is constant on [F%’". By computing D, D, f, we deduce that the function D, D, f is constant only
if there exist y, v € F3., u # v, such that

+u+v)' +x+'+ @+ +x*=0, VxeFm,
or if there exist u, v € 5, such that
x = Tr(u((x +v)* 4+ x%))

is constant on [Fo». Using the expression for s, we can then prove that none of these conditions is satisfied (see e.g. [1,
Corollary 6]). O

However, we can prove that any function derived from the Maiorana—McFarland family by adding the indicator
function of a linear subspace of codimension 2, as described in Proposition 14, is normal.

Lemma 16. Let nt be a permutation on ' and &; be arbitrary Boolean functions on F5'. For any nonzero o.and f in
Fom, o # B, the function

g(x, y) =Tr(xn(y)) + Tr(ox) Tr(fx) + &1 () Tr(ox) + E(v) Tr(fx) + &3(»)
is normal.
Proof. Let
E={x € Fan : Tr(x)=Tr(ax) =0} = (1, )"
The function g restricted to y € 7~ ! (E) can be represented as
8O )Pty = Tr(ox) Tr(fx) + & (y) Tr(ox) + &(v) Tr(fx) + C3(y)
by changing the functions ¢; appropriately.
For a fixed y € = (E1) we denote gy(x) := g(x, y). The support of gy is either a coset of E or the complement of
a coset of E. We have
EY =10, 8,0+ ).

Thus, there are four possibilities to choose y. At least for two different values yo and y; the supports of g, and of
gy, have the same size. W.l.0.g we assume that the size of the support of gy, and g,, is #E. Now, it follows that
8yo(x) = gy, (x) = 0 for x in the affine hyperplane (co + E) U (c1 + E), where the ¢; + E, i =0, 1 are different cosets
of E. Hence g is constant on the m-dimensional flat

{(co+ E)U (c1 + E)} x {30, y1}- O
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Theorem 17. Let n be a permutation of 5" and h be an arbitrary Boolean function on 2. Let E be a linear subspace
of F5' x 5! of codimension 2 such that

fx,y) =Tr(xn(y)) + h(y) + Pe(x, y)

is bent. Then f is normal.

Proof. Let E = ((«1, 22), (B, /32))J‘. If dim(oy, ;) <2, then f belongs to the Maiorana—McFarland class, implying
that it is normal. Actually, a bent function f of 2m variables belongs to ./ if and only if there exists an m-dimensional
subspace V C [F%m such that D, Dy, f =0 for any (a, b) € V [5, p. 102]. Here, we obviously have that D, Dy, f =0 for
any a, b € F}' x {0}.

Now, if a; and 8 are two nonzero distinct elements of [}’ f corresponds to the sum of Tr (x7(y)) +Tr(a1x) Tr(f;x)+
&) Tr(oqx) + & (y) Tr(Bix) + &3(y) and a linear mapping. From the previous lemma, we deduce that f is
normal. [

3. Nonnormal bent functions

Here, we exhibit some examples of nonnormal and even nonweakly normal bent functions. One set of functions that
turns out to include nonnormal functions is the class of the Kasami functions. This class of bent functions was found
by Dobbertin and Dillon in [6] and some of the functions in this class seemed to be good candidates for nonnormal
bent functions.

The Kasami functions are defined as follows:

Definition 18. Letd=2?f—2K41 with gcd(k, n)=1and o € Fon. Then, wecall f  : Fon — Fo with fy  (x)=Tr(ax?)
a Kasami function.

Under some conditions these functions are bent.

Theorem 19 (Dillon and Dobbertin [6]). Letk and fy i be as in Definition 18. If n is not divisible by 3 and o. ¢ {x3 |x €
o} then fy  is bent.

For some values of 7 it is possible to show that the Kasami functions are always normal.

Lemma 20. Let n = 2m with m even. The Kasami power functions
fiFm—
X = Tr(ocxd)

are normal.

Proof. First note that gcd(d, 2" — 1) =3, i.e.,
U={x|xeFu)={xx €F)

and there exist 1, A» ¢ U such that
F5.=UULUULU.

In the case where 4 | n, we will show that 41, 4> can be chosen in [Fo=. It is sufficient to show that there exists x € [Fom
such that x ¢ U. Let g be a generator of Fon. g is in U if and only if g@"~1/3 = 1. But
P 2m_1)(2"+1)/3
g( )3 — g( )2"+1)/
:g(z +D(@2"-1)/3) £1
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as 2 + 1 is not divisible by 3 if m is even. So we can choose 4| = g and /, = g2. Note that if o = oc? for some ¢ € 3.
then fy x(cx) = fy x(x) for all x € Fon. Thus, we can assume that o is in {1, g, g%} C Fam. So for x € Fon we get

Fok(x) = Tr(ax?)
=TrF /1, (TrEyp /g (X))

=Trf, /5, (0! Trp,, /(1))
=0.

This proves the lemma. [J

So we can only hope to get nonnormal Kasami functions for m odd. Furthermore, as all quadratic bent functions are
normal, only the case k # 1 is interesting. As it is known that all bent functions on [Fg are normal, the first possibility
for a Kasami function to be nonnormal is n = 10.

We found out that for n = 10 all the Kasami functions are normal but by addition of a linear function they can be
modified into nonnormal functions.

Fact 21. Let o € F4\F2 C Fyw0. Then there exists § € Fyio such that the function f : Fyi0 — F with
f(x) =Tr(ox® + px)

is nonnormal.

Verification. This can be verified using the algorithm described in Section 4. [

Furthermore, we found that for n = 14 and k = 3 the corresponding Kasami functions are nonweakly normal.

Fact 22. Let o € F4\F2 C Fa4. The function f : Fyia — Fo with
f() =Tr(x™)

is nonweakly normal.
Verification. By using the algorithm described in Section 4. [J

These results are verified with a computer algorithm, proving these results theoretically is still an open problem. We
state the following conjecture.

Conjecture 23. All nonquadratic Kasami functions on Fym with m odd and m =7 are nonweakly normal.

Corollary 24. The Kasami bent function f : Fyia — o defined by

f) =Tr(x™)
with o € F4\[F2» C Fy14 and its dual do not belong to

PSUN.
Proof. We know from Proposition 10 that all functions in 225+ U /" are weakly normal. Thus, the only remaining case
is family 2S~. But, any function in 2S5~ of 2m variables has degree m since its restrictions to some m-dimensional
subspaces have an odd weight. It follows that f does not belong to the completed class 2S5~ because its algebraic

degree is equal to 4. The same argument is valid for the dual function since the dual of a bent function of 2m variables
of degree m has degree m [5, p. 80]. [

Now, we show how to construct nonweakly normal bent functions of n variables for all even n > 14. The following
lemma is a generalization of Theorem 4.5 of [8].
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Lemma 25. Let f : F; — [F2 be a Boolean function. The following properties are equivalent:

(1) f is (weakly) normal.
(2) The function

g xFaxF—F
(x,y,2) = f(x)+yz

is (weakly) normal.

Proof. (1) = (2): We assume that f is normal, i.e., there exists a n/2 dimensional flat E, such that f|g is constant.
We define

E' = (E x {0} x {0}) U (E x {1} x {0})

which is a (n + 2)/2 dimensional flat. It is easy to see that g| g/ is constant, i.e., g is normal. Furthermore, if f is affine
on E then g is affine on E’.

(1) <= (2): Now, we assume that g is weakly normal, i.e., there exists a (n 4 2)/2 dimensional flat E, y € [} and
o, f € F, such that

h(x,y,z) =g(x,y,2) +ay+ fz+(y, x)

takes the same value, ¢, on E. We claim that f(x) + (y, x) is normal.

Fora, b € I we define E,, ={x € [} | (x,a, b) € E}. Then f(x) 4+ (y, x) is constant on all flats E. If one of the
flats E,p, has dimension >n/2 we are done. If this is not true, all the flats E,;, have dimension (n/2) — 1. Furthermore,
since the union of all E,, is a flat, all E,j, are cosets of the same subspace U: E,p = U + x4p. Moreover, XyB # X54-

Otherwise, for any element (x, &, f§) in E, (x, o, /_3) belongs to E. Then, if we consider two elements (x, &, ff) and
(x’, «, B) in E, we obtain that

(x, @ B) + (x, o0 B) + (', 0, f) = (', & B)
belongs to E. Thus, both (x’, «, ) and (x', &, p) lie in E, implying that 2(x’, o, f) = h(x', &, B). But,

h(x', 3, B) = f(') +ap +az+ B+ (7. x')

=fO)Faf ot A1+ x)=h(x" 0 p)+1,

which leads to a contradiction. Therefore, since x o} + X545 the set E of U Esp is a flat of dimension n /2. Moreover, we
have

Vx € EocB’ f@)+ @ x)=c+af+o+pp=c+ap,

Vx € Ezg, f)+ (), x)=c+af+ox+f=c+ap,

implying that f(x) + (y, x) is constant on EocB U Ej5p. The special case 7 = 0 and o = f§ = 0 shows that if g is normal
then f is normal as well. [J

Thus, given a nonnormal function f with n variables Lemma 25 can be used to construct a nonnormal function with
n + 2 variables.

According to this procedure applied recursively, if f is a Boolean function on F5 and if f’ is a quadratic bent function
on IFS/, then f is (weakly) normal if and only if g(x, y) = f(x) + f/(y) is (weakly) normal. The question if this is true
for any normal bent function f” is still open. An important observation from our point of view is that, if the function
f in the above lemma is bent, then g is also bent.

With Facts 21 and 22 we get:

Fact 26. There exist nonnormal bent functions of n variables for all even n > 10 and nonweakly normal bent functions
for all even n> 14.
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From Corollary 24, we deduce that for any even n > 14, the bent functions of n variables obtained by recursively
applying Lemma 25 to the Kasami function of 14 variables (and their duals) do not belong to 2S5 U A".

4. Checking normality efficiently

Checking (weak) normality of a function usually needs one to take into account all flats of dimension m to check
whether f is constant (affine) on one of them. One possible but rather complex way of doing this would be to do an
exhaustive search on all flats of dimension m.

In this section we present an algorithm, which, given a Boolean function f : [; — [,, is able to compute a list of
all flats of dimension m of [; on which f is affine in much less time than needed for an exhaustive search.

Additionally, besides checking normality this algorithm can also be used to check whether a given bent function is
a Maiorana—McFarland or a partial-spread bent function, as it is described in Section 5.

4.1. General idea

The main idea of the algorithm presented here is to make use of the fact that a Boolean function which is affine on a
flat A is also affine on all flats contained in A.

Even more the function is either constant on A and hence constant on all flats contained in A or we can find two flats
Ag, A1 C A withdim(Ag) =dim(A;) =dim(A) — 1 and A = Ag U A such that the functionis O on Ag and 1 on Aj.
In the latter case, of course, the function is also constant on all flats of Ag and A1, respectively.

Hence, it suffices for a given Boolean function, first to determine the flats of a “‘small” dimension 7y on which the
function is constant and then to combine these spaces to get those flats of dimension m on which the function is affine.

Therefore, the general structure of the algorithm can be described as follows:

Algorithm 1.

Input: a Boolean function f : Iy — [, a starting dimension t
Output: a list of all flats of dimension m on which f is affine
For all subspaces U of F; with dim(U) =ty do

Determine all flats a + U with fl,+uy =0 and f|,+v = 1 resp.
Combine pairs (a1 + U, a2 + U)
with f|a1+U = f|a2+U =0 (resp. with f|a1+U = f|a2+U =1)
to get flats a; + U= a1 + (U, a1 + a2) of dimension to + 1
such that f|a1+0 =0 (resp. f|a1+0 =1)
Repeat the last step for new flats with equal U up to dimension m — 1
Combine pairs of flats (a; + U, a + l7) with dim(lA/) =m-—1
(independent of whether f |ai +pis0orl)
to get those flats of dimension m on which f is affine
Output these flats of dimension m

To implement this algorithm efficiently and prove the correctness of the optimized version, we first have to make
some definitions.

4.2. Definitions and notation

In this section we represent vectors u € [Fg asn-tuples u = (u1, ..., u,),u; € F,, we denote the index of the leftmost
1 in this representation by

v(u) :=max{i € {1,...,n+1}|u; =0 for 1<j <i}

and for a vector space U C [} we define Y (U) = {v(u) |u € U\{0}}.
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By using the standard lexicographical ordering < on [, i.e.

v(u) <v(v) or

> =
=y (@) =v() and  ((Uyuysts - tn) > Qy)els - - - Un))

we can define a unique representation of subspaces U C [;:

Definition 27. An ordered basis uy, ..., u; € [Fg of U is called a Gauss—Jordan basis (GJB) if

up>--->up and  (uj)y,) =0 Vi#j.
Lemma 28. For each vector space U C [} there is one unique GJB.

Using the lexicographical ordering is also very efficient for implementations as it corresponds directly to the natural
ordering on the integers that we get by considering (u, ..., u,) as the binary representation of Yo 2"
With the notation of v(x) we can also define the complement U of a vector space U as

U:={aeF|a=0VieT{U))}
and it is obvious that U N U = {0} and thus U & 1_7 = [ because of dimensional reasons. So all flats of the form a + U
can be uniquely represented as a + U witha € U.

4.3. Details of the algorithm

The main data structure of the presented algorithm is the list of all flats of the form a + U (for a given U) on which
the given function f is constant:

Definition 29. Let [ : [, — [y, uy,...,up € Iy and c € {0, 1}. If (uy, ..., ux) is a GIB of U then let

@tk (f) = {a € Ul flatv = ¢}

and €Ll (f) := @ otherwise.

Using the ideas of Section 4.1 and the notation of a GJB in order to get each flat only once, we obtain the following
relation between lists belonging to different dimensional spaces:

Lemma 30. For f,uy, ..., ux, ¢ as in Definition 29 and for all a, b € T the following equivalence holds:

a,b e @tk (f)
a<b, a+b<uy = ae@teathf,
Uiva+p) =0 for 1<i<k
As for every a € €¢" "1 () we can write b = a + ug4 with a € €“1-+"-4+b( £ this lemma gives a criterion
on how to determine all €."""““*' () for different uy | if we know @14k (f).

This can be done even more efficiently by using the following two ideas.

We can avoid the a < b checks and many a + b < uj checks by storing the elements of % in a sorted list. Checking
U v(a+b) = 0 can be done more efficiently if we once evaluate i := \/{-‘=1 u; (where V means the componentwise OR
of the vectors u;,i.e. i = maxf.‘=1 ((#);)) and then only check if Uya+b) = 0.

Another useful criterion to make the computation more efficient is given by the following corollary:

Corollary 31. For f : ) — Fy,ur,...,ux € F5,c e {0, 1} andl € {1, ..., k — 1} it holds that

e T OIZ2 B ().

Proof. We show that |6, """~ (f)| >2-|%"1 " ()| (then the claim follows at once). Let 6“1 ( f)={ay, . .., a,}.
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Define b; := a; + uy and by Lemma 30 it follows that a;, b; € €¢"""*"'(f) and that all ay, . .., a,, by, ..., b, are
distinct as otherwise we get one of the following contradictions:

b,’ij = ai:b,-—i—uk:bj—}—uk:aj
aiij = ukzaj—i—bj:aj—i—aiel_]. ]

Similarly to Lemma 30 we get the following relations between the flats of dimension m on which f is affine and the
lists % """"~' (f) corresponding to dimension m — 1:

Lemma 32. Leta + U C [} be a flat of dimension m. Then the following statements are equivalent:

(1) fla+v is affine

(2) fla+u is constant or

f|a+U’ =c

JaeU\U :U=U UG+ U’
\ ( ) Slavarvr =1—c¢

3¢ e {0, 1)
(3) Jsubspace U’ Cc U : dim(U’) =m — 1 with GIB uy, ..., upy—1

Jsubspace U’ Cc U : dim(U)=m — 1
} such that {

3a' ca+ U, b €@+ U\a+U)

such that a', b’ € Upeo.1y 6o """ (f)

Proof. “(1) = (2)” Assume that f|,4y is not constant. Then with a basis uy, ..., u,, of U we have f(a + Zi Ailt;) =
> i 4il; + ¢ with some pu € F3'\{0} and ¢ € F, and (2) is fulfilled with U’ := {3, Aju; | A- u=0}.

“(2) = (3)” If f|usev is constant and equal to ¢, choose U’ C U with dimension m — 1 and & € U\U’. Then we
have U =U' U (i + U’) and fl, v = flavirv =c.

In any case (3) follows by choosing a’ := a + ) ay,u; andb" := a+i+ ) (a +it),, u; where (u1, ..., upn_1)
is the GIB of U’.

“3) = (1)”Leta’ € €l """ (f) and b’ € Gy """ (f). Then U = (uy, ..., up—1,a +b') and with x = a +
> Aiuti + Am(a’ + b') if follows that

f(X):{i“: gjmz?}:(1_/1m)'ca+)vm'Cb:im'(cb_ca)“f‘l

is affine. O

This lemma shows that, in order to find all flats on which f is affine, it suffices to compute the lists %Zl """ Um=1 for
GJBes of all subspaces of dimension m — 1.

Together with Corollary 31 we can conclude that having computed €%~ (f), ¢ € {0, 1}, we only have to consider
pairs of elements of these lists if

et (2
or

(G ()1 22" and €L ()] =2,
otherwise there is no chance to find a flat on which f is affine by considering lists of the form @' <"kt 1-ttm=t( £y,
As described in Section 4.1 the main idea of the algorithm is to begin with a starting dimension 7y and to compute
the lists (6?1 """ “o (f) which we need just by enumerating all corresponding flats and checking directly. Then the lists
corresponding to higher dimensions can be generated recursively as described in Lemma 30.
So what we need to complete the algorithm is an efficient way to enumerate all initial parts u1, . .., us, of GJBes of
subspaces of dimension m — 1.
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Table 1
Enumerating all GJBes

1 \J1 V) V3 Viy n
up = 0 L (zi)2 0 (z12)2 O 0 (zi2
up = 0 I (z22)2 O 0 (22,42
uz = 0 cee 1 0 (23402
Uy = 0 1 <Zt0,t0>2

If we take a look at the definition of a GJB it is obvious that this can easily be done by looping over all increasing
sequences

I<vi<wm<-<vgsm+1+1
and all integers z; ; € {0, AU/ AT A5 R et 1} with 1 <i <tg, i <j <ty and defining

), =10 J<viorjefvipr, ... vi}
YIT ifj =y

and filling in the gaps with the binary representations (z; ;), of the integers z; ; as shown in Table 1 .

Additionally, we only have to consider such sets u1, ..., u, for which
I
Hj>v,0 moalx(ui)j =1 ” <m — vy + 1+ 19,
1=
as otherwise it cannot be completed to a GIB of dimension m — 1.
Finally, we just have to enumerate alla € U for U = (uy, ..., uy). This can be done similarly to the enumeration of
the u; themselves just by setting a,;, =0fori =1, ..., 7 and filling in the gaps with all possible binary representations
of integers.

So the whole algorithm can be described as follows (some of the ideas described above to make the algorithm even
more efficient—e.g. storing the %’s in sorted order—are omitted in order to make this description more readable, but
they are easily implemented into this algorithm):

Algorithm 2.

Input: a Boolean function f : 5 — [F,, a starting dimension t,
Output: a list of all flats on which f is affine
For all GJBes uy, ..., uy

with [{j > v lmax’, (u;); = 1} <m — vy + 1 + 19 do

Foralla € (uy, ..., uy) do
If fa+ > Ji-uj)=cvV e [tho Then append a to @t
Combine(%," """, 6" (uy, ..., uy), t0)
using the recursive subroutine
Combine(%, (51 s (u1 S ey uk), k):
If(k<m-—1)
Then

If (|%o| <2" %Y or (10| <2™ % and |%,| < 2™ *=1)) Then % := ¢
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If (1| <2 %1 or (1%1]| <2™ % and || <2"*~1)) Then %, := 0
If (69 = ¥ and 1 = ¥) Then exit combine
= \/{'(:IMI'
Forallc € {0,1}, a,be%.:a<bdo
If (4y+p) = 0 and a + b < ux) Then append a to %Z"”"”"’““’
For all Uk+] € Eg U < Uk do
Combine (%" " @y, uggn), k+ 1)
Else
Foralla,b e €90U% 1 :a<bdo
Output “f is affine on a + (uy, ..., ux,a + b)”

In order to choose an optimal starting dimension #y we have to take a closer look at some complexity evaluations.

4.4. Complexity evaluations

In this section we will evaluate the complexity of the described algorithm, and, in particular, its dependence on the
chosen starting dimension fg. This will then lead to a suggestion on how to optimally choose 7.

In order to be able to make a proper complexity evaluation we have to assume that f is a random Boolean function.
We will then evaluate the expected complexity of the algorithm.

The time complexity evaluations will be split into two parts, the complexity of the “exhaustive search” part in the
main loop and the recursive “combining” part:

Exhaustive search. The number of subspaces of dimension #( in [; is

f—1 2n—i -1

~ p(n—=to)io+1
20— — 1 ’
i=0

and thus the number of flats of this dimension is about
2(n—=to)to+1  An—to _ »(n—to)(to+1)+1
As checking whether a function is constant on a given subset needs at most two comparisons and three evaluations of

f on average, we expect a complexity of about 20 (0+D+2 gtepg in the “exhaustive search” part.
For example, for n = 14 and n = 16 this estimation gives the following concrete complexities:

n=14: 1o 1 2 3 4 5 6 7
log, (compl.) 28 38 46 52 56 58 58

n=16: fo 1 2 3 4 5 6 7 8
log, (compl.) 32 44 54 62 68 72 74 74

From these tables we can see that it is not feasible to check normality by pure “exhaustive search” for these choices of
n as this obviously corresponds to using the above described algorithm with 79 =m and that has an expected complexity
of about 238 and 274 steps, respectively.

Combining.Let 7 ; be the combined expected complexity of all calls of Combine(. .., t) concerning some dimension
t. Then for t <m — 1 this complexity .7 ; mainly depends—besides the complexity .7, of further recursive calls of
Combine—on the average size .’ of the input lists ¢ and %1 . As the main part of Combine is a loop over all unordered
pairs of € and €, respectively, in which mainly two comparisons are performed, the complexity can be estimated as

2.<y>.2m2.y2,
2
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As f is supposed to be random, the expected size &; of €% ~" () (i.e. alist corresponding to a subspace of dimension
nis & =272 .2""" gince the probability that f(x) = ¢ for all 2" elements x in one of the corresponding flats is 2%

for a random function f and there are 2"~ flats corresponding to the subspace (u1, ..., u;).
As described in the previous sections due to the extra conditions the subroutine Combine(. .., (uy,...,u;),t) is
only called once for each subspace (u1, ..., u;) and as we have a number of ]_[E;(l) ("' —1)/(2""" — 1) subspaces

of dimension 7 the expected total complexity for all calls of Combine(.. ., t) concerning some dimension t <m — 1 is
about

t—1

2n=i
Ti=Tm+2-97]]
i=0

2= — ]

+1
=T =T ~ yfzm—’)l“ — 2—2‘ +(n—t)(l+2)+2.

The expected complexity of one call of Combine(. . ., m — 1) should also be about 2 - %2, as in this case we loop over
all unordered pairs of €y U %1, which is a set of size 2., but we perform only 1 operation per pair. Thus, for dimension
m — 1 we get

Ty A 22O Dt D42
Finally, we can say that the expected total complexity .7, of all calls of Combine in the main loop of the algorithm
can be written as

m—2 m—1

~ =2 (n—1) (142)+2

nyZZ(yt—th)—i—ﬁ-m_lNZz F=D+2)+2
1=to =19

As before for the “exhaustive search” part, for the “combining” part we get the following exemplary complexities for
n=14,n=16:

n=14: 1o 1 2 3 4 5
log, (T 1) 143 43 41 30 1
n=16: fo |1 2 3 4 5
log, (T 1) 52 52 51 42 15

Combined with the table of the complexities for the “exhaustive search” part this table shows that for n = 14 and
n = 16 a proper choice for the starting dimension seems to be #p = 2 or 7y = 3.

Obviously, in the complexity evaluation described so far, we have not taken into account the restrictions on the
Hamming weights of the vectors in the GJBes in the main loop and the if-statements concerning |% .|, which are very
hard to analyze exactly. But these tweaks on the algorithm should have not much influence on the choice of 79 and, of
course, they only decrease the complexity of the algorithm such that the above described complexities can be seen as
estimations of “upper bounds” on the complexity of the algorithm.

An actual implementation of the algorithm which we made on a Pentium IV with 1.5 GHz in C + +, needed about
50h for n = 14 and 7 = 3.

5. Further applications

Besides the application of checking (weak) normality, which is quite straightforward with the above described
algorithm, there are some other applications for this algorithm.
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5.1. Maiorana—McFarland functions

The second application of the algorithm we want to describe here is the problem to decide whether a given bent
function is a Maiorana—McFarland bent function. Recall that we denote the class of all functions which are equivalent
to a Maiorana—McFarland function under affine transformations by ..

Due to the following lemma it is possible to use the above described algorithm to determine whether a function is in
A or not.

Lemma 33. Let f : 5 — 2 be a bent function. The following properties are equivalent:

() fisin M.
(ii) There exists a subspace U of dimension m such that the function f is affine on every coset of U.

The proof of this Lemma is obvious since the second property is invariant under addition of an affine function and
under right composition by an affine permutation. As the algorithm described in this paper outputs every coset of
dimension m on which f is affine, this property can be checked easily.

In practice this means that for n = 8 we can decide whether a bent function is in . in less than a second, for n = 10
in less than a minute and even for n = 14 in a few days.

The possibility to determine if a given function is in ./ can be used to compute an experimental bound on the number
of bent functions for n = 8 as follows.

By generating “random” bent functions and checking whether they are in ./ as previously described, the ratio g of
the number of bent functions in ./ to the number of all bent functions can be estimated. Then, if yg is the number of
functions in ./ in eight variables, the number of all bent functions can be estimated as (1/g) Ug.

But we are unable to estimate this number until we have solved the following two problems.

First the number g of functions in .# for n = 8 is not known exactly. The functions in ./ are all affinely equivalent
to (x, m(y)) + h(y), where 7 is a permutation and % an arbitrary Boolean function. The number of functions of this
form is 22" (2"1). The problem is to determine the length of the orbit under the action of the group AL(n) of all
affine transformations. This length is equal to #AL (n) if and only if there are no A € AL(n) such that f o A = f.
We computed the length of the orbit for randomly chosen functions in .# and all of them had orbit length #AL (n),
but it would be much more satisfying to have a theoretical result, so it remains an open problem to determine #.#
forn>8.

The second problem is that the generation of bent functions for n = 8 usually uses hill-climbing algorithms
and these algorithms mightt find functions in .# more or less often than they should. A first step to check this
can be to determine the above ratio for n = 6 and compare it with the proper ratio, which in this case is known
(see [10]).

5.2. Other classes of bent functions

For some other classes of bent function it is also possible to use the algorithm presented in Section 4 to de-
cide if a given bent function is in a specific class of bent functions. Examples are the classes 25 and 25~
introduced in [5]. As the support of bent functions in these classes is defined via the union of subspaces of
dimension n/2, the algorithm can be used easily to check if a function belongs to one of these
classes.
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