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Introduction

e Asymmetric cryptography concepts introduced by DIFFIE & HELLMAN
('76)

e RIVEST, SHAMIR & ADLEMAN invented RSA ('77)
— First asymmetric cryptosystem

— Widely accepted for practical uses

e But, alternative cryptosystems exist ... such as MCELIECE cryptosystem
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McEliece Cryptosystem

o Let §, 1+ be a family of Goppa codes of length n and dimension k£ capable
to correct < ¢ errors.

e Cryptosystem described by three algorithms:
1. (PK,SK) +— Setup(1?)
2. ¢ € F} «+— Encrypt(m € %)

3. m’' € F§ «— Decrypt(c’ € F})
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McEliece.Setup
(PK,SK) « Setup(1?)

1. Take n, k, t according to A
2. Randomly choose a generator matrix G' € §p .+

3. Randomly pick:
— n X n permutation matrix P

— k X k invertible matrix S

4. Set G =8 x G' x P and v : F} - F% as the decoding algorithm
associated with G’
5. Output
PK = (G,t) and SK =(5,P,7)
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McEliece.Encrypt

c € F} « Encrypt(m € F%)

1. Pick a random vector e € 5 of weight <t
2. Outputc=m x G Pe
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McEliece.Decrypt

m’ € F5 < Decrypt(c’ € F})

1. Calculatez=c¢' x P! //z=mx (SxG)®(ex P 1)
2. Compute y = v(z) //y=mxS
3. Output m’ =y x S—! // m’'=m
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McEliece Cryptosystem — Security Assumptions

¢ One-Wayness under Chosen Plaintext Attack (OW-CPA)
Difficult to invert Encrypt (decoding attack)

e Unmasking hardness

Difficult to extract secret matrices and a decoding algorithm from the
public matrix (structural attack)
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McEliece Cryptosystem Security — OW-CPA

1. Decoding random linear codes is NP-Hard

E. R. BERLEKAMP, R. J. MCELIECE, AND H. C. A. vAN TILBORG. On the intractability of certain coding problems. |EEE Transactions on

Information Theory, 24(3):384-386, 1978.

2. Best practical algorithms operate exponentially with the length and the rate

A. CANTEAUT AND F. CHABAUD. A new algorithm for finding minimum-weight words in a linear code: Application to McEliece’s

cryptosystem and to narrow-sense BCH codes of length 511. /EEE Transactions on Information Theory, 44(1):367-378, 1998.
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McEliece Cryptosystem — Unmasking Hardness

Two basic attacks

1. Enumerate all permutation matrices until a generator matrix of a Goppa code
is found

2. Enumerate all generator matrices of Goppa codes until a permutation
equivalent matrix to the public matrix is found
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McEliece Cryptosystem — Unmasking Hardness

Security recommendations
® §n.kt and the Symmetric group must have huge sizes

e Problem of code equivalence solved in practise by Support Splitting Algorithm

- N . SENDRIER Finding the permutation between equivalent codes: the support splitting algorithm. |IEEE Transactions on

Information Theory, vol. 46, no. 4, pages 1193-1203, July 2000.
— Time complexity increases with the dimension of the Hull

— Codes should have a big Hull
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Insecure McEliece Cryptosystem Variants

e Reed-Solomon codes

V.M. SIDELNIKOV AND S.O. SHESTAKOV. On the insecurity of cryptosystems based on generalized Reed-Solomon codes. Discrete

Mathematics and Applications, 1(4):439-444, 1992.

e Concatenated codes

N. SENDRIER. On the Structure of Randomly Permuted Concatenated Code. Rapport de recherche de I'INRIA - Rocquencourt. Janvier 1995

e Reed-Muller codes.

L. MINDER AND A. SHOKROLLAHI. Cryptanalysis of the Sidelnikov cryptosystem. In Eurocrypt 2007, volume 4515 of Lecture Notes in

Computer Science, pages 347-360, Barcelona, Spain, 2007.

Remark.

Original McEliece scheme is still unbroken. ..
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McEliece Cryptosystem

e Three advantages
— Fast encryption/decryption algorithms
— Original scheme still secure

— Alternative solution to RSA for quantum computers!

e Main drawback: huge public key

For instance, parameters proposed in '78 (now outdated)
*x Goppa codes with n = 1024, k = 524

x Private key ~ 300 Kbits

* Public key ~ 500 Kbits
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Reducing Key Sizes

1. Sparse matrices

A. SHOKROLLAHI C. MoNICO, J. ROSENTHAL. Using low density parity check codes in the McEliece cryptosystem. In IEEE International

Symposium on Information Theory (ISIT 2000), page 215, Sorrento, ltaly, 2000.

2. Quasi-cyclic matrices

P. GABORIT. Shorter keys for code based cryptography. In Proceedings of the 2005 International Workshop on Coding and Cryptography (WCC

2005), pages 81-91, Bergen, Norway, March 2005.

3. Sparse quasi-cyclic matrices

M. BALDI, G. F. CHIARALUCE. Cryptanalysis of a new instance of McEliece cryptosystem based on QC-LDPC codes. In IEEE International

Symposium on Information Theory, pages 2591-2595, Nice, France, March 2007.
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Il. Cryptanalysis of a McEliece Cryptosystem
Based on Quasi-Cyclic LDPC Codes
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Low Density Parity Check Codes

Some facts.
e Invented by Gallager ('68) and rediscovered by Mackay ('98)
e Linear codes defined by very sparse parity check matrices
e lteratively decoded through Belief Propagation algorithm

e For any cryptographic use, one has to hide the sparsity of matrices

Notation.

Ln.kt : family of LDPC codes of length n, dimension k and correcting
capability of ¢ errors.
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Circulant Matrix
Definition.

e M is a circulant p X p matrix if

/mo mq mp—l \
mMy,_1 mo My_9
p p
M =
\ml ™mo mo )

o Weight of M is the weight of m = (my,...,my_1)

Notation.

M +—— m(x)=mo+mx+---my, jzP "
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Circulant Matrix

Properties. Let M and N be circulant p X p matrices

e M + N is circulant
M + N — m(zx) + n(x)

e M x N is circulant

M x N+— m(z) -n(x) mod («F —1)

e M7 is circulant

1
M — m(=) 2P mod (zF — 1)
T

e )M is invertible iff m(x) is coprime with 2P — 1
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Circulant-by-Block Matrix

Definition. M = [M, ;] is circulant-by-block if M; ; is a circulant p X p

matrix

Properties. Let M and N be circulant-by-block matrices

e M+ N, M x N, MT are also circulant-by-block matrices
e M is invertible iff det(IM)(x) is coprime with (xP — 1)

e M ~1is a circulant-by-block matrix
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Quasi-Cylic Codes

e Let n = png and r = prg with p, ng and ry positive integers

e Let H be an r x n parity check matrix of a code &

Definition.
¢ is quasi-cyclic if H = [H; ;] with each H, ; is a circulant p X p matrix

¢ is a quasi-cyclic low density parity check code if each H; ; is sparse
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McEliece Cryptosystem Based on Quasi-Cyclic
LDPC Codes ('07)

Description.
e Assume rg =1
o Let ¥ be a QC-LDPC code defined by
H=[H, --- H,,]
where H; is a sparse circulant p X p matrix of column weight d,

e ¢ is able to decode up to t’ errors

e H,, has full rank and dimension of € is k = p(ng — 1)
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McEliece Cryptosystem Based on Quasi-Cyclic
LDPC Codes

Setup(1*)

1. Choose integers s, m such that m << pandt=1t"/m

2. Randomly pick invertible matrix

— S =[5;,;] where S; ; is sparse circulant p x p matrix of weight s
— @ = [Q; ;] where Q; ; is sparse circulant p X p matrix of weight m

3. Calculate a generator matrix GG in row reduced echelon form from H
4. Compute G’ =S 1 x G x Q!
5. Output PK = (G',t) and SK = (S, H, Q)
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McEliece Cryptosystem Based on Quasi-Cyclic
LDPC Codes

Encrypt(x)
1. Randomly choose an error e € F5 of weight t

2. Calculatey =x-G' @ e

Decrypt(y)
1. Calculatez =y - Q //z=(x-STIxG)de-Q
2. Decode z into x’ /] x =x-8571

3. Output x’ - S

Remark.
e’ =e-(Q is of weight <mt =1
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McEliece Cryptosystem Based on Quasi-Cyclic
LDPC Codes

Proposed parameters.

e () is chosen in diagonal form

\ 0 Qu

e ();'s are invertible
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McEliece Cryptosystem Based on Quasi-Cyclic
LDPC Codes

Suggested values.
e ng =4, p=4032, d, =13, t' =190 and t = 27
e s=m=190/27=7

Key sizes.
e Public Key: 48400 bits
e Secret Key: 1716 bits
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Cryptosystem Analysis

Preliminaries.

e Since H=|H; ---

G —

e This implies that k first columns of public matrix G’ is equal to

[ Qr

-
<k ™

[

\

Iy,

S %

H,,| with H,,, invertible

(H H)T )

(Hf:;olHno—l)T )

1 0

)
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Cryptosystem Analysis

Or, equivalently by inverting G<; and adopting a polynomial approach

where q;(x) and s; j(x) are sparse polynomials

[ (@) sia(2)

qi(z) - si1(w)

\ q’no—l(x) | S’no—l,l(x)

q1(2) - S1,n,-1(2) \

Qi(T) * Sing—1(7)

qno—l(x) ) Sno—l,no—l(aj) )
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Cryptosystem Analysis

Cryptanalysis principle

Given g(x) of degree < p, find q(x) and s(x) of weight m << p such
that

g(z) = q(@)-s(z) mod (¥ —1)

Remark.

With high probability (> 0.94), there exists ¢ such that

(2" - a(@)) Ng(z) =o' - q(x)
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Cryptanalysis - First Strategy

1. Enumerate all the m-tuples (eq,...,e,,) of the support of g(x)
2. Calculate q(x) = % + -+ + 2™

3. If q(x) is coprime with P — 1 then

4 Calculate s = q (z) - g(z) mod (2P — 1)

5. If wt(s) = m then

6 Return q(x) and s(z)

I end if

8. end if
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Cryptanalysis - First Strategy

e Time complexity.

e Numerical results. For p = 4032 and m = 7, we obtain 2°°3 operations

e Probability of success. > 94%

But we can do faster...
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Cryptanalysis - Second Strategy

. Foreach1 <d<p-—1do
ga(z) = z¢ - g(z) mod (a¥ — 1)
a(z) = ga(z) N g(z)
If (wt(q) =m) and (q(x) coprime with P — 1) then
s(z) =q'(z) - g(z) mod (zF —1)
If wt(s) = m then
Return q(z) and s(x)
End if
End if
10. End for

© 0o N o o &~ Db =
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Cryptanalysis - Second Strategy

e Time complexity.

O (p°)

e Numerical results. For p = 4032, we obtain 23° operations

e Probability of success. Difficult to evaluate but experimentally ~ 69%
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Cryptanalysis - Third Strategy

e Recall that each row of G;,lg(x) is of the form

(di@) ... duyal) )

with
d;(z) =q(z)-s;(x) mod (zP —1)

e Define E; ;(z) =d;i(x) - dj_l(a:) mod (zP — 1)

e Note that we also have

E, () = si(x) -s7'(2) mod (a¥ — 1)
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Cryptanalysis - Third Strategy

e Let & be the code defined by the generator matrix
E(2) = ( 1(z) Esi(z) - En1a(e) )
e Then & contains p codewords of low weight (ng — 1)m = 21 since
s1(2) Bx) = (s1(2) sale) - Sueal@) )

e Applying dedicated algorithms like STERN or CANTEAUT-CHABEAUD

e Time complexity is about 232! with STERN's algorithm

Journées Codage et Cryptographie. March 17, 2008.

33



Secret Parity Check Matrix Extraction

e Once secret matrices S and @Q)1,...,Q,,—1 are found, calculate matrix
(1 0
( | ) (H HD)T % Q)
G = SxG'x | = I :
Q’I’Lo—l
H-1H, 1)' xQ; !
K 0 Ip ) K ( o 0 1) Q 0

e Note that we still need to discover Hy,..., H,, and Q,,
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Secret Parity Check Matrix Extraction

o Define A; = H; x H ' x (Q,1)" and B; ; = A; x A7

e Note that we also have:
Bz’,j = HZ X Hj_l

e Define the code %7 spanned by the generator matrix G
Gy = ( I, B>1 -+ Bp,—11 )
e %1 contains p codewords of low weight (ng — 1)d, = 39 since

HoxGi= (B )

Journées Codage et Cryptographie. March 17, 2008.



Secret Parity Check Matrix Extraction

e Time complexity is about 237 with STERN's algorithm

e Final step:

1. Compute HZ-_1 X A; = Hﬁol X (Qra)”

no

2. Apply strategy 1 or 2 to find H,, and Q,,
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Conclusion

e Key reduction is a crucial issue when considering McEliece cryptosystems

e Hiding structure is also a main security issue

e Successfully combining these two aspects represents a big challenge
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