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Let B, be the permutation set of [1,2"], f € B, and L,R,S, T €[1,2"]. A
I-round Feistel network with internal permutation is the permutation 1(f) (or
¥):

(LR =[R, Lef(R)] =[S, T]

1]
=<
1]

A k-round Feistel network with internal permutations :

(A, )= P(fi) oo p(h)
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o Feistel networks widely used

@ Little work done on Feistel networks with round permutations
([Knudsen-02] : attack on 5 rounds, [Piret-05] : security proofs for 3 and
4 rounds).

@ These networks have been used to design some symmetric ciphers
(DEAL, Camellia,...).

@ Different behavior of these Feistel networks and the classical ones.
Example (3 rounds) :

/\/\

] ek melsps
N4

Ry & 51 = Ry ® S, with probability :
@ 1/2" : random permutation
@ 2/2" : Feistel network with internal functions
e 1/2" : Feistel network with internal permutations

T |
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Generic attacks

Definition

A generic attack on a Feistel network with internal permutations, is an
attack allowing to distinguish, with high probability, a Feistel network from a
random permutation when the round permutations are randomly chosen.

@ We interest ourselves in generic attacks, working with complexity
< O(22") (exhaustive search on the inputs).

@ When the complexity is > O(22"), we interest ourselves in attacks on
Feistel permutation generators.

@ We consider attacks using correlations between pairs of messages.
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Chebyshev formula

Theorem (Chebyshev formula)

Let X be a random variable and o € Ri. Then :

P{IX — E(X)| > a-o(X)} < iz

(8

Let us consider m messages and the random variables :

@ X, counts the number of pairs of these messages verifying some equations
on the inputs and outputs when they correspond to a random permutation

) ka counts the same number for a k-round Feistel network with internal
permutation.

We distinguish with high probability 1/ from a random permutation if
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Definition
[Ll, Rl] 75 [Lz, R2] and [51, Tl] 7& [52, T2] E [1, 22"]. The H-coefficient for
that case computes the number of (fi,...,f) € BX, such that

P (f,. . R (Li, R)) =[Si, Ti]. i = 1,2.

@ This notion enables the study of X .
@ From the study of X« we get an attack.

@ We consider all possible relations between pairs of messages and compute
the corresponding H-coefficient value.

@ All values are considered, thus we get the best attacks using correlation
between two messages.
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Attacks on Feistel networks

We consider a case where we have ne equations between the inputs and
outputs.

® E(Xp) = sm (M : number of pairs considered)
.o4n
|[E(Xyx) = E(Xp)| = 78 - 1T55%

1
R 171/22"|
o(Xp) + o(Xyx) =~ M

M_ | H:2*" 1
@ We can solve s Bk m| >/ sm and find M.

@ We deduce the number m of messages needed to get these M pairs.

@ We get an attack with complexity O(m).

Remark : best attacks : ne minimal and |1 ‘B |k — | maximal.

_ 1
1-1/27
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Example on 3 rounds, KPA. Table of values

case : 1
equalities : 0 eq.
H2% 2n
|Bp|3  1—1/22n 1/2
case : 2 3 4 5
equalities : 1 eq. 1 eq. 1 eq. 1 eq.
H-2%n 1
8,3 T 1/ 1/2" 1/2" 1/2" 1/2"
case : 6 7 8 9 10 11
equalities : 2 eq. 2 eq. 2 eq. 2 eq. 2 eq. 2 eq.
H-2%7 _ 1 n n n
e — 1/2 1 1 1 1/2 1/2
case : 12 13
equalities : 3 eq. 3 eq.
H-2%" 1
[Bn|3  1-1/22n ! !

B,F — 1-1/2%

in different cases

F1G.: Order of the leading term of H:2; 1
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Example on 3 rounds, KPA

Incase 1:
@ E(Xp) ~ M (M : number of pairs of messages)

.24n
o O — o) = 1/2%" = |E(Xp) — E(Xys)| = 3

o L >VMe M> 24
In cases 2 to 5 :

o E(Xp) ~ 2—’V,,’ (M : number of pairs of messages)

.o4n n
° O(Tgr — 11am) = 1/2" = |[E(Xp) — E(Xys)| = 35

M VM 3n
oﬁ>\/2—n<:>M>2

In cases 7, 8 and 9 :

o E(Xp) = 2L (M : number of pairs of messages)

.o4n
° O — i) = 1 = |E(Xp) — E(Xy3)| = 9

o M~ YM o> 220
Cases 7,8 and 9 are the cases leading to the best attack. O(2") computations
are needed to get O(22") pairs. Complexity of the attack : O(2").
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3 rounds, round functions, round permutations

3-round Feistel network ([Patarin-01]) :
o KPA with O(2"/?) computations.

. .04n
@ incase R' @ S! = R? @ S?, O("'g—fp—ﬁ)zl-

3-round Feistel network with round permutations :
@ KPA with O(2") computations.

@ no case with 1 equation and (9(""3'—2|4; - ﬁ) =1

= Not just transposing attacks!
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Attacks on Feistel permutation generators

When m > 227 we decide to attack a permutation generator. (A number of
permutations needed)
Here :

|H~24”_ 1 |
|BsJk  1-1/220

|H24n

@ We can solve 4 el 1/22,,| > 2,,9',,, with M maximal per

2ne .n

permutation, and flnd >\
@ We get an attack with complexity O(2%" - \).

H'24"

Remark : best attacks : n. minimal, Al ﬁ| maximal and M maximal.
3 -
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Example on 6 rounds, CPA. Table of values of

case : 1 2 3

equalities : 0 eq. 0 eq. 0 eq.

maximal M : 24n 23n 23n

H2* 3n 3n 3n

s — T 1/2 1/2 1/2

case : 4 5 6 7 8
equalities : 1 eq. 1eq. 1 eq. 1 eq. 1eq.
maximal M : 24n 2%n 2%n 230 230
H-2%n 1 2 3 2 2 2
s T | 12 1/2%0 1/22n 1/22n 1/22n
case : 9 10 11

equalities : 2 eq. 2 eq. 2 eq.

maximal M : 24 24n 2%n

H2* 3n 2n n

s i | 12 1/2 1/2

4n . .
F1G.: Order of the leading term of "”P - 1_11/22,, in different cases
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Example on 6 rounds, CPA

In case 1 :
o E(Xp) =~ \-2%
.o4n n n
o O(EZF — tam) = 1/2" = |E(X,) = E(Xys)| = A -2

[BaT
o A-2"> /X227 X > 020
In case 4 :
o E(Xp) = 22"
o O(MZT — L) = 1/227 = |E(Xp) — E(X,a)| = A-2"
O A-2"> VA28 e\ > 2"
In case 11 :
o E(Xp) ~ /\272,3,"
o O(HZ7 — am) = 1/2" = |E(X,) — E(Xye)| = A

@ A> VA2 A > 2"

Cases 4 and 11 are the cases leading to the best attacks. O(2") permutations
and O(22") computations per permutation are needed. Complexity of the
attacks : 0(2%").
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General idea

Fi1aG.: ’(/Jk(fl, Cy fk)([L,', R,]) = [5,', T,], I = 1,2

o Fix a possible sequence s € {=, #}X, such that X{ s; XJ.
@ N(d;) : number of possible values for X{ & Xj.
@ Then N(d;)-2" : number of possibilities for (X{, X3).
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General idea

Fic.: *(f,...,f)(L,R]) =[S, T]

f;-(X"*l) — Xi72 G}Xi,
o N(d;)-2" : number of possibilities for (f;(X/ 1), fi(Xi™1)).
o If Xl"*1 #* Xz"*l, number of possibilities for f; :

Fi(s) :=2"- N(d;) - (2" — 2)!
o If Xl"*1 = Xz"*l, number of possibilities for f; :

Fi(s) =2 N(d;) - (2" = 1)!
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Formula

Then, given a specific pair of input/output couples, the wanted number H is :

H= 3 ([[F6)

possible s i=1

= > (@ -1 - 216 N(dy) - N(d).

possible s

We have to :

o find the possible sequences s for each input/output couples
o for each one, compute the product N(d)... N(dk).

This can be done using combinatorial facts. Thus :

@ We obtain general formulae for the H-coefficients

@ We obtain all attacks using correlations between two messages.
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Table of results

number K KPA | CPA-l | CPA-2 | CPCA1 | CPCA-2
1 1 1 1 1 1
2 2n/2 2 2 2 2
3 27(+) | 272 2n/2 2n/2 3
4 on on/2 on/2 on/2 on/2
5 23n/2 on on on on
6 27(+) | 227(+) | 227(+) | 27(+) | 2(+)
7 23n 23n 23n 23n 23n
8 24n 24n 24n 24n 24n
9 297(+) | 2°7(4) | 2°7(+4) | 2°7(+) | 2°7(+)
10 26n 26n 26n 26n 26n
11 27n 27n 27n 27n 27n
12 297(4) | 2°°(+) | 227(+) | 2°7(+) | 2°°(+)
kZG, k=0 mod 3 2(k—3)n 2(k—3)n 2(k—3)n 2(k—3)n 2(k—3)n
k>6, k=1 or 2 mod 3 2(k—4)n 2(k—4)n 2(k—4)n 2(k—4)n 2(k—4)n

F1G.: Maximum number of computations needed to get an attack on a k-rounds
Feistel network with internal permutations.
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Conclusion

@ Similar results for Feistel networks with internal permutations and for
classical Feistel networks, when the number of rounds is < 5, except for
KPA on 3 rounds.

@ For k > 6 rounds, different results on all 3/ rounds.

@ The attacks fit with the results of Gilles Piret.

@ When the complexities are < 2"/2, same results for Feistel networks with
round permutations and round functions.

@ The attacks on Feistel networks with internal permutations seem to be as
difficult or sometimes more difficult to perform as the ones on classical
Feistel networks.
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