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De�nitionsLet Bn be the permutation set of [1; 2n℄, f 2 Bn and L;R ;S ;T 2 [1; 2n℄. A1-round Feistel network with internal permutation is the permutation  (f ) (or ) :  ([L;R ℄) = [R ; L� f (R)℄ = [S ;T ℄
L

f

R

S TA k-round Feistel network with internal permutations : k (f1; : : : ; fk):=  (fk) Æ : : : Æ  (f1)Joana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
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MotivationFeistel networks widely usedLittle work done on Feistel networks with round permutations([Knudsen-02℄ : atta
k on 5 rounds, [Piret-05℄ : se
urity proofs for 3 and4 rounds).These networks have been used to design some symmetri
 
iphers(DEAL, Camellia,...).Di�erent behavior of these Feistel networks and the 
lassi
al ones.Example (3 rounds) :
L XR 2f1f S f T3R1 � S1 = R2 � S2 with probability :1=2n : random permutation2=2n : Feistel network with internal fun
tions1=2n : Feistel network with internal permutationsJoana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
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Generi
 atta
ks
De�nitionA generi
 atta
k on a Feistel network with internal permutations, is anatta
k allowing to distinguish, with high probability, a Feistel network from arandom permutation when the round permutations are randomly 
hosen.We interest ourselves in generi
 atta
ks, working with 
omplexity< O(22n) (exhaustive sear
h on the inputs).When the 
omplexity is � O(22n), we interest ourselves in atta
ks onFeistel permutation generators.We 
onsider atta
ks using 
orrelations between pairs of messages.
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Chebyshev formula
Theorem (Chebyshev formula)Let X be a random variable and � 2 R�+ . Then :PfjX � E (X )j � � � �(X )g � 1�2Let us 
onsider m messages and the random variables :Xp 
ounts the number of pairs of these messages verifying some equationson the inputs and outputs when they 
orrespond to a random permutationX k 
ounts the same number for a k-round Feistel network with internalpermutation.We distinguish with high probability  k from a random permutation ifjE (X k )� E (Xp)j > �(X k ) + �(Xp)Joana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
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H-
oeÆ
ient
De�nition[L1;R1℄ 6= [L2;R2℄ and [S1;T1℄ 6= [S2;T2℄ 2 [1; 22n℄. The H-
oeÆ
ient forthat 
ase 
omputes the number of (f1; : : : ; fk ) 2 Bkn , su
h that k (f1; : : : ; fk)([Li ;Ri ℄) = [Si ;Ti ℄, i = 1; 2.This notion enables the study of X k .From the study of X k we get an atta
k.We 
onsider all possible relations between pairs of messages and 
omputethe 
orresponding H-
oeÆ
ient value.All values are 
onsidered, thus we get the best atta
ks using 
orrelationbetween two messages.
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Atta
ks on Feistel networks
We 
onsider a 
ase where we have ne equations between the inputs andoutputs.E (Xp) ' M2ne �n (M : number of pairs 
onsidered)jE (X k )� E (Xp)j ' M2ne �n � jH�24njBnjk � 11�1=22n j�(Xp) + �(X k ) 'q M2ne �nWe 
an solve M2ne �n � jH�24njBnjk � 11�1=22n j >q M2ne �n and �nd M.We dedu
e the number m of messages needed to get these M pairs.We get an atta
k with 
omplexity O(m).Remark : best atta
ks : ne minimal and jH�24njBnjk � 11�1=22n j maximal.
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Example on 3 rounds, KPA. Table of values of H �24njBnj3 � 11�1=22n
ase :equalities : 10 eq.H�24njBnj3 � 11�1=22n 1=22n
ase :equalities : 21 eq. 31 eq. 41 eq. 51 eq.H�24njBnj3 � 11�1=22n 1=2n 1=2n 1=2n 1=2n
ase :equalities : 62 eq. 72 eq. 82 eq. 92 eq. 102 eq. 112 eq.H�24njBnj3 � 11�1=22n 1=2n 1 1 1 1=2n 1=2n
ase :equalities : 123 eq. 133 eq.H�24njBnj3 � 11�1=22n 1 1Fig.: Order of the leading term of H�24njBnj3 � 11�1=22n in di�erent 
ases
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Example on 3 rounds, KPAIn 
ase 1 :E (Xp) ' M (M : number of pairs of messages)O(H�24njBnj3 � 11�1=22n ) = 1=22n ) jE (Xp)� E (X 3)j ' M22nM22n > pM , M > 24nIn 
ases 2 to 5 :E (Xp) ' M2n (M : number of pairs of messages)O(H�24njBnj3 � 11�1=22n ) = 1=2n ) jE (Xp)� E (X 3)j ' M22nM22n > pMp2n , M > 23nIn 
ases 7, 8 and 9 :E (Xp) ' M22n (M : number of pairs of messages)O(H�24njBnj3 � 11�1=22n ) = 1) jE (Xp)� E (X 3)j ' M22nM22n > pM2n , M > 22nCases 7,8 and 9 are the 
ases leading to the best atta
k. O(2n) 
omputationsare needed to get O(22n) pairs. Complexity of the atta
k : O(2n).Joana Treger, Ja
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3 rounds, round fun
tions, round permutations
3-round Feistel network ([Patarin-01℄) :KPA with O(2n=2) 
omputations.in 
ase R1 � S1 = R2 � S2, O(H�24njBnj3 � 11�1=22n ) = 1.3-round Feistel network with round permutations :KPA with O(2n) 
omputations.no 
ase with 1 equation and O(H�24njBnj3 � 11�1=22n ) = 1.) Not just transposing atta
ks !
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Atta
ks on Feistel permutation generatorsWhen m > 22n, we de
ide to atta
k a permutation generator. (� number ofpermutations needed)Here :E (Xp) ' M��2ne :njE (X k )� E (Xp)j ' M��2ne :n � jH�24njBnjk � 11�1=22n j�(Xp) + �(X k ) 'q M��2ne :nWe 
an solve M��2ne :n � jH�24njBnjk � 11�1=22n j >qM��2ne :n , with M maximal perpermutation, and �nd �.We get an atta
k with 
omplexity O(22n � �).Remark : best atta
ks : ne minimal, jH�24njBnjk � 11�1=22n j maximal and M maximal.
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Example on 6 rounds, CPA. Table of values of H �24njBnj6 � 11�1=22n
ase :equalities :maximal M : 10 eq.24n 20 eq.23n 30 eq.23nH�24njBnj6 � 11�1=22n 1=23n 1=23n 1=23n
ase :equalities :maximal M : 41 eq.24n 51 eq.23n 61 eq.23n 71 eq.23n 81 eq.23nH�24njBnj6 � 11�1=22n 1=22n 1=23n 1=22n 1=22n 1=22n
ase :equalities :maximal M : 92 eq.24n 102 eq.24n 112 eq.23nH�24njBnj6 � 11�1=22n 1=23n 1=22n 1=2nFig.: Order of the leading term of H�24njBnj6 � 11�1=22n in di�erent 
ases
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Example on 6 rounds, CPAIn 
ase 1 :E (Xp) ' � � 24nO(H�24njBnj6 � 11�1=22n ) = 1=23n ) jE (Xp)� E (X 6)j ' � � 2n� � 2n > p� � 22n , � > 22nIn 
ase 4 :E (Xp) ' ��24n2nO(H�24njBnj6 � 11�1=22n ) = 1=22n ) jE (Xp)� E (X 3)j ' � � 2n� � 2n > p� � 23n , � > 2nIn 
ase 11 :E (Xp) ' ��23n22nO(H�24njBnj6 � 11�1=22n ) = 1=2n ) jE (Xp)� E (X 6)j ' �� > p� � 2n , � > 2nCases 4 and 11 are the 
ases leading to the best atta
ks. O(2n) permutationsand O(22n) 
omputations per permutation are needed. Complexity of theatta
ks : O(23n).Joana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
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General idea
L

L

−13 kfX TS kfR f2f1f k−2X 1 X 2

−13 kfX TS kfR f2f1f k−2X 1 X 2

1 1 1 1 11 1

2 2 2 2 2 22Fig.:  k(f1; : : : ; fk )([Li ;Ri ℄) = [Si ;Ti ℄; i = 1; 2Fix a possible sequen
e s 2 f=; 6=gk , su
h that X i1 si X i2.N(di) : number of possible values for X i1 � X i2.Then N(di ) � 2n : number of possibilities for (X i1;X i2).Joana Treger, Ja
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General idea
L −13 kfX TS kfR f2f1f k−2X 1 X2Fig.:  k(f1; : : : ; fk )([L;R℄) = [S ;T ℄fi(X i�1) = X i�2 � X i ;N(di ) � 2n : number of possibilities for (fi (X i�11 ); fi (X i�12 )).If X i�11 6= X i�12 , number of possibilities for fi :Fi(s) := 2n � N(di ) � (2n � 2)!If X i�11 = X i�12 , number of possibilities for fi :Fi(s) := 2n � N(di ) � (2n � 1)!Joana Treger, Ja
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FormulaThen, given a spe
i�
 pair of input/output 
ouples, the wanted number H is :H = Xpossible s( kYi=1 Fi(s) )= Xpossible s(2n � 1)!ne (s)(2n � 2)!nd (s) � N(d1) � � �N(dk ):We have to :�nd the possible sequen
es s for ea
h input/output 
ouplesfor ea
h one, 
ompute the produ
t N(d1) : : :N(dk ).This 
an be done using 
ombinatorial fa
ts. Thus :We obtain general formulae for the H-
oeÆ
ientsWe obtain all atta
ks using 
orrelations between two messages.Joana Treger, Ja
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ks on Feistel Networks With Internal Permutations 2008-03-21 20 / 23



Plan1 Introdu
tionDe�nitionsMotivationThe work2 General te
hniqueGeneral remarksDistinguishing  k from a random permutationExample 1 : KPA on 3 roundsDistinguishing a  k generator from a random permutation generatorExample 2 : CPA on 6 rounds3 Computation of the H-
oeÆ
ientsThe ideaGeneral formula4 Table of results, 
on
lusionJoana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
 Atta
ks on Feistel Networks With Internal Permutations 2008-03-21 21 / 23



Table of resultsnumber kof rounds KPA CPA-1 CPA-2 CPCA-1 CPCA-21 1 1 1 1 12 2n=2 2 2 2 23 2n(+) 2n=2 2n=2 2n=2 34 2n 2n=2 2n=2 2n=2 2n=25 23n=2 2n 2n 2n 2n6 23n(+) 23n(+) 23n(+) 23n(+) 23n(+)7 23n 23n 23n 23n 23n8 24n 24n 24n 24n 24n9 26n(+) 26n(+) 26n(+) 26n(+) 26n(+)10 26n 26n 26n 26n 26n11 27n 27n 27n 27n 27n12 29n(+) 29n(+) 29n(+) 29n(+) 29n(+)k�6; k=0 mod 3 2(k�3)n 2(k�3)n 2(k�3)n 2(k�3)n 2(k�3)nk�6; k=1 or 2 mod 3 2(k�4)n 2(k�4)n 2(k�4)n 2(k�4)n 2(k�4)nFig.: Maximum number of 
omputations needed to get an atta
k on a k-roundsFeistel network with internal permutations.Joana Treger, Ja
ques Patarin (PRiSM, Universit�e de Versailles)Generi
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Con
lusion
Similar results for Feistel networks with internal permutations and for
lassi
al Feistel networks, when the number of rounds is � 5, ex
ept forKPA on 3 rounds.For k � 6 rounds, di�erent results on all 3i rounds.The atta
ks �t with the results of Gilles Piret.When the 
omplexities are � 2n=2, same results for Feistel networks withround permutations and round fun
tions.The atta
ks on Feistel networks with internal permutations seem to be asdiÆ
ult or sometimes more diÆ
ult to perform as the ones on 
lassi
alFeistel networks.
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