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Abstract. []In this paper we derive several important results towards a
better understanding of propagation characteristics of resilient Boolean
functions. We first introduce a new upper bound on nonlinearity of a
given resilient function depending on the propagation criterion. We later
show that a large class of resilient functions admit a linear structure;
more generally, we exhibit some divisibility properties concerning the
Walsh-spectrum of the derivatives of any resilient function. We prove
that, fixing the order of resiliency and the degree of propagation crite-
rion, a high algebraic degree is a necessary condition for construction of
functions with good autocorrelation properties. We conclude by a study
of the main constructions of resilient functions. We notably show how
to avoid linear structures when a linear concatenation is used and when
the recursive construction introduced in [I1] is chosen.

Keywords: Boolean functions, nonlinearity, propagation characteristics, re-
siliency, linear space.

1 Introduction

The security of most conventional cryptographic systems is based on some prop-
erties of Boolean functions — currently called cryptographic criteria. This pa-
per deals with well-known such criteria. The nonlinearity, the distance from a
Boolean function to the set of all affine functions, prevents linear attacks in
block ciphers [9]. Correlation-immune functions were first introduced by Siegen-
thaler [T4] in order to construct running-key generators for stream ciphers which
resist to correlation attack. A balanced such function is said to be resilient; re-
siliency appears as the main criterion in several systems (see, for instance, [I]).
The propagation criterion (PC) was introduced by Preneel [12], generalizing the
strict avalanche criterion [I7]. More generally, the propagation characteristics of

! More detailed explanations, examples and full proofs can be found in the extended
version of this paper, see [0].
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any Boolean function refer to certain properties of its derivatives [19]. A func-
tion which has constant derivatives is said to have a nontrivial linear space, the
space of its linear structures. The distance from a Boolean function to the set of
functions with linear structures was explained by Meier and Staffelbach in [10].

Recently, the relationships between propagation characteristics, nonlinearity,
and correlation-immunity were investigated (see notably [2], [13], [15],[20], [E]).
Generally, in all recent works, it appears that good cryptographic properties im-
ply that the given function belongs to some well-structured class. It is especially
true for resilient functions; a few effective constructions are known and the main
of these are based on concatenations [ZJI6]. Our main purpose is the study of
the consequences of high resiliency for other cryptographic criteria. How high
resiliency could lead to some weakness ? In accordance with [T0)], such weakness
has to be considered up to any simple transformation (for instance, any affine
transformation).

In Section [2], we present the main tools for the study of Boolean functions on
F3, the basic definitions and some recent results concerning the cryptographic
criteria. In Section Blwe consider resilient functions which satisfy a certain propa-
gation criterion. We introduce a new nontrivial upper bound on the nonlinearity
of t-resilient functions satisfying PC with respect to some subspace of dimension
p (Theorem[3). We then emphasize that for a fixed order of resiliency, the upper
bound on nonlinearity of f, is smaller for larger p. Section [ is devoted to the
characterization of the linear space of functions. Different criteria regarding the
functions with linear structures are addressed here. We then deduce that high
resiliency leads to the existence of linear structures (Corollary B2). In Section
Bl we study the weights of the derivatives of resilient functions which satisfy
(or not) some propagation criterion. Our results reinforce those of the previ-
ous section. Namely, high resiliency leads to high divisibility for the weights of
derivatives; moreover, taking into account the degree of propagation and the
degree of the function, this divisibility increases (Theorem [G)). In Section [ we
discuss the main known constructions of resilient functions. We first character-
ize resilient functions, obtained by linear concatenation, which have no linear
structure (Proposition [B]). We later study two recursive constructions [16],[11].
We prove that the first one provides resilient functions which have a linear space
not reduced to 0, while the second one preserves the lack of linear structure
(Proposition [7).

2 Definitions and Basic Properties

2.1 Boolean Functions

We denote by B, the set of Boolean functions of n variables. Thus f € B, is a
function from F3 to Fa; it is generally represented by its algebraic normal form:

flzy, ... x,) = Z Au (ﬁxf) , A €5 .
i=1

u€Fy
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The degree of f is the maximal value of the Hamming weight of uw such that
Ay # 0. The linear functions will be represented by means of the scalar product,
with respect to the standard basis. They will be denoted as follows: for any
acly, po 1 xelFy — 06'3322?210%33:'-
The Walsh transform of f € B,, in point « is denoted F(f + ¢,) and calcu-
lated as,
a€Fy — F(f+¢a)= Y (—1)f@Heale)

zeFy

The values of these coefficients form the Walsh-spectrum of f. For convenience,
F(f) will denote the Walsh transform in o = 0. The nonlinearity Ny of f € B,
is related to the Walsh transform via following expression:

L
Ny = gn—1 _ % where L(f) = gé%{; | F(f + ®a) |-

The propagation characteristics of f are described by the behavior of its deriva-
tives. The derivative of f € B, with respect to any direction a € [y, is the
mapping D.f : ¢ +— f(z) + f(a + x). Thus, the auto-correlation function
of f refers to the function a — F(D,f). The main indicators of propagation
characteristics are the absolute indicator and the sum-of-square indicator [19):

M(f) = _max | F(Duf) | and V(f)= > F*(Daf) .

acFl, a
27 acFy

For any linear subspace V of F%, its dual V+ will be the subspace of elements
x € F4 such that v -y = 0 for all y € V. The next formula provides a link
between the Walsh and autocorrelation spectra of f. The proof can be found in
Bl Lemma V.2].

Lemma 1 Let V be a linear subspace of Fy of dimension k. Then for any func-
tion f in B, we have for any B € Fy,

S P+ ppi0) =28 Y (~)PF(DLS). (1)

veV ueV+

For V = {0}, (@) becomes the well-known relation:

FAf+ep) = Y (1) “F(Duf).

u€Fy

2.2 Resiliency and Propagation Characteristics

The next definitions are now classical. They were introduced in [TOJT2] (for the
propagation characteristics) and in [I4l18] (for the resiliency). Recall that the
Hamming weight of any binary vector y is wt(y) = #{i | y; = 1}, where #A4
denotes the cardinality of any set A. By convention, the weight of f € B, is
the Hamming weight of its corresponding codeword, where the codeword of f(x)
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is the sequence of values f(x), when x runs through F%. Any function f € B,
is balanced when wt(f) = 2”1 or, equivalently, F(f) = 0. A function exhibits
good propagation characteristics when its autocorrelation function takes “small”
(absolute) values; therefore the related indicators have to be “small” [19].

Definition 1 The linear space of any Boolean function f is the linear subspace
of those elements a such that the function Dyf is constant. Such nonzero a is
called a linear structure of f.

The function f € B, has a linear structure if and only if M(f) takes its maximal
value 2". On the other hand the sum-of-square indicator provides a bound for
the nonlinearity.

Theorem 1 [2] Let f € B,,. Then we have V(f) < 2"L2(f) with equality if and
only if the Walsh spectrum of f takes at most three values, 0, L(f) and —L(f).

The propagation criterion of f concerns the set of balanced derivatives.

Definition 2 Let E C F}. The function f € B, satisfies the propagation crite-
rion (PC) with respect to E if for all e € E the function D.f is balanced. The
function f satisfies PC of degree p ( PC(p)) for some positive integer p when
D, f is balanced for any a € FY such that 1 < wi(a) < p.

The correlation-immunity is characterized by the set of zero values in the Walsh
spectrum.

Definition 3 Let f € B, and let t be some positive integer. The function f is
said to be correlation-immune of order t if and only if F(f + pao) = 0 for any
a € FY such that 1 < wt(a) < t. Moreover, when f is balanced, it is said to be
t-resilient. A balanced function is said to be 0-resilient.

Besides its maximum value, the whole Walsh spectrum of a Boolean function
has a great cryptographic significance. Several recent works are devoted to the
divisibility of the Walsh coefficients of resilient functions. Sarkar and Maitra
proved in [13] that any ¢-resilient function f € B, satisfies for all a: F(f+¢qa) =0
(mod 2!*2). This result has been independently obtained by Tarannikov [15]. It
was improved by Carlet in [4] by including the algebraic degree d of the function:

n—t—2

F(f+¢a) =0 (mod 221 =—1) v o eFy (2)

(where | 7] denotes the integer part of r). Carlet then derived a new upper bound

on Ny,
Np <ot - ot+1+| =2 ] (3)
This bound is lose for small ¢, since there is a tighter upper bound derived

from the nonlinearity of bent functions. However, for ¢ > § — 2 the bound above
is tighter for any n.
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3 On Resilient Boolean Functions Satisfying PC

In this section, we focus on an improvement of the bound (B) when considering
any t-resilient function which moreover satisfies some propagation criterion.

3.1 Preliminary

In a recent paper, Zhang and Zheng introduced several properties regarding
the relationship between the correlation-immunity and propagation criteria [20].
They begin by giving a lower bound for the nonlinearity of functions satisfying
PC(p). The following result is given in [20, Theorem 1].

Theorem 2 Let f be a non-bent function in B, satisfying PC(p). Then the
nonlinearity of f satisfies

Ny >2mt — "5 L or equivalently, L(f) <2"7% . (4)
Moreover, if L(f) =2""%, then p=n — 1 and n is odd.
Actually this lower bound can be established more generally.

Proposition 1 Let f be a non-bent function in B,. Assume that f satisfies
PC with respect to U \ {0}, where U is a subspace of F3 of dimension p. Then
the nonlinearity of f satisfies ({f)). This especially holds when f satzsﬁes PC(p).
When p=n—1, for odd n, or p=n — 2, for even n, then L(f) = 2" %.

Proof: We apply (@) with k =n —p and V = U*. Then for any £,

Z FAf+ Pptv) =2"PF(Dof) = 22n7P
veU+

2n 2n—p 1

This implies that £2(f) < 22"7P or, equivalently, that Ny > 27~1 — 272
When the function f satisfies PC(p), it satisfies PC with respect to U, \ {0} for

any a where
Upo={uweF}| ga} with wt(a)=p. (5)

Note that v < a means that a covers u, i.e., u; < a; for all 7 in the range [1,n].
The cases p =n — 1 and p = n — 2 were explained in [B] § V.C]. Note that,
according to the previous theorem, it is impossible to have: f satisfies PC(n —2)
and L(f) = 2" 3.
O
With the hypothesis of Theorem B, £(f) = 2"~ % implies that p = n — 1
for odd n (and that f is bent for even n). The functions satisfying PC(n — 1)
were fully-characterized in [2]. Such a function f admits one and only one linear
structure, say e, and is such that D, f is balanced unless a € {0,e}. Moreover
it cannot be 1-resilient, with respect to any basis. In the case of Proposition [}
it is possible to have £(f) = 2"~ % for any even p. Furthermore for p = n — 1,
when f is balanced it is generally 1-resilient, with respect to some basis (see [2],
Corollary 2, Theorems 4 and 7).
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In the sequel of this section, we will consider functions which are t-resilient
with respect to the standard basis. We will fix the basis for the definitions of
the t-resiliency; for the PC property we consider particular subspaces which are
defined by means of this standard basis. We first indicate some restriction on
the sum p + t.

Lemma 2 Let f be a t-resilient function satisfying PC with respect to the non-
zero elements of U,, wt(a) = p, defined as in (3). Denote by a the vector (1 +
ay,...,1+ay).

Thenp+t<n—1.Ifp+t=n—1and F(f + ¢g) # 0 then L2(f) =
F2f+pg) =22""P. Whenp+t=mn—1 and f satisfies PC(p) thenp=mn — 1,
n is odd and t = 0.

Proof: We apply (@) with k =n —p, V = U and 3 = 0: 21,<a-72(f + @) =
22n7p.

Since wt(a) = n—p and f is t-resilient, ¢ > n—p would imply that each term
in the sum above is zero, a contradiction. Now, assuming that t =n —p — 1,
there is only one possible non-zero term in this sum (for v = @). According
to Proposition [} F2(f + ¢z) = 22"7P provides £2(f) = 22"~P. The proof is
completed by means of Theorem 21 a

3.2 A New Upper Bound

We will show that there exists a nontrivial upper bound on the nonlinearity of
t-resilient functions satisfying PC with respect to the nonzero elements of some
subspace of dimension p. According to the previous discussion we will assume
that p+t =n—k with k£ > 2. Recall that the degree d of any t-resilient function
in B, satisfies d <n —t—1 [I4].

Theorem 3 Let f € B, be a t-resilient function of degree d with d > 2. Assume
that f satisfies PC with respect to U, \ {0} where U, = {u € Fylu < a} with
wt(a) = p. Let p+t =n —k with 2 < k < n — 2. Then the upper bound on
nonlinearity of f is given by,

Nf < 2n—1 ) 2t+1+L$J’ (6)

where £ is the minimum integer among all positive integers i satisfying

k
2 Z <t + k) > gp+2k—d—2[ 252 | (7)
=1

t+j

This is especially true when f satisfies PC(p).

Proof: From Lemma [[] since (D, f) = 0 for any nonzero u € U,, we have:

> FAf+pu) =2"PF(Dof) = 22"7F, (8)

velUt
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On the other hand we know that, as any t-resilient function, f satisfies for all
o F(f + pa) =0 (mod 2072F€) where € = |2=L=2] (see (@)). Combining this
result with (8), we conclude that for any v € U there is an integer i such that
0 < Z'2 < 2p+2k—4—25 and ]:2(f + 907)) — i222(t+2+€).

Remark that 2n—p—2(t+24¢€) = p+2k—4—2¢, since p+t = n—k, providing
the upper bound on i2. Moreover, the equality () implies p + 2k — 4 — 2¢ > 0.
Now we set for any i:

A; = card {v S Uj- . ‘}-(f‘i‘s%)\ :Z'2t+2+6} .

Then we may rewrite (§) in terms of \;. We obtain (where ¢ = 2PF2k=4=2¢).

C C
§ )\ii222t+4+26 — 227171) , i.€.7 § )\7(22 — 2p+2k74726,
i=1 3

On the other hand, we consider the number A of nonzero coefficients F(f + ¢,)
when v describes Ul Since f is t-resilient, then A < 25:1 (ii’;) Thus we claim
that from a certain positive value of ¢, say for all i > iy, we have :

Z)\j < A2 <Zzz<iij> (9)

Therefore we can define ¢ as the smallest integer such that 2PH2k—4-2¢ <
622 (if;) Moreover we are sure that there is some v € U; such that
|F(f + @u)| > € 2172%¢ because if this is not true then we can define i < ¢
such that |F(f + ¢,)| < i2872%€ for all v ; such i satisfies (@) contradicting
the assumption. Thus we have proved that the maximal absolute value of the
coefficients F(f + ¢,) is at least £ 2!72¢ or, equivalently, that Ny satisfies ().
O
According to the previous theorem, it is easy to see that for a fixed order
of resiliency the upper bound on nonlinearity becomes smaller as p increases.
Note that the lower bound (@), which has concern with propagation criterion
only, increases with p. The next example clearly indicate the trade-off between
the nonlinearity and propagation. Another illustration is the following corollary,
directly deduced from Theorem [J (for k = 2).

Corollary 1 Let f be a Boolean function in B, of degree d satisfying the hypoth-
esis of Theorem[3. Furthermore, let p+t=n—2, p > 0. Then the upper bound
on nonlinearity is given by, Ny < 2"~ — ¢ 2t+1+1&] where £ is the minimum
integer among all positive integers i satisfying

i2(t +3) > 2r—2lal, (10)

Example 1 Let f be a 4-resilient function in Bjg. Assume there is a € F3° of
weight wt(a) = 3 such that D, f is balanced for any nonzero u < a, i.e,, t =4
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and p = 3 in Theorem [3l We suppose that the degree d of f is such that ¢ = 0;
for instance d = 5.

We have p+t = 7 and k£ = 3. Thus ¢ is the smallest integer ¢ satisfying
i2 Z?:l (4@) > 32 ; s0 £ = 2. Then the nonlinearity of f is less than or equal to
21— 2.2 = 448 for n = 10,¢ = 4,p = 3. We conclude that Ny < 448, while
the upper bound (B)) gives Ny < 480. Such a function, with these parameters,
was firstly constructed in [11].

4 On Functions with(out) Linear Structure

To construct effectively functions with high resiliency remains an important
open problem. However, high resiliency could imply some property which leads
to some cryptographic weakness. This section is devoted to the existence of linear
structures. We propose some general tools characterizing linear structures; then
we can show that high resiliency provides linear structures. Recall that an attack
on block ciphers, based on the existence of linear structures, was proposed by
Evertse [g].

4.1 On Distance to Linear Structures

In [10], the propagation criterion was defined as the nonlinearity of f with respect
to a linear structure. Since this criterion is invariant under the general affine
group, it was considered as a useful criterion. It allows us to quantify the distance
of f to any linear structure as we explain briefly.

Definition 4 Let LS(n) denote the subset of Boolean functions having linear
structures:

LS(n)={ g€ B, |3 a such that D,g € {0,1} }.

The nonlinearity of f with respect to the functions with linear structures is de-
fined as,
o = min wt(f+g) .
()=, min_wt(f+9)

Note that LS(n) properly contains the set of all affine functions. Moreover, it
contains quadratic functions which are not bent. Thus, this kind of nonlinearity
is much stronger than the usual nonlinearity. In [I0], it was also proved that
o(f) <2772 for f € B, with equality if and only if f is bent. More precisely, the
minimum distance of f to the set of the functions which have a linear structure
a is less than or equal to 272 with equality if and only if Do f is balanced.

4.2 Criteria for Linear Structure

A priori, there is no criteria to decide upon whether a Boolean function has a
linear structure except of checking for all possible linear structures. However,
as we will show, this problem for any function f, is strongly related with some
properties of its Walsh-spectrum.
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Lemma 3 Let f be a Boolean function in B,,. Then f has a linear structure, say
a, if and only if either the hyperplane {0,a}* (if Dof = 1) or its complement
(if Do f =0) is contained in the set

Zy ={a| F(f+ ¢a) =0} . (11)

In particular, if the cardinality of Z; does not exceed 2"~ — 1 then f has no
linear structure.

Proof: For any a # 0 we consider the hyperplane H = {0, a}*; then we can write
(@) as follows:

D FAfHeu) =2 F(Dof) + F(Daf)) = 2271 42" F(Daf) . (12)

u€EH

Note that a is a linear structure of f if and only if either (D, f)) = 2™ (when
D,f = 0) or F(Dyf)) = —2" (when D,f = 1). We deduce from ([{2) that
D,f = 1if and only if F(f + ¢,) = 0 for all w in H ; on the other hand,
Dof = 0 if and only if Y-, 5y F2(f + ¢u) = 2°". But this last property means
DoueF\H F2(f + ¢u) = 0, because of Parseval’s relation. So we have proved
that D, f is constant if and only if the set Z; contains either H or Fy \ H.
Therefore, the cardinality of Z; must be at least 2"~! when f has a linear
structure, completing the proof.
O
Note that any t-resilient function f € B,, with ¢ > [5], is such that the
number of zero values in its Walsh spectrum is greater than or equal to 2"~ 1.
Thus, for such a function, we cannot apply the previous lemma. An important
consequence is that the design rule for ¢ < § may be formulated as: Construct a
Boolean function f € B, by selecting an optimum choice of the design parameters
of concern (nonlinearity, order of resiliency, PC degree) such that its Walsh
spectrum contains less than 2"~ ! zeros. Now the previous lemma yields a more
practical condition.

Theorem 4 Let f € B,. Then Dy,f # 0 for any nonzero a if and only if f
satisfies S(f) : there exists a basis (e1,...,en) of FY such that F(f + ¢e;) #
0, 1<i<n. Moreover

(1) when f is not balanced, f has no linear structure if and only if the condition
S(f) is satisfied;

(ii) when f is balanced, [ has no linear structure if and only if there is e # 0 in
F% such that the function g = f + . is not balanced and the condition S(g)
is satisfied.

Proof: We assume that f is neither affine nor constant. In accordance with
Lemma Bl D, f = 0 for some nonzero a if and only if Z; contains the complement
of the hyperplane {0,a}". Let

NZp={a|F(f+¢a) #0} (13)
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be the complement of Z¢ in F3. Denote by H the complement of some hyperplane
H. Clearly, Zy contains H if and only if NZ t is contained in H. More generally,
Zy contains the complement of some hyperplane if and only if the rank of the
set NZy is at most n — 1 (i.e., S(f) cannot be satisfied), completing the first
part of the proof.
Now, when f is not balanced then D, f cannot be equal to 1 for some a. So
“f not balanced and Dy,f # 0 for any nonzero a” is equivalent to “f has no
linear structure”, completing the proof of (i). When f is balanced, there exists
some function in the spectrum of f which is not balanced. Moreover to prove
that f has no linear structure is equivalent to prove that f + . has no linear
structure, for some e. When e is such that g = f + ¢, is not balanced, g has no
linear structure if and only if S(g) is satisfied, as remarked above.
(|

Corollary 2 Let f € B, be a t-resilient function of degree d. Then # NZy <
22(n—t=e=2) " where NZ; is defined by (I3) and e = |2=2=2]. Moreover, for
n > 220—t=<=2) ¢ qdmits a linear structure.

Proof: By Parseval’s equality and according to (@), we have: 22" = ZveJFg FAf+
Py) = 22(t+2+¢) A where clearly A > #NZ¢. This implies #N Z 22(t+2+¢) < 92n
or, equivalently, #N Z; < 22("~t=¢=2)_ This proves the first part of the corollary.
To prove the second part we notice that f is balanced but there always exists
some a # 0 such that F(f + ¢4) # 0. In accordance with Theorem H, we need
at least n other nonzero elements, say (e, ..., e,), such that F(f + @are,) # 0,
for any 7. But this is impossible when n + 1 > #NZ, completing the proof.
O
The previous corollary implies that for certain fixed values of the parameters
n, d and t, it is impossible to construct a resilient function without linear struc-
ture. As an illustration, set t =n — 5 and d = 3 in Corollary 2l Then ¢ = 1 and
22(n—t=e=2) — 94 — 16, We can conclude as follows.

Corollary 3 For n > 16, any (n — 5)-resilient function f € B, which is of
degree 3 has a linear structure.

We conclude this section by giving a simple algorithm for checking that a
function has no derivative equal to the constant function 1.

Proposition 2 Let f € B,,. Suppose that there are u and v in F§ such that
u # v # 0 and the four coefficients F(f), F(f+vu), F(f+vv) and F(f+putv)
are such that only one of them is zero. Then f has no linear structure a such
that Do f = 1.

Proof: The sets Zy and N Zy are respectively defined by (1) and (I3]). We proved
that Do f # 1 for all @ if and only if Z; does not contain any hyperplane (see
Lemma[3). Let H be any hyperplane and let H its coset. The intersection of H
with any subspace < u,v >, u # v # 0, is either of dimension 2 or of dimension
1.
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If H C Zy for some H, then F(f) = 0 and NZ; C H. Thus, for any
u,v € NZy, u+v € Zy. We conclude that if a pair (u, v) satisfies the hypothesis,
it is impossible to have H C Zy for any H. a

5 Resilient Functions and Their Derivatives

In this section, we focus on the values of the auto-correlation function of f € B,
when f is t-resilient. Actually we want to obtain some bounds for the absolute
indicator M(f) (defined in § 1) of such a function. We first give a general
property, whose proof is given in the Appendix.

Lemma 4 Let f € B, n > 3. Assume that the weight of f is even. Then

F(Dof) =0 (mod 8) for any a € Fy. (14)

Remark 1 One might expect that an arbitrary ¢-resilient function satisfies the
following congruence, F(D,f) = 0 (mod 2!*3). This congruence holds for ¢t = 0,
but we easily found a 1-resilient function f such that F(D,f) = 0 (mod 16) is
not true for some a (by computer).

Next we investigate how the divisibility of derivatives is related to the re-
siliency order, PC degree, and algebraic degree.

Theorem 5 Let f € B, be a t-resilient function of degree d satisfying PC(p).
Set € = [2=2=2|. Then for p,t > 0 and for any a € F} we have:

F(Dof) =0 (mod 2*FpH2ets—ny (15)
This property is significant for 2t + p 4+ 2e + 2 > n only.

Proof: Let a € Fy such that wt(a) = p+ 1. Let U, = {v € F} | v < a} and
a=(14a1,...,1+a,). Then, since f satisfies PC(p), we can write () (setting
B=0and V* =U,) in the following form:

> FAHf +pa) =2 PR 4 F(Daf)),

axa

where F2(f + ¢q) = 0 (mod 221219 because f is t-resilient (see (B)). Since
|F(Dof)| < 27, it is easily verified that F(D,f) is congruent to 0 modulo
22t+p+2e+5-n Thys, we have proved that (I5) holds for any a such that wt(a) =
p + 1. Now, we proceed by induction on the weight of a. Assuming that (L&)
holds for wt(a) <p+s—1, s > 2 we rewrite () for wt(a) =p + s:

S Fftpa) =204 Y F(Duf)) - (16)

asa uxa, wt(u)>p+1
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For convenience, let p = 2t +p+2e+5 —n. The sum on the left is congruent to 0
modulo 22(*+2+€) In the sum on the right, all F(D, f) are known to be congruent
to 0 modulo 27 (by induction hypothesis) unless u = a. Hence the formula (I6)
has the following form: 22(t+2+€) \ = 2n=(+s) (20 )\ - F(D, f)), for some integers
X and \. This leads to: F(Dgf) = 2242 )—ntpts ) _ 9p )\ — gpts—1\ _ 20 )/
since p = 2(t +2+¢€) —n+p+ 1. Then we deduce that F(D,f) is congruent
to 0 modulo 2? and conclude that this property holds for any a. Thus F (D, f)
is of the form +2°), for some integer A > 0. Due to Lemma @] this property is
significant for 2t + p + 2¢ + 5 — n > 3, completing the proof.

O

Remark 2 The first consequence of Theorem [l is that for high order of re-
siliency the autocorrelation properties becomes rather poor. We proved actually
that the indicators related with the propagation criterion satisfy here: M(f) >
2/ and  V(f) > 22" +22° x pu, where p = 2t + p + 2¢ + 5 — n and u denotes
the number of a # 0 such that F(D,f) # 0.

Note that for fixed p and t the divisibility of derivatives depends entirely
on algebraic degree d via € = L”*THJ Hence the overall good cryptographic
properties are exhibited only by functions of high algebraic degree. Furthermore,
the congruence relation above clearly indicates that the size of derivatives is more
sensitive to the changes of resiliency order ¢, than to the changes of p.

Now, we want to illustrate that due to the previous result a large class of
resilient functions cannot be used in the design of Boolean functions having good
propagation properties.

Example 2 With notation of Theorem [ take n = 11 and t = 3. Then d < 7
and e = | $]. For any a € F}!, F(D,f) =0 (mod 2°), where p = 2t+p+2e+5—n.
If d = 3 then ¢ = 2. Applying Theorem [B we obtain respectively for p =
0,1,...,6 the values p =4,5,...,10.

If 3 < d <6 then ¢ = 1. We obtain respectively for p = 0,1,...,6 the values
p=2,3,...,8. Note that by Lemma Hlthe results for p = 0, 1, are not significant.

Corollary 4 Let f € B,, be a t-resilient function of degree 3. Assume that t =
n — 4. Then the derivatives of f satisfy: F(D,f) =0 (mod 2"=3) for any a €
F2.

Moreover, if f satisfies PC(1), then F(Dyf) =0 (mod 2"~2) for any a.

Proof: Due to the Siegenthaler’s upper bound, d < 3 for t = n — 4. By setting
t=n—4,p=0and d=3in Theorem[d, we have ¢ = 0 and then 2t + p + 2¢ +
5—n=n-3.
If f satisfies PC(1) then 2t +p+2e+5—n=n—2.
O

Note that for p +t = n — 2, the result of Theorem [5lis significant for any
t > 0. Taking a such that wt(a) = p + 1, we have wt(a) = t + 1. So (1) gives
here:

N FAf +pa) = FAS + a) = 20D £ F(D,f)) -

axa
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Hence F2(f + ¢g) = 0 if and only if F(D,f) = —2", i.e., a is a linear structure
of f with D, f = 1.

Corollary 5 Let f € B, satisfying the hypothesis of Theorem [ with p +t =
n—2. Then

— for any a: F(Dof) =0 (mod 2t+3+2Lal);
— for any a such that wt(a) = p+ 1: F2(f + pz) = 0 if and only if Do f = 1.

The proof of the next corollary is given in the Appendix.

Corollary 6 Let f € B, f(z1,...,zn) = (1 +xn) fr(z1,.. ., 20n1) +
T fo(x1,...,&n_1), where f1, fo in B,_1. Assume that f is t-resilient and sat-
isfies PC(p) withp=mn —1t — 2.

Then for any 3 € F5~1 such that wt(8) =t and F(f1 + ¢5) = F(fa + ¢5),
(8,1) is a linear structure of f. Furthermore, if both f1 and fao are t-resilient,
then f is affine or constant.

6 The Main Classes of Resilient Functions

6.1 Linear Concatenation

The class of t-resilient functions, described by the next theorem, is actually a
subclass of the Maiorana-McFarland class. It provides one of a few designs that
guarantees a moderate value of nonlinearity for a given order of resiliency. We
first need to introduce some notation. Let us denote by L the set of all linear
functions on F%; note that #Ly = 2. We define for any 0 < t < k:

L ={gcx)=c-z|cecFE wtlc)>t}. (17)
The cardinality of Lt is equal to Zi:o(tﬂ) (t-&-li-&-i)' For fixed integers ¢ and n,
0 <t < n, we define

k—(t+1) f
k — mi k >2n7k . 18
min g k| ; <t+1+i) = (18)

Theorem 6 [7] For any 0 < t < n, let k be defined by (18) and Li by (17).
Let us choose 2"7% linear functions in L}, each being labelled by an element of
F2=% as follows:
n—k—1 )
reFi ™k — ;) € Ly, where [1] = Z Ti2° .
i=0

K3

Then the Boolean function defined for all (y,x) € F3~% x F¥ by

f(yvx) = Z (yl + 71+ 1) T (ynfk + Th—x + 1)6[7](1')7 (19)

TERy Tk
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is a t-resilient function with nonlinearity Ny = on=t _9k=1 Ip general deg(f) <
n —k+1 with equality if there exists a variable x;, i = 1,...,k, which occurs an
odd number of times in £;(x) when T runs through ngk,

The proof of this theorem is due to Chee et al. [7]. Note that the linear functions
{17 in (I9) are two-by-two distinct, and that, obviously, k > n/2. Any resilient
function defined above has a simple algebraic structure, since it can be viewed
as a concatenation of the linear functions £[;: for any fixed value of y, we get
f(y,x) = £;;(x), where 7 = y. Moreover it is easy to characterize the zeros of its
Walsh-spectrum and its propagation characteristics (see the next Lemma whose
proof is given in the Appendix). On the one hand, these properties can be con-
sidered as a weakness. However it allows us to define precisely the cryptographic
properties. We will show that a well-chosen set of functions /|, insures that such
a function has no linear structure.

Lemma 5 Let f be a function in B, constructed by means of Theorem [@; let
(a0, B) be any element in Fg_k x FX. Then f satisfies:

(1) F(f+¢(a,p) = £2% if and only if ¢(a,p) = Z?;lk yi + L (x) for some T.
Otherwise f + p(q,p) s balanced.

(ii) D(a,p)f is balanced if and only if o # 0 or oo = 0 and Dgl) = 0 for gn—k—1
values of T exactly. Moreover F(D o gy) =0 (mod 2).

(iii) (o, B) is a linear structure of f if and only if o = 0 and £;1(B) = c for all
T, where ¢ € Fy.

Remark 3 The functions defined by means of Theorem [f] are said to be three-
valued, since their Fourier-spectrum has three values only, i.e., 0 and +2¥. They
are also called three-valued almost optimal when k = (n + 1)/2 for odd n or
k = (n + 2)/2 for even n; in this case, the nonlinearity is maximal (for three-
valued functions). Concerning the propagation characteristics, the value of the
sum-of-squares indicator is known: V(f) = 2"£2(f) = 2"+?k. The value of the
absolute indicator depends on the choice of the functions £|;). More about this
kind of functions can be found in [23].

So, it turns out that the choice of the set {{y, . .., an-« } is crucial for propaga-
tion characteristics, especially if we want to construct resilient functions without
linear structure. For clarity, we begin by giving a small example. By the next
proposition, we indicate how this set can be chosen.

Example 3 Let n = 5 and ¢t = 0. Thus Zi:ol (fH) = 2% — 1 and we have to

choose the smallest k such that 2F — 1 > 25—k, Clearly k = 3 and we have to

select S = {{o, ..., {4}, four linear functions from the set LY. Note that #L3 = 7.
We first choose S = {1, 22, x3,21 + 22 + x3}. Then the function

F@x) = (1 + 7+ 1)(y2 + 72 + D ()

TEFZ
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is a balanced function with Ny = 12 — according to Theorem[@ But (0,0,1,1,1)
is a linear structure of f, since ¢;(1,1,1) =1 for all 4, : =0, ...,3. Now we take
S ={z1+ 22,21+ 23,22 + 3,21 + T2 +x3}. It is easy to check that in this case
we cannot have: £;(3) = ¢ for all i, 0 < i < 3, and for any 3 € F3 (where c is a
binary constant). Thus, f has no linear structure. Furthermore, since the linear
functions ¢; are of weight greater than one, f is 1-resilient with Ny = 12.

Notice that the set Lf defined by (I7) has always rank k. Indeed, since
k > t+ 1, at least the all-one vector and the k vectors of weight (k — 1) are in
Lt . By adding the all-one vector to each vector of weight (k — 1) we obtain the
standard basis.

Proposition 3 Let f be a function in B, constructed by means of Theorem[8;
sok andt are fived (andk > t+1). Let us denote by S the set of the 2"~ linear
functions £[;; which have to be chosen in L} . Then, there is at least one choice
S such that f has no linear structure if and only if k < 2"~X. In this case, S
can be chosen as follows:

— Lo(x) = X\ -z, where X is the all-one vector;

— for every i, 1 <i <Xk, £i(x) = (\+e¢) -z where e; = (0,...,0,1,0,...,0),
i.e., (e1,...,ex) is the standard basis;
— (bxt1, - -+, lon—x_1) are some other elements of L.

Proof: It is a direct application of Theorem Ml (ii). Indeed f is balanced and
here we know exactly the nonzero coefficients of the Fourier-spectrum of f. So
f has no linear structure if and only if we can construct one S such that the
corresponding function f satisfies the hypothesis of this theorem. From Lemma
Bl we know that f + ¢(4,3) is not balanced if and only if the function 3 -z is in
S. Now we proceed as it is indicated in the proposition, and we have:

— ly =Xz with wit(\) =k ;

— so for any basis of F3 ™, say (a1,...,a,_k), the functions f + D(ay,n) are
not balanced ;

—set Li(x) =Xz +e; -z, 1 <i<k (note that wt(\ +e;) =k — 1); complete
the set S with any other functions in Lf.

Now f is fully defined and we can check that, according to Theorem [ it has
no linear structure. Set g = f + (g x); S0 g is not balanced. Our construction is
such that there is a basis of F3 7% x Fk, (a1,0), ..., (an_x,0),(0,e1), ..., (0, ex),
such that the functions g + ¢(q4,,0) and g + ¢(o,¢,), which are respectively the
functions f + p(a;,n) and f + ©(0,x1e,), are not balanced. Applying Theorem 1|
f has no linear structure.
Since the rank of L} is always equal to k, such a construction is possible if
and only if the cardinality of S is strictly greater than k, i.e., k < 27K,
O

Example 4 Let n = 9. For t = 4, we obtain k = 7 (see (I8])). But, in this case,
27~k = 4 implying that f has always a linear structure.
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Now for t = 3, we obtain k = 6 with 2" ¥ = 8. So we can choose S =
{lo, ..., lg} in L}, the set of linear functions z — -z such that 8 € F§ and
wt(F) > 4, in such a manner that f has no linear structure. According to the
previous proposition, {y(x) = x1 + x2 + 23 + x4 + 5 + 26, and £;(x) = Lo(x) +
z; , 1 <i<6.We can choose {7 to be any other function from Lg.

Corollary 7 For any odd k > 3 it is possible to construct a |k/2]-resilient
Boolean function f of n = 2k — 1 variables of degree k without linear structure

n—1

and with nonlinearity Ny = 2"~ — 272
Proof: Since k is odd it is well-known that Z?:Lk/2j+1 (1:) = 2K=1 Thus, by
choosing t = |k/2] the cardinality of L{ is 2¥~!. Thus, we can construct a
t-resilient function f in n = 2k — 1 variables, with Ny = 2"~! — 2%5. Also,
deg(f) = n—k + 1 = k since each variable z;, i = 1,...,k occurs an odd
number of times in L} . By Proposition[3 f is without linear structure.

O

Example 5 Let us construct f by means of Corollary [1 for k = 5. So we
take t = |k/2] = 2. Since Z?:o (31) = 24 #I2 = 2% and we must take
all sixteen linear functions from L? to construct f. By Corollary [[] f is a 2-
resilient function with nonlinearity Ny = 2n—1 _9k=1 — 940, and without linear

structure. Furthermore, the degree of f is 5.

6.2 Linear Structures in Recursive Constructions of Optimal
Resilient Functions

We are going to discuss two recursive constructions of resilient functions given
respectively in [T6] and [TT]. The main interest of these constructions is that they
provide optimal functions, in the sense that they have the best nonlinearity with
respect to the upper bound []. Both constructions are based on a concatenation
of resilient functions with high nonlinearity. We will prove that the first con-
struction leads to functions with linear structure while the second construction
allows to avoid linear structures.

In this section, we assume that for any t-resilient function in B,,, t satisfies
t > 2—2. For this range of ¢ the upper bound on nonlinearity is Ny < 2"~ —2+1,
This bound is achieved by the functions meeting the Siegenthaler’s bound. Since
we focus here on the existence of linear structure, we give the iterative formula
proposed in [16] and indicate the nonlinearity without more explanations. By
Proposition Bl (see the proof in the Appendix), we claim that such a construction
in which each f; appears several times in the concatenation, provides functions
with linear space.

Proposition 4 [16] Assume that fo(x),. .., for_1(x) are all t-resilient functions
in By, Let (y,2) in F§ x T3, where k > s. Then the function f defined by

S

k s
fay2) = (3 (TTwi+ 2+ ) (T] Gt ) fin(@) + 320 (20)

Teﬂ:lzc i=1 i=s+1 =1
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is an (t + s)-resilient function on T3 (where the label [1] is computed as in
Theorem[@). Furthermore, if the nonlinearity of fo, ..., for_1 is at least vy and
the functions fi;) satisfy certain properties (see [16]) then Ny > 2°(2"~1(2kF —
1) 4+ 1o).

Proposition 5 Let f € By1k4s be a function constructed by means of Propo-
sition [ Then the subspace { (a,B,7) € F' x FE xF§ | a = 0, 8 =
(V1y--+,7s,0,...,0) } is contained in the linear space of f. The linear space of
f has dimension at least s.

By an (n,t,d, Ny) function we mean an n-variable, t-resilient function f with
degree d and nonlinearity Ny. The construction introduced in [11] is a recursive
one and starts with a suitable input function f° of type (n,t,d,Ny), which is
said to be in desired form.

Definition 5 An (n,t,d,—) function f is in desired form if it is of the form
f=0 4z, f1 +xnfo, where f1, fo are (n — 1,t,d — 1, —) functions.

An infinite sequence f? of (n + 3d,t + 2i,d + i, Ny = 2730 D+ L gNiy)
functions is then obtained for 7 > 1. Furthermore, if £ > 5 — 2 and N fo =
27~1 _ 2t*1 then any function in this sequence will be optimal in the sense
that its nonlinearity attains the upper bound on nonlinearity (see [11] for more

details). We next describe one step of the algorithm.

Proposition 6 [T1] Let f = (1 + xy,)f1 + znf2 be an (n,t,d,Ny) function in
desired form,where f1, fo are both (n—1,t,d—1,—) functions. Let the functions
F and G on Fg” be defined by,

F= Tnt2 + Tny1 + f
G=(14xnr2+ Tnt1)f1 + (@nt2 + Tnt1)f2 + Tny2 + Tn. (21)

Then the function H € Bptys, H = (1 + xp43)F + 2p43G is an (n+3,t+2,d+
1,2 + 4N} function in desired form.

Proposition 7 Let f = (14 zy,) f1 +xnf2 be an (n,t,d,Ny) function in desired
form. Assume that f has no linear structure. Then, the function H constructed
by means of Proposition [6] has no linear structure.

Proof: Considering the restrictions of H to the hyperplane defined by x,,4+3 =0
and to its coset, we note H = (F,G). We will consider the restrictions of DgH
to the same hyperplane and to its coset. When (3,13 = 0, then we look at DgH
with 8 = (a,0), where a = (01, . .., Bnt2). But in this case DgH = (D, F, D,G).
Thus DgH = ¢, ¢ € {0,1}, if and only if D, F = D,G = c.

The derivative of F is as follows, where 8" = (B1,...,6n): Dg ,:1,8012)F =
Bnt1 + Bnt2 + Dga f. Since f has no linear structure, the linear structures of ¥
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are of the form (0,...,0, Bn+t1, Bnt2). So we have to compute the derivatives of
G with respect to a = (0,...,0, Bnt1, Bnt2):

D.G = (Bn+2 + Bny1)(f1 + f2) + Bnta -

Since f has no linear structure, then fi + fo cannot be constant because
Dqo,...01)f = f1 + fa. Therefore D,G = c if and only if 3,42 = Bh41 =1 (since
a # 0). But, in this case, D,G = 1 and D,F = 0; we conclude that (a,0) cannot
be a linear structure of H.

When (3,43 = 1, we use the general formula

D, 1)H = Da,0)H + Dqo,....0,1)H + D(a,0)Doo,....0,)H -

We obtain: D, yH = (F(x) + G(x + a), F'(z + a) + G(z)). But the function
x — F(z) + G(xz 4+ a) cannot be constant. Indeed F is of degre d, where d is
the degree of f. By definition of F' and G (see (ZII)) it is clear that the terms
of degree d in F' cannot be canceled in the expression of type F'(z) + G(x + a).
Thus, D,,1)H is not constant completing the proof. a
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Appendix

Proof of Lemma [ Let a be any nonzero word in F%, and D, f(z) = f(z) +
f(z+a). The Boolean functions D, f(z), f(z), (x +a) can be associated to code-
words of length 2™ denoted respectively D, f, f, fo- Then we have,

wt(Daf) = wt(f) + wt(fa) - th(ffa)'

We note that wt(f) = wt(f,) for any a since f, can be seen as a permutation
of f. Thus the equation above may be rewritten to yield wt(D, f) = 2wt(f) —
2wt(f f,). Since by assumption f is of even weight it remains to prove that
wt(f fa) is even. We note that o € F} satisfies f(z)f(x+a) = 1if and only if a+a
satisfies it too. Thus we conclude that wt(ff,) = 0 (mod 2) and consequently
wit(Dgf) =0 (mod 4). This completes the proof.
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Proof of Lemma [5t (i) For every fixed value of y, we get

[y, =)+ P(a,p) (y,7) = é[y ) + Z ;Y + Zﬁzxz .

This function is balanced unless 3 -z = f},(x). When it is not balanced, it
is constant and this happens for this value of y only. Indeed, assuming that
it is constant for y, we know that fj,(z) # £},(x), for all y* # y, providing

F(f + ¢(a,p) = 125
(ii) We compute the derivative of f with respect to («, 3):

D f=Fwx)+fy+oz+8) =D W+m+1) - Un-w+Tn s+ 1)l ()

TERy Tk
+ > r+ntar D) Yok + Tk Ao+ Dl (w4 8) =
TERy Tk
Z (yl + 7+ 1) T (yn—k + Th—k + 1)(€[T] (JZ) + g[‘r+o¢] (1‘ + 6))(22)
TERy Tk

For any nonzero a, each sum £[1(z) + £[;1q)(z + 3) is a linear (affine) function
for any 3 in F¥ — since it is not constant by construction. So Do) f is balanced
for any nonzero a. When a = 0, (22)) becomes,

Dopfm)= > (r+m+1) ook + Taok + Dl (8),

K
TeFy

since {j-)(z + B) = £7)(x) + £1r)(B). Thus Do g f(y, ) is constant for any fixed
y. We deduce: (D p)f) = 2% x 3°_(—1)4n1(5),

We directly obtain (iii) from this last equality, since we have proved that
(a, B) can be a linear structure when o = 0 only.

Proof of Corollary [6 Every Boolean function f in B, can be viewed as a
concatenation of two functions from B,,_1, called subfunctions of f of dimension
n — 1. More precisely, f can be written as,

flar,.. o xn) = A4+ xn)fi(zr,. .oy 2no1) + o fo(zr, ..y Tpo1),

for some f1, fo in B,,_1. Note that if f is ¢-resilient then either both f; and fs
are (t — 1)-resilient or both f; and fo are t-resilient.

Let 3 be a vector satisfying the condition above. The Walsh transform of f
in the point (1, 3) € F¥ is calculated as,

F(f+eap) =F(fr +¢3) — F(f2 + vp). (23)

Then, F(f 4+ ¢(@1,3)) = 0 due to the assumption. Since the weight of (1,3) is
t+ 1, by Corollary[B] f has a linear structure.
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Assume now that f; and fo are t-resilient. Then for any g € Fg_l such that
wt(B) = t we have F(f1 + ¢g) = F(f2 + ¢3) = 0. Applying Corollary [, we
conclude that, for all such 3, (1,3) belongs to the linear space of f. Then the
subspace V', generated by all these elements in contained in the linear space of
f- Since 0 < t < n—2 the dimension of V' is at least n — 1, completing the proof.

Proof of Proposition [Bl The derivative of f with respect to any direction
(Ovﬁa,Y) with ﬂ = (717' s 778707' . 70) is

D(O,ﬂ,’y)f:f(x7yv )+f(1} y+ﬁ,2+’7)

S

:(Z(H(yﬁzﬁﬂ ﬁ (yi + 7)) fim) (@ )JFZZZ

TEFS =1 1=s+1
s k
+ (X (TTws i+ 2+ 3+ ) (T 0+ 7)) fin (@)
reFk i=1 i=s+1

+ZZZ+’M Zzz‘i‘zzz‘i"ﬁ —Z Yi -
i=1

i=1

Thus each such derivative is constant implying that the space of linear structures
of f has dimension at least s.
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