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Abstract. We study permutation polynomials of the shape F(X) =
G(X)+~Tr(H(X)) over Fan. We prove that if the polynomial G(X) is
a permutation polynomial or a linearized polynomial, then the considered
problem can be reduced to finding Boolean functions with linear struc-
tures. Using this observation we describe six classes of such permutation
polynomials.
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1 Introduction

Let Fan be the finite field with 2™ elements. A polynomial F(X) € Fan[X]
is called a permutation polynomial (PP) of Fan if the associated polynomial

mapping

F:Fon — Fon,

is a permutation of Fon. There are several criteria ensuring that a given poly-
nomial is a PP, but those conditions are, however, rather complicated, cf. [7].
PP are involved in many applications of finite fields, especiallly in cryptography,
coding theory and combinatorial design theory. Finding PP of a special type is
of great interest for the both theoretical and applied aspects.

In this paper we study PP of the following shape

F(X) = G(X) +~Tr(H(X)), (1)

where G(X), H(X) € Fan[X], v € Fan and Tr(X) = Z?;OI X?" is the polyno-
mial defining the absolute trace function of Fa». Examples of such polynomials
are obtained in [3],[6] and [9]. We show that in the case the polynomial G(X) is a
PP or a linearized polynomial the considered problem can be reduced to finding

Boolean functions with linear structures. We use this observation to describe six
classes of PP of type ().
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2 A Linear Structure of a Boolean Function

A Boolean function from Fan to Fy can be represented as Tr(R(z)) for some
(not unique) mapping R : Fan — Fan. A Boolean function Tr(R(z)) is said to
have a linear structure a € F3, if

Tr(R(x)) + Tr(R(x + a)) = Tr(R(z) + R(x + «))
is a constant function. We call a linear structure c-linear structure if
Tr(R(z) + R(z + a)) = ¢,

where ¢ € Fy. Given vy € F5, and ¢ € Fo, let Hy(c) denote the affine hyperplane
defined by the equation T'r(yz) = ¢, i.e.,

H,(c) ={xz € Fon | Tr(yz) = c}.

Then a € F. is a c-linear structure for Tr(R(x)) if and only if the image set of
the mapping R(z) + R(x + «) is contained in the affine hyperplane H;(c).
The Walsh transform of a Boolean function Tr(R(z)) is defined as follows

W :Fon — Z, A — Z (_1)TT(R($)+)\$).

xEFyn

Whether a Boolean function Tr(R(z)) has a linear structure can be recognized
from its Walsh transform.

Proposition 1 ([2/8]). Let ¢ € F2 and R : Fan — Fan. An element o € F5, is
a (c+ 1)-linear structure for Tr(R(x)) if and only if

W()\) _ Z (71)TT(R(I)+)\CE) -0

rEFon
for all A € Hy(c).

In [5] all Boolean functions assuming a linear structure are characterized as
follows.

Theorem 1 ([5]). Let R : Fon — Fan. Then the Boolean function Tr(R(x))
has a linear structure if and only if there is a non-bijective linear mapping L :
Forn — Faon such that

Tr(R(z)) = Tr(H o L(z) + Bz) + c,
where H : Fon — Fon, B € Fon and ¢ € Fs.

Clearly, any element from the kernel of L is a linear structure of Tr(R(x))
considered in Theorem [l Moreover, those are the only ones if the mapping
Tr(H(x)) has no linear structure belonging to the image of L. We record this
observation in the following lemma to refer it later.
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Lemma 1. Let H : Fan — Fon be an arbitrary mapping. Then v € F5. is a
linear structure of

Tr(H(w2 +yz) + ﬁx)
for any B € Fan.

Next lemma describes another family of Boolean functions having a linear struc-
ture. Its proof is straightforward.

Lemma 2. Let F' : Fan — Fon and o € F5.. Then « is a linear structure of
Tr(F(x) + F(x + a) + Bx) for any 5 € Fan.

In general, for a given Boolean function it is difficult to recognize whether it
admits a linear structure. Slightly extending results from [4], we characterize all
monomial Boolean functions assuming a linear structure. More precisely, for a
given nonzero a € Fan, we describe all exponents s and nonzero § € Fan such
that a is a linear structure for the Boolean function Tr(dz*).

Let 0 < s < 2™ — 2. We denote by C the cyclotomic coset modulo 2™ — 1
containing s:

Cs={s5,2s5,...,2" s} (mod 2" —1).

Note that if |Cs| = I, then {z° | © € Fan} C Fy and Fy is the smallest such

subfield.
The next lemma is an extension of Lemma 2 from [4].

Lemma 3. Let 0 < s < 2" — 2, § € F3. be such that the Boolean function
Tr(6z®) is a nonzero function. Then a € Fi,. is a linear structure of the Boolean
function Tr(dz®) if and only if

(a) s =2 and a is arbitrary
(b) s=2"+27 (i # j) and (6a®> %) " + (6a*>+2")2"7 = 0.
Proof. Let a € F5. be a linear structure for Tr(6x*). Then
Tr(6(z® + (x4 a)?)) =c (2)

holds for all z € Fa» and a fixed ¢ € Fy. In [4] it is shown that in the case
|Cs| = n the identity (@) can be satisfied only if the binary weight of s does not
exceed 2. On the other side it is easy to see that for an s of binary weight 1 the
corresponding Boolean function Tr(dx*) is linear and thus any nonzero element
is a linear structure. If s = 2¢ 4+ 27, then

Tr(d(@® +* +(z +a)” ) = Tr <5+ (G)T%(f)zj)) (00 )
=Tr (((5@21.‘*‘2].)2"71' + (5a2i+2j)2"*i) E)

a
+ T (527,
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implying (b). To complete the proof, we need to consider the case |Cs| =1 < n.
Let n =Im. Then

Tr(6(z® 4+ (x +a)*) = Tr(By" + (y +1)%)),

where y = z/a and 8 = da®. We write i < sif i # s and the binary representation
of 7 is covered by the one of s. Then

Tr(By" + (y+1)%) = Y _ Tr(By’) = > Tr(Bey").

i<s k<s, k is a coset repr.

Note that the exponents in the monomial summands T7(8y") are from different
cyclotomy cosets. Hence to have

Z Tr(Bey®) = ¢

k~s, k 1S a coset repr.

it is necessary that ¢ = Tr(3) and Tr(Bxy*) = 0 for all k # 0. Consider ko < s
such that kg = s — 2°. Lemma 3 of [I] implies that |Ck,| = n, and therefore

Tr(Br,y*) = 0 holds only if B, = 0. Further By, = 8+ 82 +...82" " =
Tr(3), where Tr¥ denotes the trace function from Fau onto its subfield Fau.
Hence necessarily Tr'(3) = Tr*(6a®) = a*Tr](§) = 0, and thus the Boolean
function

Tr (6x°) = Tl (2°Tr1(6))

is the zero function. O

Observe that § = a=2'+2") satisfies condition (b) of Lemma B

3 Permutation Polynomials

In this section we study permutation polynomials of the shape
F(X) = G(X) +1Tr(H(X)),

where G(X), H(X) € Fan[X], v € Fan. Firstly we observe the following neces-
sary property of G(X).

Claim. Let G(X),H(X) € Fon[X] and 7y € Fon. If
F(X) = G(X) +~Tr(H(X))

is a PP of Faon, then for any 8 € Fon there are at most 2 elements x1, x5 € Fon
such that G(z1) = G(x2) = 0.

Proof. Suppose there are different a1, za, 23 with G(z1) = G(z2) = G(x3) = 3.
Then F' cannot be a PP, since F(z;) € {8,8+~} fori=1,2,3. O



372 P. Charpin and G.M. Kyureghyan
Proposition 2. Let G(X), H(X) € Fon[X] and 7y € Fan. Then
F(X) = G(X) +~Tr(H(X))

is a PP of Fon if and only if for any X € F5,. it holds

3 (~1)TTAGE) =0 if Tr(yA) =0 (3)
zEFon
S (~)TrOAGEEH@) — 0 i Tr(yA) = 1. (4)

@€Fn
Proof. Recall that F(X) is a PP if and only if
3 (—)TOF@) Z g
@€Fn
for all A € F5,., cf. [7]. Since
Tr(AF(z)) = Tr(AG(z)) + Tr(H(x))Tr(y\) = Tr(AG(z) + H(x)Tr(yN)),
it must hold

Z (—1)TrOF@) _ > wer,, (—1TTOC@) =0 if Tr(yA) =0
(—1)TrOC@+HE) = 0 if Tr(yA) = 1.

2EFan zE€Fon

O
Next we consider polynomials F(X) = G(X) +yTr(H(X)), where G(X) is a
PP or a linearized polynomial.
3.1 G(X) Is a Permutation Polynomial

Firstly we establish a connection of the considered problem with the Boolean
functions assuming a linear structure.

Theorem 2. Let G(X), H(X) € Fon[X], v € Fan and G(X) be a PP. Then
F(X) = G(X) +~Tr(H(X)) ()

is a PP of Fan if and only if H(X) = R(G(X)), where R(X) € Fan[X] and v is
a 0-linear structure of the Boolean function Tr(R(x)).

Proof. Since G(X) is a PP, condition (3) is satisfied. Let G=! be the inverse
mapping of the associated mapping of G. Then condition (@) is equivalent to

Z (71)TT(AG(z)+H(x)) _ Z (71)Tr(>\y+H(G71(y))) =0

z€lFan yEFan

for all A € Fan with Tr(yA) = 1. Proposition [1l completes the proof. O
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From Theorem [2 it follows that any PP of type (B) is obtained by substituting
G(X) into a PP of shape X + vTr(R(X)). The next theorem describes two
classes of such polynomials.

Theorem 3. Let vy, € Fon and H(X) € Fan[X].

(a) Then the polynomial
X+~Tr (HX?+79X)+ X)
is PP if and only if Tr(By) = 0.
(b) Then the polynomial
X+yTr(H(X)+ H(X +7) + 8X)
is PP if and only if Tr(By) = 0.

Proof. (a) By Theorem [2 the considered polynomial is a PP if and only if v is a
0-linear structure of T'r (H (2% +yzx) + ﬁx). To complete the proof note that

Tr (H((x +9)2 +y(xz+7) + Bz + ”y)) +Tr (H(:z:2 +yz) + ﬂx) =Tr(By).

(b) The proof follows from Lemma [2] and Theorem [2] similarly to the previous
case. O

Our next goal is to characterize all permutation polynomials of shape X +
yTr(6X* + $X). Firstly, observe that if s = 2¢, then Theorem [ yields that

X +~Tr(6X? + X) is a PP if and only if Tr(67% + 8v) = 0. The remaining
cases are covered in the following theorem.

Theorem 4. Let v, € Fon and 3 < s < 2™ — 2 be of binary weight > 2. Let
§ € Fan be such that the Boolean function x — Tr(dz®), x € Faon, is not the zero
function. Then the polynomial

X 4y Tr(6X° + AX)
is PP if and only if s = 20 + 29, (64%)2" " + (64227 =0 and Tr(64* % +
Bv) =0.

Proof. By Theorem[2the polynomial X +~ Tr(6X*+/X) defines a permutation
if and only if v is a O-linear structure of Tr(d2* + Sz). Then Lemma [B] implies
that the binary weight of s must be 2. Note that for s = 2% 4 27 it holds

Tr(d(z +7)2+ + Bz +7)) + Tr(6a*+2 + pr)
= Tr(6a2 7% + 622 42 + 6422 + By)
=Tr (((09*)" + (9% 2" 7)a) + Tr(dy* +% + Bv).

Thus v is a O-linear structure of T'r(dz® + Br) if and only if (5721.)2"71. +
(67*)?" =0 and Tr(67* 2 4 By) = 0. 0
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As an application of Theorem (] we get the complete characterization of PP of
type X<+ Tr(X?).

Corollary 1. Let 1 < d,t < 2" — 2. Then
X4+ Tr(X")
is PP over Faon if and only if the following conditions are satisfied:

— n s even

—ged(d,2" —1)=1

—t=d-s (mod 2™ — 1) for some s such that 1 < s < 2™ — 2 and has binary
weight 1 or 2.

Proof. By Claim [3 the considered polynomial defines a permutation on Fax only
if X4 does it, which forces ged(d, 2" —1) = 1. Let d~! be the multiplicative inverse
of d modulo 2" — 1. Then X+ Tr(X") is PP if and only if X +Tr(X? ) is PP.
Theorems Bl and M with v = § = 1 and 8 = 0 imply that the later polynomial
is PP if and only if =1 -t = 20 + 27 (mod 2" — 1) with ¢ > j and Tr(1) = 0.
Finally note that Tr(1) = 0 if and only if n is even. O

3.2 G(X) Is a Linearized Polynomial

Let G(X) = L(X) be a linearized polynomial over Fa.. In this subsection we
characterize elements 7 € Fan and polynomials H(X) € Fan[X] for which
L(X)+~vTr(H(X)) is PP. By Claim Bl the mapping defined by L must nec-
essarily be bijective or 2-to-1. Since the case of bijective L is covered in the
previous subsection, we consider here 2-to-1 linear mappings.

Lemma 4. Let L : Fon — Fon be a linear 2-to-1 mapping with kernel {0, a}
and H : Fan — Fon. If for some v € Fon the mapping

N(x) = L(x) +~Tr(H(z))

is a permutation of Fon, then v does not belong to the image set of L. Moreover,
for such an element v the mapping N(z) is a permutation if and only if « is a
1-linear structure for Tr(H (x)).

Proof. Note that if v belongs to the image set of L, then the image set of N is
contained in that of L. In particular, IV is not a permutation. We suppose now
~ does not belong to the image set of L. It holds

[ L(z) if Tr(H(zx))
N(z) = {L(:c) +y if Tr(H(2)

0
1

)

and for all x € Fa» we have

N(z)+ Nz +a)=~Tr(H(z) + H(x + a)).
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Thus, if N is a permutation, then Tr(H (z) + H(x 4+ «)) = 1 for all z, i.e., v is
a 1-linear structure for Tr(H (x)). Conversely, assume that

Tr(H(z)+ Hz+a)) =1 forall z & Faon. (6)
Let y, z € Fan be such that N(y) = N(z). f Tr(H(y) + H(z)) = 0 then
N(y)+ N(z) = Ly + 2) =0,

and hence y + z € {0,«a}. Further, (@) forces y = z. To complete the proof,
observe that Tr(H (y) + H(z)) = 1 is impossible, since it implies

N(y)+ N(z) = Ly +2) +7 =0,
which contradicts the assumption that v is not in the image set of L. O
Lemmas [T 2 in combination with Lemma [ imply the following classes of PP.

Theorem 5. Let L € Fan[X] be a linearized polynomial, defining a 2- to-1 map-
ping with kernel {0,a}. Further let H € Fon[X], B € Fan and y € Fan be not in
the image set of L.

(a) The polynomial
L(X)+~Tr (H(X? +aX) + 8X)

is PP if and only if Tr(Ba) = 1.
(b) The polynomial

LX) +~Tr(H(X)+ H(X + o) + X)
is PP if and only if Tr(Ba) = 1.

Remark 1. To apply Theorem [Bl we need to have a linearized 2- to-1 polynomial
with known kernel and image set. An example of such a polynomial is X 2t
o ~1X where 1 < k < n —1 with ged (k,n) = 1 and « € F.. The kernel of its
associated mapping is {0, o} and the image set is H__.x (0). Moreover, any linear
2-to-1 mapping with kernel {0, a} (or image set H__,«(0)) can be obtained as
a left (or right) composition of this mapping with an appropriate bijective linear
mapping.

The next result is a direct consequence of Lemmas [B] and (4]

Theorem 6. Let L € Fon[X] be a linearized polynomial defining a 2-to-1 map-
ping with kernel {0,a}. Let 8,7 € Fon and v do not belong to the image set of
L. If3 < s <2™—2is of binary weight > 2, then the polynomial

L(X)+~vTr(6X°+ 0X)

is PP if and only if s = 2 + 27, (602")2" " + (6a2)2" " =0 and Tr(6a>+% +
Ba) = 1.
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Theorem Bl yields the complete characterization of PP of type x2* +X+Tr(X®).

Corollary 2. Let 1 <k<n—1and1<s<2"—2. Then
X2+ X + Tr(X®)
is PP over Fon if and only if the following conditions are satisfied:

— n is odd
— ged(k,n) =1
— s has binary weight 1 or 2.

Proof. Firstly observe that the polynomial X 2" 1 X has at least two zeros, 0 and
1. Hence from Claim Bit follows that if X2 4+ X +Tr(X?®) is PP then necessarily
the mapping L(z) = 22" + 1 is 2-to-1. This holds if and only if ged (k,n) = 1.
Further note that the image set of such an L is the hyperplane H;(0). Hence
~ = 1 does not belong to the image set of L if and only if T'r(1) = 1, equivalently
if n is odd. The rest of the proof follows from Lemma [ and Theorem [6] with
a=0=1and §=0. U

Remark 2. Some results of this paper are valid also in the finite fields of odd
characteristic. In a forthcoming paper we will report more accurately on that.
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