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lesting Is not exhaustive

» Back to Therac 25 radiation machine
®» Has been tested
x Sequence of keystrokes in 8 seconds -> bug
x» New operator -> slow -> no bug

x Better operator -> fast -> dead patient
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double dotproduct(int n, double % a, double x b) {
double dp = 0.0;

int 1; |
for (i = 0; i < n; i++) a‘bzzaibi

dp += a|i| *x bl|i]; e
return dp;

}
Compiled with True4/Unix and

manually translated back to C...

...by Xavier Leroy



double dotproduct(int n, double a[], double b[])
dp = 0.0;
if (n < 0) goto L5;
r2 =n— 3; f1 = 0.0; r1 = 0; f10 = 0.0; f11
if (r2 >n || r2 < 0) goto L19;
prefetch(a[16]); prefetch(b[16]);
if (4 > r2) goto L14;
prefetch(a[20]); prefetch(b[20]);
f12 = a[0]; f13 = b[0]; f14 = a[l]; f15 = b[1];
rl = 8; if (8 > r2) goto L16;

L17: f16 = b[2]; f18 = a[2]; f17 = f12 = f13;
19 = b[3]; f20 = a[3]; f15 = f14 = f15;
f12 al4]; fl16 = f18 x f16;
f19 = f29 * f19; f13 = b[4]; a += 4; {14 =
LI = MO = A O =T
f15 = b[5]; prefetch(a[20]); prefetch(b[24]);
fl1 4= f16; dp += f19; b += 4;
if (rl < r2) goto L17;

L16: f15 = f14 = f15; £21 = b[2]; £23 = a[2];
£24 = b[3]; £25 = a[3]; f21 = £23 x f21;
f12 = a[4]; f13 = b[4]; £24 = 25 = f24; f10
a += 4; b 4= 4; fl4 = a[8]; fl5 = b[8];
B3t L2 P DI I LI DI =P R 22

L18: 26 = b[2]; 27 = a[2]; fl4 = f14 * f15;
£28 = b[3]; £29 = a[3]; f12 = f12 = f13; 26
a += 4; f28 = f29 x 28; b += 4;
B0 S A ORI = O S 20602
dp 4= 28; dp += f1; dp += f10; dp+=fl1l;
if (rl1 > n) goto L5;

L19: 30 = a[0]; f18 = b[0]; 1l 4= 1; a 4= 8;
b += 8; dp += f18;
if (rl < n) goto L19;

L5: return dp;

L14: f12 = a[0]; f13 = b[0]; fl14 = a[l]; f15 =

£22

{

0.0;

alll;

f12 x £13;

f10 + f15;

f27 x 26 ;

f18 = 30 x f18;

b[1]; goto L18;



L17: f16 :b[ [ B8 g I e R R O S S
f19 = b[3]; £20 = a[3]; f15 = f14 * f15;
f12 = a|4]; f16 = f18 x f16;

f19 = f29 x f19; f13 = b[4]; a += 4; f14 = a[1];
P11 A= s = e 0 =6

f15 = b[5]; prefetch(a|20]); prefetch(b|[24]);

H ==t kR e O Rt

if (rl < r2) goto L17;




L17: f16 :b[ [ B8 g O S B e B R R S S ),
£19 = b[3]; £20 = a[3]; (15 = £14 * f15)
f12 = a[4]; (f16 = f18 x f16);

f19 = f29 x f19); f13 = b[4]; a += 4; f14 = a[1];
P11 A= s = e 0 =6

f15 = b[5]; prefetch(a|20]); prefetch(b|[24]);

H ==t kR e O Rt

if (rl < r2) goto L17;
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Yep
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x Regehr et al (2008 and 2010):
x 13 production-quality C compilers tested
x 13 production-quality C compilers found buggy
x Around 300 previously unknown bugs

® Just have a look at bug trackers...
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x Crash of the compiler, wrong errors, reject correct files

x Change the meaning
® takes a function that returns false

® produces a function that returns 42
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Solutions?

x [esting?

= \ery simple Compg)%,ﬁ%nually checked executable
x Proving it correct!
x Clear and precise specification

x Yes, feasible! CompCert (4 person.years, Leroy & al.)
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x| Program in Coq, prove in Coq
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® MNO Emacs@mp-41033.rocq.inria.fr

1 subgoal
Definition square (x:2)
X * X.

Lemma square positive:

forall (x:Z), square x >= 0.
Proof.

unfold square.

-u:-- *goals*

"/

ES

-u:** exemple.v Bot L12 (cd-u:-- *responsek*




eSO | Emacs@mp-41033.rocq.inria.fr

3 subgoals
Definition square (x:2)
X * X.

Lemma square positive:

forall (x:Z), square x >= 0.
Proof.

unfold square.

intro Xx.

destruct x.I

-u:-- *goals*

"/

ES

-u:-- exemple.v Bot L14 (cd-u:-- *responsek*
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DO A A b ¥ Ml .

Definition square (
X * X.

Lemma square positive:
forall (x:2), square x >= 0.
Proof.
unfold square.
intro x.
destruct x.
compute; congruence.
compute; congruence.
compute; congruence.

-u:-- *goals*
Proof completed.

-u:** exemple.v Bot L17 *responsex*




®NO Emacs@mp-41033.rocq.inria.fr
DO A A b ¥ Ml .

Definition square (
X * X.

Lemma square positive:
forall (x:2), square x >= 0.
Proof.
unfold square.
intro x.
destruct x.
compute; congruence.
compute; congruence.
compute; congruence.
Qed.

-u:-- *goals* All L1
square positive is defined

-ut** exemple.v Bot L18 *response* All L1 (C
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Correct Corapiicis

® [erminate or not

® Returned value

® |nput/Output

® System calls

® \/olatile memory access

complile prog_c = OK executable
A Has_Behavior beh executable
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Correct Compiler?

Theorem compiler_correct:
v prog_c executable beh,
complile prog_c = OK executable
A Has_Behavior beh executable
» Has_Behavior beh prog_c.
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Compcert C — > Clight C#minor
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Proof of optimizations

x |mplement it iIn Cog and prove it
iInput i M__) optimized
code code

x «Off the shelf» optimizer, proved validator

iINnput Untrustead EpEiod

134 code /
code optimizer .
e faillure
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Validated optimizations

® | azy code motion

x Software pipelining
Optimizing loop nests

x Polyhedral optimizations



Polynedral optimizations

for ¢ = 0 to nb_c
for 1 = @ to nb_1

MEL][c] = 0;
done;
done;



Polynedral optimizations

for ¢ = 0 to nb_c
for 1 = @ to nb_1

MEL][c] = 0;
done;
done;

1



Polyhedral optimizations

Y/ R

v |

AVUIIC

done;

>




Polyhedral optimizations




Polyhedral{optimizations

B |

VI| |

L ~
~

done;
done;
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lake home message

x Bugs are dangerous

®x You can (and even should) prove your code
® You then need a proved compiler

x Such a compiler exists

®x and Is getting better!



