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Hash Fun
tionsWhat is a hash fun
tion?
H : {0, 1}∗ → {0, 1}n. No se
ret key!
The output, 
alled hash or digest 
an be used as a �ngerprint of thedo
ument. 4 / 24
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Hash Fun
tionsMessage IntegrityVerify the integrity of a downloaded software (no errors duringtransmission, no 
orruption).Example: Che
k the integrity of a Linux distribution.
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Hash Fun
tionsMessage Integrity ExampleCompute the hash (with MD5) of the downloaded distribution.
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Hash Fun
tionsMessage Integrity ExampleCompute the hash (with MD5) of the downloaded distribution.
Compare this hash to the one given on the Ubuntu's web page.
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Hash Fun
tionsPassword Storage

The hash of the password is stored on the server.For every 
onne
tion, the hash of the typed password is 
omputed.If it 
orresponds to the stored one, then the 
onne
tion is established.8 / 24



Hash Fun
tionsPassword Storage (Linux)et
/shadow
Slow hash fun
tions wanted for this appli
ation ! 9 / 24



Hash Fun
tionsDigital SignaturesProve the authenti
ity of a digital do
ument.
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Hash Fun
tionsCryptographi
 Hash Fun
tion PropertiesFor the shown appli
ations, a �simple� hash fun
tion is not enough .Additional se
urity properties are needed. Let H be a hash fun
tion with nbits of output.Preimage resistan
eGiven a hash h, it must be 
omputationally infeasible to �nd amessage m su
h that H(m) = h.Example: Password StorageTime 
omplexity of the generi
 atta
k: O(2n)
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Hash Fun
tionsCryptographi
 Hash Fun
tions-PropertiesSe
ond-preimage resistan
eGiven a message m, it must be 
omputationally infeasible to �nd amessage m′ 6= m, su
h that H(m′) = H(m).Examples: Data integrity, Digital signaturesTime 
omplexity of the generi
 atta
k: O(2n)Collision Resistan
eIt must be 
omputationally infeasible to �nd two messages m,m′,with m′ 6= m su
h that H(m′) = H(m).Examples: Data integrity, Digital signaturesTime 
omplexity of the generi
 atta
k: O(2
n

2 ) (Birthdayparadox) 12 / 24



Hash Fun
tionsWhat a hash fun
tion looks like...The MD5 hash fun
tion. [Rivest91℄
A,B,C,D : 32-bit registers.
F (X,Y,Z) = (X ∧ Y ) ∨ (¬X ∧ Z)

∧,∨,¬ denote AND, OR and NOToperations respe
tively.Modular additions, rotations.Repeat 65 times.
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Hash Fun
tionsTreating large messages (MD 
onstru
tion)Split the message into �xed length blo
ks.Example : The Merkle-Damgård 
onstru
tion [Merkle-Damgård 89℄
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Hash Fun
tionsTreating large messages (the sponge 
onstru
tion)Sponge 
onstru
tion [Bertoni-Daemen-Peeters-Van Ass
he 07℄
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tionsCommonly used hash fun
tions
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The SHA-3 
ompetitionThe NIST SHA-3 
ompetitionPubli
 Competition laun
hed by the National Institut of Standards andTe
hnology (NIST).
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The SHA-3 
ompetitionSHA-3 TimelineO
tober 2008: 64 
andidates re
eived.De
ember 2008: 51 
andidates a

epted for the 1st round.July 2009: 14 
andidates a

epted for the 2nd round.De
ember 2010: 5 �nalists sele
ted.2012: Sele
tion of the winner.
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ompetitionSHA-3 TimelineO
tober 2008: 64 
andidates re
eived.De
ember 2008: 51 
andidates a

epted for the 1st round.July 2009: 14 
andidates a

epted for the 2nd round.De
ember 2010: 5 �nalists sele
ted.2012: Sele
tion of the winner.Three 
andidates submitted from INRIA : FSB, Shabal(SECRET proje
t team), SIMD (Cas
ade proje
t team).No Fren
h 
andidate among the 5 �nalists... 19 / 24
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Cryptanalysis of Hash Fun
tionsSe
urity Evaluation of Hash Fun
tionsThe new hash standard must be se
ure.No weaknesses must have been found after 4 years of publi
 evaluation.Possible Weaknesses :Atta
ks : Finding preimages, se
ond preimages or 
ollisions.(theoreti
al or pra
ti
al)Distinguishers on the internal 
omponents.
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Cryptanalysis of Hash Fun
tionsSe
urity Evaluation of Hash Fun
tionsThe new hash standard must be se
ure.No weaknesses must have been found after 4 years of publi
 evaluation.Possible Weaknesses :Atta
ks : Finding preimages, se
ond preimages or 
ollisions.(theoreti
al or pra
ti
al)Distinguishers on the internal 
omponents.A distinguisher may be the starting point for some atta
ks, 
aninvalidate the se
urity proofs...and not only this ! 21 / 24



Cryptanalysis of Hash Fun
tionsDistinguishers permit to gain Belgian beers !
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Cryptanalysis of Hash Fun
tionsThe algebrai
 degree of a hash fun
tionThe stru
ture of many hash fun
tions is based on iterated permutations.A permutation 
an be seen as a ve
torial fun
tion over Fn

2
.Example:

F (x0, x1, x2) = (x0 + x1, x2x3 + x1, x0x1 + 1).The algebrai
 degree of a ve
torial fun
tion, is the maximum algebrai
degree of its 
oordinates. (multivariate degree)
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tionsThe algebrai
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tionThe stru
ture of many hash fun
tions is based on iterated permutations.A permutation 
an be seen as a ve
torial fun
tion over Fn

2
.Example:

F (x0, x1, x2) = (x0 + x1, x2x3 + x1, x0x1 + 1).The algebrai
 degree of a ve
torial fun
tion, is the maximum algebrai
degree of its 
oordinates. (multivariate degree)In this example : deg(F ) = 2. 23 / 24



Cryptanalysis of Hash Fun
tionsOur ContributionQuestion : What is the algebrai
 degree of F after m rounds ?Our work :New bounds on the algebrai
 degree of di�erent 
lasses ofiterated permutations.Distinguishers for many SHA-3 
andidates.
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Cryptanalysis of Hash Fun
tionsOur ContributionQuestion : What is the algebrai
 degree of F after m rounds ?Our work :New bounds on the algebrai
 degree of di�erent 
lasses ofiterated permutations.Distinguishers for many SHA-3 
andidates.Thank you for your attention ! 24 / 24
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