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1. Introduction

Let p be a prime number and Fyn be the finite field of order p". Any polynomial F(X) € Fpn[X]
defines a mapping

F:Fpn%]Fpn

x> F(x),

which is called the associated mapping of F(X). Recall that any mapping of a finite field into itself is
given by a polynomial. In this paper we write F or F(x) to denote a mapping, while F(X) is reserved
for a polynomial. Also, we generally use the term “mapping” to refer F:Fyn — Fyn, while we use
“function” for f:F,n — IFp.

A polynomial F(X) is called a permutation polynomial of Fpn if the mapping F is a permutation
of Fyn. The construction of infinite classes of permutation polynomials over finite fields is an interest-
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ing and widely open problem, which is of great importance for a variety of theoretical and practical
applications.

This paper is motivated by the question: What happens when a permutation is slightly modified?
The “slight modification” considered here is the addition of a simple mapping to a given permuta-
tion. In some sense our approach is related to the concept of complete mapping polynomials, where
new permutations are obtained by adding the identity mapping. More precisely, a polynomial F(X) is
called a complete mapping polynomial if both F(X) and F(X) + X are permutation polynomials of Fpn.
These polynomials were introduced by Niederreiter and Robinson in [20]. The study of general prop-
erties of the complete mapping polynomials seems to be very difficult (for recent results see [16]).

In this paper we consider polynomials of the shape

F(X)=G(X) +y Tr(H(X)), (1)

where Tr(X) is the polynomial defining the absolute trace function of Fyn, y € Fyn and G(X), H(X)
are arbitrary polynomials in IFpn[X]. Examples of such permutation polynomials over Fyn are obtained
in [10,23] and [4].

A mapping F:Fpn — Fpn is called perfect nonlinear or planar if for every nonzero a € Fpn the
difference mapping x — F(x 4+ «) — F(x) is a permutation of FF,». Perfect nonlinear mappings exist if
and only if p is odd. If p =2, a mapping F :Fy» — Fon is called almost perfect nonlinear (APN) if all
its difference mappings are 2-to-1. In [2,8,14] (almost) perfect nonlinear mappings of shape (1) are
constructed. In [8] the construction of F from G is called the switching construction.

In this paper we point out a link between the concept of a linear structure and permutation poly-
nomials of the form (1), which yields large classes of such permutation polynomials. The concept of
a linear structure was introduced in cryptography, mainly for Boolean functions. A nonzero a € Fpn is
called a linear structure of a Boolean function f if the derivative of f at the point a is constant. Such
a property is considered as a weakness in some cryptographic applications ever since the cryptanal-
ysis suggested by Evertse in [9], which exploits the existence of linear structures. Later in [19] the
notion of the nonlinearity of f with respect to a linear structure was introduced to quantify the distance
of f to any linear structure (see also [5]). This nonlinearity is invariant under the general affine group,
and therefore seems to be a useful cryptographic criterion. Linear structures were extensively studied
in [7] and [15]. A partial classification of the monomial and binomial functions with linear structures
is given in [12,1].

This paper is organized as follows. In Section 2 background and preliminary results on functions
with linear structures are given. Section 3 starts with a general study on permutation polynomi-
als of shape (1). Propositions 3 and 4 give necessary conditions on y € Fpn, G(X) and H(X) for
which G(X) + y Tr(H(X)) is a permutation polynomial. These conditions appear to be very effective
in proving that a certain polynomial of shape (1) is not a permutation polynomial, as demonstrated
in Examples 1, 2. Section 3.1 is devoted to the permutations of form (1), where G is itself a permuta-
tion. Theorem 3 gives a sufficient condition on y and H(X) ensuring that F is either a permutation
or a p-to-1 mapping. Using this theorem and results from Section 2, Corollary 1 describes two large
classes of permutation polynomials of Fpn.

In Section 3.2 it is assumed that G(X) is a linearized polynomial inducing a p-to-1 mapping.
The notation L(X) is used for such a G(X) for clarity. Theorem 4 characterizes the permutation
polynomials of shape (1) obtained with such an L(X). Theorem 5 gives a sufficient condition on
y € Fpn, L(X) and H(X) to induce a permutation polynomial L(X) + y Tr(F(X)). This theorem and
results from Section 2 are applied to describe two large classes of permutation polynomials of IFyn
in Corollary 2. Finally, Theorem 6 allows to obtain the dimension of the kernel of a linear mapping
L(x) = L1(x) + y Tr(Bx) from the one of L1(x). An application of Theorem 6 is demonstrated in Ex-
ample 4 to construct explicitly linearized polynomials inducing p-to-1 mappings. In Section 4 the
results of the previous sections are applied to characterize the linearized permutation polynomials of
shape (1). Moreover, a large family of linearized permutation polynomials over binary finite fields is
obtained via semi-bent Boolean functions.
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Notation: We denote by |E| the cardinality of a set E. The trace function from Fy» onto any sub-
field Fp. of Fpn will be denoted as follows:

k k(n/k—
Traw(y) =y +yP o yP Y

The absolute trace function (i.e.,, k= 1) is simply denoted by Tr.
2. Alinear structure

In this section we consider functions from a finite field Fp» into its prime subfield F,. Every
function f:F,» — IFp can be represented by Tr(R(x)) for some (not unique) mapping R:Fpn — Fpn.

Definition 1. Let f:Fy» — F, and c € F,. We say that « € F;n is a c-linear structure of the function f
if

fx+a)—f(x)=c forallxeFpn. (2)

Note that if ¢ is a c-linear structure of f, then necessarily c = f (o) — f(0). The next proposition
is proved in [15]; we included its proof for clarity.

Proposition 1. Let o, 8 € IE‘;;H, o+ B #0and a,b € Fp. If a is an a-linear structure and B is a b-linear
structure of a function f :Fyn — Fp, then

o + Bis an (a + b)-linear structure of f
and for any c € Fy,
c -« isa (c-a)-linear structure of f.

In particular, if A* is the set of linear structures of f, then A = A* U {0} is an F-linear subspace, which we
call the linear space of f.

Proof. Let o, B € A*, where « is an a-linear structure and 8 a b-linear structure. Then for any x € [Fpn
it holds

fx+@+p)— f@)=f(x+a)+8) = fx+o) + fx+a) — f(x)
=a+b.
Thus o + B € A and a nonzero « + 8 is an (a + b)-linear structure of f. Further, taking 8 = o we

get that 2« belongs to A and 2« is a 2a-linear structure. Similarly, co is a ca-linear structure for any
¢ € F}, completing the proof. O

Given y € an and c € [Fp, let 'H, (c) denote the affine hyperplane defined by the equation
Tr(yx) =c, ie,

Hy () ={x €Fpn | Tr(yx) =c}. (3)

Then o € IF;” is a c-linear structure of Tr(R(x)) if and only if the image set of the mapping R(x + o) —
R(x) is contained in the affine hyperplane H1(c).
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Let £ € C be a p-th root of unity. For a given R:Fpn — Fyn, let Fg :Fpn — C be defined by

FrOy= ) "R, (4)

x€F;n
The mapping Fy is the discrete Fourier transform of the mapping
xeFpn > gTRED ¢ C,

In particular, Fg = Fy if and only if the functions TroR and TroR’ are equal. Set f = TroR. We say
that Fp is the Fourier transform of f. And we call the multiset

S(f)={Fr() | A €Fpn}
the Fourier spectrum of f. Whether f has a linear structure can be recognized from a property of S(f).
The following proposition is known for p =2 (see [22] and [7]). Here we extend it for an arbitrary

prime p.

Proposition 2. Let c € Fp, R:Fpn — Fpn and f(x) = Tr(R(x)). An element o € FZ” is a c-linear structure
for f if and only if

Fr(A) =0 forall ¢ Hy(c). (5)

Proof. Recall that o € ]F’[)n is a c-linear structure for f if and only if

Tr(R(x+a)) —Tr(R(x)) =c forallx € Fpn.
This holds if and only if, for some B € Fyn such that Tr(8) =c,
Fr=Fp WwithR'(x) =R(x+a) — B.

Further, observe that

Fr(h) = Z sTr(R(x—t—a)—ﬂ—)Lx)

Xern

STr(aA) —C Z STr(R (x4a)—A(x+a))

x€Fyn
— sTT(Ol)»)—C]:R ()\‘)

Thus Fr = Fr if and only if Fr(1) =0 for all A € Fyn such that Tr(aA) —c #0, i.e., for all A which
are not in the affine hyperplane Hy(c). O

In [15], Lai uses the multivariable representation to characterize the functions assuming a linear
structure. Here we state this result for the univariable representation.

Theorem 1. Let R : Fyn — Fypn and f =TroR. Then f has a linear structure if and only if there is a nonbijective
linear mapping L :Fyn — Fpn such that

fx) =Tr(R(x)) =Tr(H o L(x) + BX) (6)

forsome H :Fpn — Fpn and B € Fpn. In this case, the linear space of f contains the kernel of L.
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Proof. The statement is obviously true if f is affine; we may take L to be the zero mapping for such
an f. For the rest of the proof we assume that f is nonaffine. Suppose that (6) holds and « is an
arbitrary element from the kernel of L. Then « is a linear structure of f. Indeed,

fx+a)— f(x)=Tr(H(L(x) + L(@))) — Tr(H(L(x))) + Tr(Ba)
=Tr(Ba),
since L(a) =0.

Conversely, suppose that there exist o € F;n and c € Fp such that f(x+a) — f(x) is constantly

equal to c. This means that the linear space A of f has dimension k > 1 (see Proposition 1). Moreover,
k <n —1 because of the assumption that f is nonaffine. Let {c¢1, ..., )} be a basis of A and «; be a
ci-linear structure of f. Then choose B € Fyn such that

Tr(Bai) =ci, 1<i<k, (7)
which exists always. Indeed, such a g belongs to the intersection of the affine hyperplanes H, (c;),
which is not trivial, because 1 <k <n — 1 and the choice of «;. Further choose a linear mapping L
with the kernel A. Note that L is not bijective since k > 1. Finally, define a function H :[Fpn — Fn as
follows:
(a) For any y € Fyn, such that y = L(x) for some x € Fpn, the value H(y) satisfies Tr(H(y)) = f(x) —

Tr(Bx).

(b) For y € Fyn which is not in the image set of L the value H(y) is arbitrary.

It remains to show that such an H is well defined, that is for any x € Fjn and x’ € Fpn it holds
Lx)=LKx) = Tr(H(L®))=Tr(H(LXx))).

So we must prove that if L(x — x') = 0 then Tr(Bx") — Tr(8x) = f(x') — f(x). Note that L(x —x') =0
implies that X' =x + o with a € A. Let a = 22‘21 ajaj, a; € Fp. Then Proposition 1 yields that « is a
c-linear structure of f with c = ZL] aic;. Thus

fX)—fx®)=fx+a)-f=c
To complete the proof note that from (7) it follows
k
Tr(B(X —x)) = Tr(Bar) = Za,- Tr(Baj) =c. O
i=1

Theorem 1 shows that any linear mapping with a known kernel allows to construct a function
with (at least partly) known linear space. The following result is an example of this.

Lemma 1. Let H:Fyn — Fpn be an arbitrary mapping, y,p € Fpn, ¥y #0 and ¢ =Tr(By). Then y is a
c-linear structure of f(x) = Tr(R(x)) where

Rx) = H(xP —yP~'x) + Bx.
Proof. Since R(x+y)=HXP + yP — yP~1x — yP) 4+ Bx + By = R(x) + By, we have

Tr(R(x+y)— R®x)=Tr(By)=c forallxeFpy. O
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The next lemma describes another family of functions with a known linear structure.

Lemma 2. Let g:Fpn — Fpanda F;n. Then for any ¢ € I}, the element ca is a O-linear structure of

fy=7) gbx+uaw).

uelfp
Proof. Indeed, f(x+ ca) = ZHGFP gx+au+co)=fx. O
3. Permutation polynomials
For the remainder of this paper, we consider the polynomials of the shape

F(X)=G(X)+y Tr(H(X)), (8)
where G(X), H(X) € Fpn[X], ¥ € Fpn. Our main goal is to characterize and construct such permu-
tation polynomials. Firstly, we give two simple necessary conditions on ¥, G and H, for which the
corresponding F is a permutation. These conditions appear to be very effective in proving that a cer-
tain polynomial of shape (8) is not a permutation polynomial. For instance, by Proposition 3 if F(x) is

a permutation then the image set of G(x) must be of size at least p"~!.

Proposition 3. Let F(X) € Fpn[X] be a polynomial of type (8). Assume that F(x) is a permutation. Then for
any B € Fpn there are at most p elements x € Fpn with G(x) = .

Proof. Suppose that G(x;) =8 fori=1,...,p + 1, where x; are pairwise different. Then for these x;
we have:

F(xij)=B+yc withcelp,
providing at most p different values. Thus F(x) cannot be a permutation. O

Proposition 3 implies that if a k-to-1 mapping G yields a permutation of shape (8), then k < p.
The following example is based on this observation.

Example 1. Let 3 < s < p" — 2 be such that gcd(s, p" —1) =d and d > p. Then for any A,y € F;n and
for any H:[Fpn — Fpn the mapping

Fx)=1x"+y Tr(H(x))
is not a permutation. Indeed, the mapping x — x° is d-to-1, and then Proposition 3 implies the result.
Note that d is odd, if p = 2. Consequently, if the mapping F is a permutation then necessarily
d =1, or equivalently, the mapping x — x5 is a permutation.

We extend the previous proposition as follows:

Proposition 4. Let F (X) be a permutation polynomial of type (8) and F (0) = 0. Then for any nonzero x € Fn
satisfying G(x) = y ¢ for some ¢ € F}, it must hold Tr(H (x)) # —c.

Proof. Since F(0) =0 and F(x) is a permutation, F(x) # 0 for any nonzero x, or equivalently,
G(x)+yu##0 whereu=Tr(H(x)).

Thus if for some x # 0 it holds G(x) =y ¢ with ¢ € Fp, then Tr(H(x)) # —c. O
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Example 2. Let a mapping F of F,» be defined by
F(x)=Gx) +y Tr(HXx)).
Moreover, let F(0) =G(0)=0, y € IE‘Z‘, and
G(Fp) =Ty, H(IFZ) ={B} with Tr(B) #0.

Then for any c € IE‘; we have F(c) = G(c) +y Tr(B). By the assumption that G is a permutation on F,
there is c € F;‘, such that G(c) equals —y Tr(8) implying F(c) = 0. Thus, such a mapping F is not a
permutation.

Recall that any polynomial F(X) € Fpr[X] is a permutation polynomial if and only if its associated
mapping satisfies

Fr@ = Y gMHF® =0 forall 2 e Fj, (9)

erFpn

where & € C is a p-th root of unity (see for instance [17, Theorem 7.7]). In the next proposition this
property is specified for the polynomials considered here.

Proposition 5. Let F(X) € Fn[X] be a polynomial of type (8). Then
F(x)=G(x) + y Tr(H(x))

is a permutation if and only if for any A € IF;" it holds

Z STr(AG(X)—i—CH(X)) =0 wherec=Tr(yx). (10)

xeF yn
Proof. We simply apply the necessary and sufficient condition (9). Since
Tr(AF(x)) = Tr(AG(x)) + Tr(H(x)) Tr(y 1)
=Tr(AG(X) + HX) Tr(y 1)),
condition (9) becomes

Z gMOCOHCHX) — 0 wherec=Tr(yx). O

xern

Next we consider polynomials F(X) of type (8) where G(X) is a permutation or a linearized poly-
nomial. In both cases, we will show that the existence of linear structures provides permutations
under certain conditions.

Open Problem 1. Characterize a class of permutation polynomials of type (8), where G(X) is neither
a permutation nor linearized polynomial.



622 P. Charpin, G. Kyureghyan / Finite Fields and Their Applications 15 (2009) 615-632

3.1. Permutations from permutations
Here we consider polynomials of shape (8) under additional assumption that G(X) is a permu-
tation polynomial. We establish a link between such permutation polynomials and the existence of

a linear structure for certain functions. As a consequence, we construct large classes of permutation
polynomials.

Theorem 2. Let y € Fpn, G(x) be a permutation on Fyn and H :Fpn — Fyn be an arbitrary mapping. Then
the mapping

F(x)=Gx) +y Tr(H(x))

is a permutation on Fpn if and only if for any A € Fpn with Tr(y 1) = ¢, ¢ € Fy,, it holds

Fer(—1) = Y EMEOHN =0, (11)
YeEFpn

where R = H o G~ and G~ is the inverse mapping of G.

Proof. Since G(x) is a permutation, (10) is satisfied for ¢ = 0. Further we show that (10) is equivalent
to (11) for ¢ # 0. Firstly, note that

-1
Z TrO-GOO+HeH(X) Z gTMCHGT ON+HAY) = 7 b (Z2).

x€F pn yeF n
So (10) holds if and only if F.g(—A) =0 for any ¢ # 0 and for any A with Tr(Ay) =c. O

Remark 1. When p = 2, the statement of Theorem 2 can be rewritten as follows: F(x) is a permutation
if and only if Fr(A) =0 for any A € Fon with Tr(yA) =1, or equivalently, if and only if ¥ is a 0-linear
structure of Tr(R(x)) (see Proposition 2). More details on the binary case are given in [4].

Theorem 2 and Proposition 2 lead to a set of permutations obtained by means of functions having
linear structures.

Theorem 3. Let G(x) be a permutation of IFpn. Let R be a mapping of Fpn such that y € Fpn is a b-linear
structure of Tr(R(x)). Then we have:

(i) F(x) =G(x) + y Tr(R(G(x))) is a permutation of Fyn if b # —1.
(ii) F(x) = G(x) + ¥ Tr(R(G(x))) is a p-to-1 mapping of Fpn if b= —1.

Proof. Firstly note that y is a cb-linear structure of Tr(cR(x)) for any c € ;. Then by Proposition 2,
we have

Fer(M) =0 forany A ¢ H,, (cb),
or equivalently,
Fer(—=A) =0 forany A ¢ Hy (—cb)
(where H,, is defined by (3)). Recall that A is not in H,, (—cb) if and only if Tr(y A) # —bc. In partic-

ular, it shows that in the case b # —1 it holds Fcr(—X) =0 when Tr(yA) = c. Theorem 2 completes
the proof of (i).
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Our next goal is to prove (ii). Let yp be an arbitrary fixed element from the image of F, say
Yo = F(xg) for some xg. Then

Yo = G(x0) + ¥ Tr(R(G(x0))) = G(x0) + ¥ Uo,

where ug =Tr(R(G(xp))) € Fp. Consequently, xo = G~ 1(yo — yup) and we have

[xeFp | F®) =yo} C{G ' (yo—yu) |ueF,}.
In particular, there are at most p elements x such that F(x) = yo. On the other side, for any u € F) it

holds F(G~!(yg — yu)) = yo. Indeed, y is a (—1)-linear structure of Tr(R(x)), implying that yu is a
(—u)-linear structure of Tr(R(x)) by Proposition 1. Thus for any u € F, it holds

Tr(R(x+yu)) —Tr(R(x)) = —u forallx € Fpn. (12)

Hence we have

F(GT'(wo—yw) =yo—yu+yTr(RoGoG ' (yo—yu)
=yo—yu+y(Tr(R(yo — yu)))
=yo—yu+y(u+Tr(R(¥0)))
=yo+y Tr(R(¥0)) = yo.

The third equality is obtained by applying (12) for x = yg and taking —u instead of u. The last equality
follows from the observation:

Tr(R(y0)) = Tr(R(G(xo0) + ¥ Tr(R(G (x0)))))
=Tr(R(G(x0))) — Tr(R(G(x0))) =0,

where we use (12) again for x = G(xg) and u =Tr(R(G(xp))). Hence we have proved that for any y in
the image of F it holds

(xeFp |[Fo) =y} ={CT'(y—yuw) [ueFp),
completing the proof. O
Example 3. As a direct consequence of Theorem 3 we get the complete characterization of the lin-
earized permutation polynomials X + y Tr(BX) € Fpn[X]. Namely, X 4 y Tr(8X) is a permutation
polynomial of Fpn if and only if Tr(8y) # —1. In the remaining cases, when Tr(8y) = —1, it induces

a p-to-1 mapping of Fpn.

Theorem 2 shows that a permutation polynomial of shape (8), where G(X) is a permutation poly-
nomial as well, is obtained by a composition of G(X) with a permutation polynomial given by

FX)=X+yTr(R(X)), yeFp. (13)
Next we use the results of Section 2 to introduce two classes of permutation polynomials of form (13).

Corollary 1. Let y, B € Fpn and H(X) € Fpn[X].
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(i) Then the polynomial
F(X)=X+y Tr(H(X? —yP~'X) + BX)
is a permutation polynomial if and only if Tr(8y) # —1.

(ii) Then the polynomial

F(X)=X+)/Tr( > H(X+uy)+,BX)

uel,
is a permutation polynomial if and only if Tr(8y) # —1.
Proof. In both cases, the statement is obvious for y = 0. Set Tr(8y) = c. To prove (i), let
R(X)=H(XP - yP~1X) + BX.
From Lemma 1 it follows that y is a c-linear structure of Tr(R(x)). More precisely,

Tr(R(x+ 7)) — Tr(R(x)) = Tr(By) =c.

The rest follows from Theorem 3.
The proof of (ii) is obtained similarly by using Lemma 2 instead of Lemma 1. O

Remark 2. Note that if Tr(8y) = —1 in the statement of Corollary 1 then by Theorem 3 the corre-
sponding mapping F(x) is p-to-1.

Remark 3. The permutation polynomials introduced in Corollary 1 might be of interest for applica-
tions. For instance, they are easy to implement if the mapping H is chosen appropriately. Further H
may be taken in a way that the resulting mapping F has a desired algebraic degree. For example,
permutation polynomials of algebraic degree two are asked in [21] for the design of some public-key
cryptosystems.

3.2. Permutations from linearized polynomials

Recall that a polynomial of the form

n—1 )
LX) =) aiXP', o elFpn,
i=0

is called a linearized polynomial over Fpn and it induces an Fj-linear mapping of [Fpn. In this section
we characterize the elements y € Fyn and polynomials H(X) € Fyn[X] for which L(X) + y Tr(H(X))
is a permutation polynomial. By Proposition 3 the mapping L must necessarily be bijective or p-to-1.
Since the case of bijective L is covered in the previous sections, we consider here p-to-1 linear map-
pings. Recall that a linear mapping is p-to-1 if and only if its kernel is «F, for some o € F’;n.

Theorem 4. Let L : Fyn — Fpn be a p-to-1 linear mapping with kernel K = alFp, o € an, and H :Fpn — Fpn.
Then the mapping

Nx)=Lx) +yTr(Hx), y €Fp,

is a permutation of Fyn if and only if
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e y does not belong to the image set of L, and
o Tr(H(x+¢€) — H(x)) #0 forany x e Fyn and € € K \ {0}.

In particular, if p = 2 then K = {0, a} and the second condition means that « is a 1-linear structure for
Tr(H(x)).

Proof. For any c € F}, we have

L if Tr(H(x)) =0,
N(x) = { L(x) +yc if Tr(H®X)) =c.

If y belongs to the image set of L, say L(y) = y, then
yc=cL(y)=L(cy) foranycel,,
so that the image set of N is contained in that of L. In particular, N is not a permutation. We suppose

for the rest of the proof that y does not belong to the image set of L. For all x € Fjyn and for any
€ € K\ {0}, we have

N(x+¢€)—Nx) =y Tr(Hx+¢€) — Hx)),
since L(e) = 0. Thus, if N is a permutation, then it must hold
Tr(H(x+€) — H(x)) #0 forany x € Fpn and for any € € K \ {0}, (14)

implying the necessity of the second condition.
Conversely, assume that (14) holds. Let y,z € Fpn be such that N(y) = N(z). Suppose Tr(H(y) —
H(z)) =0 then

N(@y)-N@ =Ly -2 =0,

and thus y —z € K. Further, (14) forces y = z. To complete the proof, observe that Tr(H(y) — H(z)) =c,
with ¢ # 0, would imply

N(y)-N@ =Ly -2 +yc=0,

providing L(c~'(y — z)) = y. This contradicts the assumption that y is not in the image set of L. The
case p =2 is obviously deduced, completing the proof. O

Remark 4. To apply Theorem 4 we need to check whether y belongs to the image set of a given
p-to-1 mapping L(x) = '17:_01 aixP'. We know that the image set of L is a hyperplane H, (0). The
defining element o of this hyperplane can be found in terms of the so-called adjoint mapping. Indeed,

o satisfies the following identity:
n—1 } n—1 .
i n—i n—i
Tr(oL(x)) = Tr(a Zoz,-xp ) = Tr((Zaf o? )x) =0
i=0 i=0
for any x € Fpn. Thus o is the unique nonzero root of the polynomial
n—1

L*(X)=aoX + Y af X7,
i=1
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which is called the adjoint polynomial of L(X) = Z?:_Ol oz,-XPi. After having o, in order to check
whether an element y belongs to the image of L, we need only to verify the condition Tr(oy) =0.

Theorem 5. Let L : Fy;n — Fyn be a p-to-1 linear mapping, K = aIf', be the kernel of L and o IF, be the kernel
of its adjoint mapping L*. Further let H : Fyn — Fpn and « be a b-linear structure of Tr(H (x)). Then

FX)=LX)+yTr(H®), yeFp,

is a permutation of IFpn if and only if Tr(oy) # 0 and b # 0. Moreover, if Tr(cy) # 0 and b =0 then F is a
p-to-1 mapping of Fyn.

Proof. We show that the conditions of Theorem 4 are satisfied if and only if Tr(oy) # 0 and b # 0.
The condition Tr(oy) # 0 is equivalent to the requirement that  does not belong to the image set
of L (see Remark 4). Further from Proposition 1 it follows that ca is a cb-linear structure of Tr(H (x)),
for any c € F,. Hence, for such a c, we have

Tr(H(x+ca) — H(x)) =cb #0 forallx e Fpn,
which completes the first part of the proof.

Now suppose that Tr(ocy) 0 and b =0. Let x be fixed and y be such that F(x) = F(y). Then we
have

Lix—y)=yu withu=Tr(H(y) — H(x)).
If u#0 then L((x — y)/u) =y which is impossible. Suppose u =0 and thus x — y € K = aF,. So
y=Xx+av for some v € Fp. Since « is a O-linear structure of Tr(H(x)), it holds Tr(H(x + ca) —
H(x)) =0 for any c € [F. This shows that any y € x 4+ oIF, satisfies F(x) = F(y). We conclude that
x+aFp ={y e Fpn | F(x) = F(y)}, which implies that F is a p-to-1 mapping of Fpr. O

Next we apply Theorem 5 and Lemmas 1, 2 to describe two classes of permutation polynomials
explicitly.

Corollary 2. Let o, B,y € Fpn, ¢ # 0 and H(X) € Fpn[X].
(i) Then the polynomial
F(X)=XP —aP ' X +y Tr(H(XP — P~ 1X) + X)

is a permutation polynomial of Fyn if and only if Tr(ya=P) # 0 and Tr(a ) # 0.
(ii) Then the polynomial

F(X)=XP —aP1X + yTr( > H(X +ua) +5x)

uelfp
is a permutation polynomial of Fyn if and only if Tr(ya=P) # 0 and Tr(af) # 0.

Proof. The proof follows from Theorem 5 with L(x) = xP — P~ 'x. Observe that the kernel of L is alfp,

and the adjoint mapping L*(x) —xP""" — ¢P~1x has the kernel a~PIF,. Further, o is a Tr(af)-linear
structure of Tr(H(xP — P~ 1x) + Bx) by Lemma 1, which completes the proof of (i). To complete the
proof of (ii), note that « is a Tr(a8)-linear structure of g(x) = Tr(ZueFP H(x + ua) + Bx). Indeed,
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g(x+a):Tr( Z H((x+oz)+uoz)+,3(x—|—oe)>

uelky

:Tr( Z H((x+ u+Da) +,6x+ﬂoe))

uelfp

= > Tr(HX + uw)) + Tr(Bx) + Tr(Bar)

uelfy

— g +Tr(fe). O

Open Problem 2. Find classes of linearized polynomials over F,» describing mappings with kernel of
dimension 1.

The next theorem shows how changes the dimension of the kernel of a linear mapping after
adding to it the mapping y Tr(Bx). In particular, it allows to construct linear mappings with kernel of
dimension 1. Recall the notation:

Hp(0) = {x € Fpn | Tr(Bx) =0}.

Theorem 6. Let L1 :Fpn — Fyn be a linear mapping with kernel KCq of dimension k1, 0 <k; <n —1, over I
andy,pB € F;n. Define

Lx) =L1(x) + y Tr(Bx).
Then the kernel IC of L has dimension k € {k1 — 1, k1, k1 + 1} depending on the cases described below:

(i) y belongs to the image set of L1 then
o k =kq1+ 1if Ky is contained in the hyperplane Hg(0) and there exists an element g satisfying L1(g) =
y and Tr(8g) = —1;
e otherwise k =k1;
(ii) v does not belong to the image set of L1 then
e k=kq — 1if K1 is not contained in the hyperplane Hg(0);
e k =kq if KCq is contained in the hyperplane Hg(0);

Proof. The result follows mainly from the fact that any k-dimensional subspace of Fpn is either con-
tained in Hg(0) or intersects it in a subspace of dimension k — 1.

(i) Observe that the image set of L is contained in that of L1, and therefore k > k. Next we show
that if k > kq, then necessarily there exists an element g € F,» such that L1(g) =y and Tr(8g) = —1.
Indeed, let xo € KC. Then

Li(xo) = —y Tr(Bxo) = —yu, uecl,. (15)
If (15) holds only with u =0, then /C C K1 and k < k1. Hence there must exist x; € C and u € IE‘; such
that Tr(8x1) =u and Lq(x;) = —yu. Set g = —x1/u. Then L1(g) =y and Tr(8g) = —1. To complete

the proof note that with such a g it holds L C {cg +y |ceF, and y € K1}. For an element cg + t,
t € K1, we have

L(cg +1t) =L1(cg) +y Tr(Bcg) +y Tr(pt) =y Tr(Bt),

which shows that X ={cg+y|ceF, and y € K1 N'Hg(0)}.
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(ii) Suppose that xg € Fpn belongs to K, i.e. L(xg) = L1(Xo) 4+ ¥ Tr(Bxo) = 0. Then, since y does
not belong to the image set of L1, it must hold Tr(Bxp) = 0, and consequently Li(xg) = 0. Thus xg €
K1 N "Hg(0). On the other hand, every element of X1 N"Hg(0) belongs to K, completing the proof. O

Next we apply Theorem 6 to describe linearized polynomials inducing p-to-1 mappings on Fpn.

Example4. let n =2k and y, 8 € an. Then the kernel of the linear mapping L(x) = XP* —x+ y Tr(Bx)
is of dimension 1 if and only if Try/2(y) # 0 and Try/2(B) # 0. Indeed, we apply Theorem 6 for
L1(x) — xP° _ x. The kernel K1 of Ly is the subfield Fe and, in particular, of dimension 2 over [Fp.
Hence by Theorem 6 the kernel of L is one-dimensional if and only if y does not belong to the image

set of L1 and F > is not contained in the hyperplane Hz(0). The image set of L1 consists of elements
y € Fpn with Try/2(y) = 0. It remains to note that if z € Fp2, then

Tr(Bz) = Trz/1(2Trnj2(B)).
and thus Fp2 is contained in Hg(0) if and only if Try/2(B) =0.
4. Linearized permutation polynomials

In this section we use the results of the previous sections to characterize the linearized per-
mutation polynomials given by L{(X) + y Tr(L2(X)), where both Li(X) and L(X) are linearized
polynomials. Firstly, note that the polynomials Tr(L2(X)) and Tr(L5(1)X) describe the same mapping
on Fpn, and therefore the problem is reduced to the characterization of permutation polynomials of
shape L{(X) + y Tr(8X).

Theorem 7. Let L1(X) € Fpn[X] be a linearized polynomial and y, B € F}’;n. Then the linearized polynomial

L(X)=L1(X)+y Tr(BX)
is a permutation polynomial of Fpn if and only if (i) or (ii) is fulfilled:

(i) L1(X) is a permutation polynomial of IFpn and Tr(,BLl_1 (y)) # —1, where L]_1 is the inverse mapping
of L1;

(ii) L1(X) defines a p-to-1 mapping on F,n with kernel alf,. Moreover, y does not belong to the image set
of L1 and Tr(Bar) # 0.

Proof. It follows from Theorem 6. O

4.1. Linear permutations via semi-bent functions

In this section we apply Theorem 7 to obtain a large set of linearized permutation polynomials
over [Fon from known constructions of semi-bent functions. For the rest of this section, p =2 and n
is assumed to be odd. We use the following notation:

n—1

c=(C1,...,Cs), Ci€Fm, s= >

The Boolean functions given by

n—1

fe@) =" Tr(ci® ™) (16)

i=1
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are called quadratic Boolean functions on [Fyn, since with respect to a fixed basis of Fyn over Fy such
a function has a quadratic multivariate representation. Note that for any a € Fon we have

n—1

2 . 4 .
fe(x+a) + fe(x) = Z Tr(ci(x* a + a® x + a* 1))
i—1

= ‘ 4
= TT<ZX(C,'(121 + (Cia)2n1)> + fe(@)
i=1

=Tr(xLe(@) + fe(a),
where L is the linear mapping on Fo» defined by

n—1
Le(x) = Z(cixzi + (cix)zn_i). (17)

i=1

Definition 2. Let n be odd and f. and L. be defined by (16) and (17). Then, f, is called semi-bent if
it has exactly one linear structure or, equivalently, if the linear mapping L¢(x) is 2-to-1 on [Fn.

For more details on semi-bent functions see [3,6,11]. Such functions are studied in terms of se-
quences in [18, ch. 11]. We want to note also that semi-bent functions are called three-valued almost
optimal in [3].

The following corollary is an immediate consequence of Theorem 4.

Corollary 3. Let f. be semi-bent and o be its (unique) linear structure. Further, let H : Fon — Fon be such that
o is a 1-linear structure of Tr(H (x)). Then

N(X) =Le(x) +y Tr(H(x)) (18)
is a permutation of Fyn, for any y which is not in the image of Le.

From now on, ¢ is a binary vector and we will use a surprising property of corresponding func-
tions f. to construct linear permutations or linear mappings which are 2-to-1.

A result by Khoo, Gong and Stinson characterizes all odd integers n for which f; is semi-bent
for any nonzero ¢ € F§ [11, Section 4]." We summarize their results in the next theorem. We denote

by ord, (2) the order of 2 modulo v, that is the smallest k such that v divides 2¥ — 1.

Theorem 8. Let v be an odd prime number and define the properties (i) and (ii) as follows:

(i) ordy2)=v —1;
(ii) v=2r+1,risodd and ord, (2) =r.

Then a function f¢ of Fon defined by (16) is semi-bent for any choice of nonzero ¢ € %, if and only if n is an
odd prime number satisfying (i) or (ii).

The first primes satisfying (i) or (ii) are:

1 This result was extended to even n in [6].
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3, 5%, 7%, 11%, 13, 19, 23*%, 29, 37, 47*, 53, 59*, 61, 67, 71,

79, 103, 107%, 131, 139, 149, 163, 167", 173, 179, 181, 191
where x means that it is a Sophie Germain prime (as indicated in [11]).

Remark 5. A prime number v is said to be a Sophie Germain prime if v =2r + 1 where r is a prime
number too. Suppose that such a prime v does not satisfy (i), so that ord, (2) is a proper divisor of
v — 1 =2r. Thus ord,(2) =r and (ii) holds.

In the next theorem we apply Theorem 8 and Corollary 3 to describe a large family of linear
permutations.

Theorem 9. Let n be an odd prime number satisfying (i) or (ii). Let I be a nonempty set of integers in the range
[1, %]. Then, for any such I the mapping

Li(x)= Z(xzi + in_i)

iel
is 2-to-1 on Fyn with kernel {0, 1}. Further, for any A € [Fyn, the mapping
N&X)=L;(x) + Tr(Ax)
is a linear permutation on Fon if and only if Tr(A) = 1.

Proof. From Theorem 8 for such an n any f¢, with ¢ € F, is semi-bent, and thus any mapping L; is
2-to-1 (Definition 2). Since L;(1) = L;(0) = 0, the kernel of L; is [F,. Further, note that for any I the
image of L; is H1(0), since this image is a hyperplane and

Tr(Li(x)) = 22 -Tr(x) =0, foranyx e Fon.

iel

Since n is odd, 1 does not belong to H1(0). Thus, from Theorem 7, N is a permutation if and only if
1 is a 1-linear structure of Tr(Ax) or, equivalently,

Tr(x) + Tr(AM(x+ 1)) =Tr()=1. O

Example 5. Take n = 7, which is a Sophie Germain prime. According to Definition 2 and Theorem 8,
any linear mapping

3
. .
Le@) =Y (ci(¥® +x*")). cielFa,
i=1
is 2-to-1 on F,7. Its kernel is clearly F and 1 is not in its image. Also, any Boolean function

3 .
fe@) =) "Tr(cix®t), ¢ eF,,

i=1
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is semi-bent. It has only one nonzero linear structure which is clearly 1 and according to (17)

3
fex+ 1)+ fe@) = feM) =Tr[ Y i) =Tr(w)

i=1
where w equals the Hamming weight of ¢ modulo 2. Then, from Corollary 3, any mapping

3 . . 3 .
N(x) = Zc,-(le 5 )+Tr| D T+ (w4 Dx), ¢ ey,
i=1 i—1

is a permutation. On the other hand, it is directly deduced from Theorem 9 that any mapping

N =+ > (2 + ) + (627 +a))
i=1

where c; € F and Tr(A) =1 is a linear permutation.

5. Conclusion

The main contribution of this paper is the observation that functions with linear structures allow
to construct large families of permutation polynomials explicitly. Presently, we are conscious of a
number of extensions of our work. Almost all results of this paper can be generalized to polynomials
over Fy of shape G(X) + y f(X), where f induces a mapping from F; into an arbitrary its subfield.
For more results on such polynomials see [13].

The constructions of permutation polynomials of this paper are based on the existence of linear
structures for the involved functions. To determine whether a given function has a linear structure is
a difficult problem. In a forthcoming paper we will give a complete solution of this problem for the
monomial functions Tr(8x%), extending results from [12].

Acknowledgment

The authors thank the anonymous referees for their detailed comments which improved the clarity
of the paper a lot.

References

[1] J. Bierbrauer, G. Kyureghyan, Crooked binomials, Des. Codes Cryptogr. 46 (2008) 269-301.
[2] L. Budaghyan, C. Carlet, G. Leander, Constructing new APN from known ones, Finite Fields Appl. 15 (2) (2009) 150-159.
[3] A. Canteaut, C. Carlet, P. Charpin, C. Fontaine, On cryptographic properties of the cosets of R(1,m), IEEE Trans. Inform.
Theory 47 (4) (2001) 1494-1513.
[4] P. Charpin, G. Kyureghyan, On a class of permutation polynomials over Fyn, in: SETA 2008, in: Lecture Notes in Comput.
Sci., vol. 5203, Springer-Verlag, Berlin, 2008, pp. 368-376.
[5] P. Charpin, E. Pasalic, On propagation characteristics of resilient functions, in: SAC 2002, in: Lecture Notes in Comput. Sci.,
vol. 2595, Springer-Verlag, Berlin, 2003, pp. 356-365.
[6] P. Charpin, E. Pasalic, C. Tavernier, On bent and semi-bent quadratic Boolean functions, IEEE Trans. Inform. Theory 51 (12)
(2005) 4286-4298.
[7] S. Dubuc, Characterization of linear structures, Des. Codes Cryptogr. 22 (2001) 33-45.
[8] Y. Edel, A. Pott, A new perfect nonlinear function which is not quadratic, Adv. Math. Commun. 3 (1) (2009) 59-81.
[9] J.H. Evertse, Linear structures in block ciphers, in: Advances in Cryptology - EUROCRYPT’ 87, in: Lecture Notes in Comput.
Sci., vol. 304, Springer-Verlag, Berlin, 1988, pp. 249-266.
[10] H.D.L. Hollmann, Q. Xiang, A class of permutation polynomials of F,m, Finite Fields Appl. 11 (1) (2005) 111-122.
[11] K. Khoo, G. Gong, D.R. Stinson, A new characterization of semi-bent and bent functions on finite fields, Des. Codes Cryp-
togr. 38 (2) (2006) 279-295.
[12] G. Kyureghyan, Crooked maps in Fn, Finite Fields Appl. 13 (3) (2007) 713-726.



632 P. Charpin, G. Kyureghyan / Finite Fields and Their Applications 15 (2009) 615-632

[13] G. Kyureghyan, Constructing permutations via linear translators, submitted for publication, available on arXiv:0903.0743.

[14] G. Kyureghyan, Y. Tan, A family of planar mappings, in: Enhancing Crypto-Primitives with Techniques from Coding Theory,
I0S Press, 2009, pp. 175-179.

[15] X. Lai, Additive and linear structures of cryptographic functions, in: FSE 94, in: Lecture Notes in Comput. Sci., vol. 1008,
Springer-Verlag, Berlin, 1995, pp. 75-85.

[16] Y. Laigle-Chapuy, Permutation polynomials and applications to coding theory, Finite Fields Appl. 13 (1) (2007) 58-70.

[17] R. Lidl, H. Niederreiter, Finite Fields, Encyclopedia Math. Appl., vol. 20, Addison-Wesley, Reading, MA, 1983.

[18] RJ. McEliece, Finite Fields for Computer Scientists and Engineers, Kluwer, Boston, 1987.

[19] W. Meier, O. Staffelbach, Nonlinearity criteria for cryptographic functions, in: Advances in Cryptology — EUROCRYPT’ 89, in:
Lecture Notes in Comput. Sci., vol. 434, Springer-Verlag, Berlin, 1990, pp. 549-562.

[20] H. Niederreiter, K.H. Robinson, Complete mappings of finite fields, ]. Aust. Math. Soc. Ser. A 33 (1982) 197-212.

[21] J. Patarin, Hidden fields equations (HFE) and isomorphisms of polynomials (IP): Two new families of asymmetric algo-
rithms, in: Advances in Cryptology - EUROCRYPT’ 96, in: Lecture Notes in Comput. Sci., vol. 1070, Springer-Verlag, Berlin,
1996, pp. 549-562.

[22] V.V. Yashchenko, On the propagation criterion for Boolean functions and bent functions, Probl. Inf. Transm. 33 (1) (1997)
62-71.

[23] J. Yuan, C. Ding, H. Wang, J. Pieprzyk, Permutation polynomials of the form (xP — x — §)S + L(x), Finite Fields Appl. 14 (4)
(2008) 482-493.



